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NATURE OF THE CASE 

In two cases, plaintiffs sued to recover damages for bodily injuries occasioned by 

the alleged negligence of defendants in driving their automobiles. When plaintiffs moved 

for entry of a protective order and authorization to disclose protected health information 

("PHI"), with a proposed HIP AA protective order, 1 defendants' liability insurer in each 

case, State Farm Mutual Automobile Insurance Company ("State Farm"), petitioned to 

intervene and proposed the standard medical protective order used in the Law Division of 

the Circuit Court of Cook County ("Cook County protective order"). Unlike the Cook 

County protective order, plaintiffs' proposed HIPAA protective order required State 

Farm to return or destroy all PHI pertaining to plaintiffs at the end of the litigation. The 

trial court granted State Farm's petition to intervene in each case. Thereafter, over State 

Farm's objections, the trial court found that HIP AA preempted state insurance law and 

regulations, granted plaintiffs' motion for the entry of their HIP AA protective order, and 

denied State Farm's request for the entry of the Cook County protective order. The 

appellate court affirmed, holding: (1) State Farm was not a "covered entity" under 

HIPAA but nonetheless subject to the use-and-disclosure restrictions set forth in the trial 

court's protective order; (2) Illinois insurance law and regulations did not require State 

Farm to retain plaintiffs' PHI at the end of the litigation; (3) HIP AA preempted any 

conflicting Illinois law and regulations requiring property and casualty insurers to retain 

records and allowing them to use and disclose PHI for lawful purposes at the end of the 

litigation; ( 4) the Cook County protective order violated the requirements of a HIP AA-

1 Referring to the Health Insurance Portability and Accountability Act of 1996, Pub.L 
104-191 (Aug. 21, 1996), 110 Stat.1936 (1996), codified at 42 U.S.C. § 1320d et seq. 
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qualified protective order and acted as an obstacle to accomplishing and executing 

HIPAA's full purposes and objectives; (5) the McCarran-Ferguson Act did not compel 

reverse preemption; and (6) the trial court did not have to consider alternative HIPAA

authorized methods of disclosure of plaintiffs' PHI before entering the protective order. 

No questions are raised on the pleadings. 

ISSUES PRESENTED FOR REVIEW 

Whether the appellate court properly held that HIP AA requires the use of HIPAA

qualified protective orders in judicial proceedings and preempts Illinois insurance laws 

and regulations that conflict with the requirements of HIP AA-qualified protective orders. 

Whether the protective orders upheld by the appellate court improperly prevent 

property and casualty insurers from retaining, using, and disclosing plaintiffs' PHI for 

required and permitted purposes under state and federal law. 

STATEMENT OF JURISDICTION 

In Surlock v. Starcevic, Lake County Cir. Ct. No. 18 L 39, State Farm appealed 

under Supreme Court Rule 307(a)(l) (Ill. S. Ct. R.307(a)(l) (eff. Nov. 1, 2017)) from the 

trial court's memorandum opinion and order (R.C619-29) and the HIPAA protective 

order entered on May 15, 2019 (R.C630-33). Within 30 days, State Farm filed a notice of 

interlocutory appeal on June 12, 2019 (R.C689-90). 

In Haage v. Montiel Zavala, Lake County Cir. Ct. No. 17 L 897, State Farm 

appealed under Supreme Court Rule 307(a)(l) from the trial court's memorandum 

opinion and order (R.C613-22) and the HIPAA protective order entered, respectively, on 

May 15, 2019 and May 16, 2019 (R.C623-26). Within 30 days, State Farm filed its notice 

2 
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of interlocutory appeal on June 12, 2019 (R.C681-82). 

On June 26, 2019, the appellate court consolidated both appeals for briefing and 

disposition. On March 13, 2020, the appellate court affirmed the trial court in an opinion 

filed in the consolidated appeals. On April 13, 2020, State Farm timely petitioned for 

leave to appeal or as a matter of right, which this court granted on September 30, 2020. 

This appeal is taken pursuant to Supreme Court Rules 315 (Ill. S. Ct. R.315) ( eff. July 1, 

2018)) and 317 (Ill. S. Ct. R.317) ( eff. July 1, 2017)). 

STATEMENT OF FACTS 

As the appellate opinion sets forth the history leading to the appeal, State Farm 

will supplement its brief with additional facts only as necessary to an understanding of 

the issues on appeal. 

Proceedings in the Trial Court on Plaintiffs' Motion for a Protective Order 

Surlock v. Starcevic 

In response to plaintiffs' motion for entry of a protective order, State Farm 

petitioned to intervene and proposed that the PHI at issue be produced subject to the 

Cook County protective order used pursuant to General Administrative Order 17-1 since 

January 2, 2018 (R.Cl-73).2 After the trial court granted State Farm leave to intervene 

(R.C130), State Farm objected to plaintiffs' proposed HIPAA order (R.C131-476). 

2 As the appellate court noted in its opinion, , 22 n.l, General Administrative Order 17-1 
was vacated by General Administrative Order 18-1 on October 29, 2018 (R.C108), which 
made minor modifications to the Cook County protective order not relevant to the appeal 
(R.C 104-08). General Administrative Order 18-1 was the subject of Proposal 18-01 
before the Illinois Supreme Court Rules Committee. If the proposal had been adopted, the 
Cook County protective order would have been incorporated into Supreme Court Rule 
218. Ill. S. Ct. R.218 (eff. July 1, 2014). General Administrative Order 18-1 is included in 
the appendix to this brief for the Court's convenience (A.80-A.84). 

3 
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State Farm supported its objections with filings and evidentiary materials 

submitted in the consolidated Cook County cases (R.C 158-442), including protective 

orders entered in state and federal district cases which did not have "return or destroy" 

provisions, and which allowed liability insurers to retain, use and disclose records 

containing PHI consistent with applicable state law (R.C 195-99; R.C 196-98; R.C200-

202; R.C203-04; R.C206-08; R.C209-l 1; R.C212-13; 214-19). State Farm also submitted 

affidavits from a former Director of the Illinois Department of Insurance and insurance 

industry experts which showed that property and casualty insurers use and exchange PHI 

with outside insurance-support organizations for a variety of statutorily required or 

permitted administrative, legal and financial purposes, and which are critical to allowing 

property and casualty insurers to efficiently provide insurance, prevent insurance fraud, 

and meet their regulatory obligations (R.C267-76; R.C434-37; R.C439-42; R.C444-46). 

State Farm included the memorandum opinion and order entered by Cook County 

Circuit Court Judge John H. Ehrlich that led to the Cook County order (R.C448-76).3 

Judge Ehrlich recognized that property and casualty insurers are not among the "covered 

entities" subject to HIP AA and its privacy regulations concerning use or disclosure of 

protected PHI (R.C454-55). Judge Ehrlich found that the prevailing medical protective 

orders in Cook County were unenforceable because they improperly subjected property 

and casualty insurers to HIP AA regulations when, in fact, such insurers were not covered 

entities subject to HIPAA (R.C456). Judge Ehrlich also concluded that information that 

would be otherwise considered PHI was essential for insurers to function (R.C456-57). 

3 For the court's convenience, the appendix to this brief includes a copy of Judge 
Ehrlich's opinion and order filed in Shull v. Ellis, Cook County Cir. Ct. No. 15 L 9759, 
on December 15, 2017 (A.85-A.114). 

4 
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Next, Judge Ehrlich turned to the Illinois Insurance Code and Administrative 

Code which regulate property and casualty insurers in Illinois (R.C458-61). He noted this 

regulatory scheme served various and vital purposes and that the information in insurers' 

records was necessary for: (1) auditing insurers to ensure fair treatment of consumers; (2) 

evaluating and paying claims; (3) internal audits and regulatory disclosures required by 

Medicare and Medicaid; (4) ensuring a carrier's solvency, accreditation, ratings; and (5) 

providing evidence to defend insurers from bad-faith claims (R.C460-61). 

Judge Ehrlich concluded that, to pass muster under state law, specifically under 

the 1970 Illinois Constitution, it would be necessary to strike the proper balance between 

a litigant's privacy rights and the state's compelling interest in allowing insurers to 

receive, use, and retain private medical information (R.C471-72). The order Judge 

Ehrlich entered with his opinion explicitly informed litigants that by executing a waiver 

of their privacy rights, they understood that they were allowing insurers to use their PHI 

for lawful purposes after the litigation ended (R.C471). 

On February 1, 2019, plaintiffs replied and argued: (1) HIPAA preempted any 

less restrictive state law and regulations of privacy; (2) plaintiffs' proposed HIP AA order 

imposed no undue restrictions or obligations on State Farm and did not conflict with any 

federal requirements; (3) even if State Farm were exempt from HIPAA, plaintiffs' PHI 

would be entitled to protection; and ( 4) the court should adopt plaintiffs' proposed 

HIPAA order (R.C478-506). 

On February 13, 2019 the trial court heard the parties' arguments and took the 

matter under advisement (R.C510-95). The trial court later asked the parties for 

supplemental briefing (R.C596). Plaintiffs and State Farm filed supplemental briefs on 

5 
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April 18, 2018 (R.C598-608; R.C611-18). 

On May 15, 2019, the trial court rejected State Farm's proposed order, granted 

plaintiffs' motion (R.C619-29) and entered plaintiffs' proposed HIPAA protective order 

(R.C630-33). State Farm timely appealed on June 12, 2019 (R.C689-90). 

Haage v. Montiel Zavala 

In response to plaintiffs motion for entry of a protective order, State Farm 

similarly petitioned to intervene and proposed the standard Cook County protective order 

(R.Cl-73). After the trial court granted State Farm leave to intervene (R.C127-28), the 

parties made the same arguments in support of their protective orders that they made in 

Surlock (R.C129-471; R.C472-501; R.C594-601; R.C602-12). 

On May 15, 2019, the trial court rejected State Farm's proposed order and granted 

plaintiffs' motion (R.C613-22). The trial court entered plaintiffs HIPAA protective order 

on May 16, 2019 (R.C623-26). State Farm timely appealed on June 12, 2019 (R.C681-

82). 

The Appellate Opinion 

On March 13, 2020, the Illinois Appellate Court, Second District, filed an opinion 

affirming the trial court in the consolidated appeals. The court agreed with State Farm 

that it was not a covered entity under HIPAA. ,r,r 39-40. Nonetheless, it held State Farm 

could receive plaintiffs' PHI only if State Farm was bound by the trial court's use 

limitations and return-or-destroy provisions. ,r,r 44-49. Without addressing the affidavits 

from the former Illinois Director of Insurance and other insurance industry professionals, 

the appellate court held that Illinois statutes and insurance regulations did not require 

property and casualty insurers to retain PHI. ,r,r 52-60. Moreover, to the extent Illinois 

6 
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record-keeping requirements did conflict with the trial court's return-or-destroy 

requirement, the appellate court held that HIP AA preempts state law, and the standard 

Cook County protective order tendered by State Farm conflicted with the requirements 

for a HIPAA-qualified protective order ,r,r 62-64. In so holding, the appellate court ruled 

that principles of reverse preemption under the McCarran-Ferguson Act did not apply. ,r,r 

65-68. Finally, the appellate comi held that the trial court did not err by entering 

plaintiffs' HIPAA qualified protective order over alternative disclosure methods 

authorized under HIP AA which do not require the return or destruction of PHI at the end 

of the litigation. ,r 70. 

This Court granted State Farm's petition for leave to appeal or alternatively 

appeal as a matter of right, and this appeal now follows. 

ARGUMENT 

Introduction and the Standard of Review 

The lower courts' finding of federal preemption based on their interpretation of 

federal and state law presents questions of law subject to de nova review. Carter v. SSC 

Odin Operating Co., 23 7 Ill. 2d 30, 39 (2010). In affirming the trial court, the appellate 

court agreed with State Farm that the standard of review is de nova. Haage v. Montiel 

Zavala, 2020 IL App (2d) 190499, ,r 62. 

The lower courts erred in finding that HIP AA preempts any conflicting provisions 

m the Illinois Insurance and Administrative Codes regulating prope1iy and casualty 

insurers' retention, use, and disclosure of PHI outside the litigation. Id. Property and 

casualty insurers are not covered entities under HIP AA and not subject to HIP AA' s 

privacy and security obligations. It is difficult to believe that Congress intended to 
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displace state insurance laws and comprehensive regulation of property and casualty 

insurers to accomplish HIPAA's objectives and purposes after the regulations exclude 

them from the definition of "covered entity." 45 C.F.R. § 160.103 (2018). Moreover, 

HIP AA regulations expressly allow for the disclosure of PHI pursuant to a valid 

authorization for release of medical records before suit (45 C.F.R. § 164.508 (2018)), or 

after suit in response to an "order of a court" (45 C.F.R. § 164.512(e)(l)(i) (2018)), 

without imposing the return-or-destroy terms of a HIPAA-qualified protective order. 

Indeed, the lower courts' finding that HIP AA preempts contrary state insurance law and 

regulations violates the usual presumption against federal disruptions of traditional areas 

of state regulation. BFP v. Resolution Trust Corp., 511 U.S. 531 , 539 (1994). 

Although property and casualty insurers are not covered entities under HIP AA, 

they are subject to a separate regulatory framework overseen by state insurance 

regulators. The supporting record contains the unrebutted affidavit of a former Director 

of the Illinois Depmiment of Insurance explaining, among other things, that property and 

casualty insurers are required by law to keep complete claim files, including 

"documentation" containing PHI, for regulatory purposes for minimum time periods well 

beyond the end of the litigation. The supporting record also contains unrebutted affidavits 

of insurance industry professionals who testified that the disclosure of claim information 

to the Illinois Department of Insurance and to insurance-support organizations such as the 

National Insurance Crime Bureau ("NICB") and the Insurance Services Organization 

("ISO") is necessary to detect and prevent insurance fraud. It was the former Director's 

opinion that the destruction of medical records in each claim file would create 

"impenetrable barriers" to prope1iy and casualty insurers' compliance and performance of 
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their operational functions (R.C276).4 The lower courts erred in disregarding these 

affidavits and finding that state insurance laws and regulations that conflict with a 

HIPAA-qualified protective order are preempted by HIPAA. The conflict could have 

been avoided by entering a HIPAA-compliant order under section 164.512(e)(l)(i). 

The protective order upheld by the appellate comi conflicts with State Farm's 

obligations under Illinois law in two ways. First, the protective order limits the use of 

PHI to the litigation in which it is produced; and second, it requires the return or 

destruction of records containing PHI within 60 days of the conclusion of the litigation. 

The appellate court's interpretation that Illinois insurance law and regulations do not 

require the retention of PHI at the end of litigation is unreasonable: the regulations 

explicitly obligate insurers to retain "detailed documentation" and preserve "records" in 

their claim files needed for the final settlement or disposition of claims and to enable 

regulators to reconstruct the company's activities and evaluate them for improper claim 

practices. A requirement that insurers must keep "detailed documentation" and "records" 

containing PHI means they must also keep PHI. The one is inseparable from the other. 

The appellate court's holding that insurers can meet their regulatory obligations 

by destroying all PHI and placing a copy of the trial court's HIP AA-qualified protective 

order in each claim file at the end of litigation would thwart the process of reconstructing 

claim activities essential for regulators examining claim files for improper claims 

practices. If upheld, the appellate decision would also impair core insurance functions as 

enumerated in the Cook County protective order tendered by State Farm and undermine 

4 For ease of reference, all citation throughout the argument will be to the supp011ing 
record filed in Surlock. 
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the longstanding public policy supporting cooperation between insurers, regulators and 

law enforcement authorities to deter and detect insurance fraud. 

To allow the comprehensive state regulatory framework to work as intended, this 

Court should vacate the opinion and judgment of the appellate court and the protective 

order entered by the trial court, and enter the protective order tendered by State Farm or 

remand for entry of a protective order that expressly allows for the retention, use, and 

disclosure of PHI in conformity to federal and state insurance laws and regulation. 

I. THE APPELLATE COURT ERRED IN UPHOLDING THE TRIAL 
COURT'S FINDING THAT HIP AA PREEMPTS ST ATE LAW 

A. State Farm as a Property and Casualty Insurer is not a 
"Covered Entity" Subject to HIP AA 

The appellate court agreed that State Farm is not a "covered entity" as defined 

under HIPAA. ,r,r 39-40. That is, State Farm is not a "health plan," "health care 

clearinghouse," or "health care provider who transmits any health information in 

electronic form." Id. (citing 45 C.F.R. § 160.103 (2018)). While the point is uncontested, 

it is important to recognize at the start that because property and casualty insurers like 

State Farm are not covered entities, their business operations do not fall within HIP AA' s 

privacy and security obligations. Instead, they remain subject to carefully-crafted state 

insurance laws and regulations governing the use, retention, and disclosure of PHI. 

It also means that property and casualty insurers like State Farm do not become a 

"covered entity" when they receive PHI from a "covered entity" in the ordinary course of 

handling claims. When the U.S. Department of Health and Human Services ("HHS") 

promulgated its HIP AA rules in 2000, it explicitly stated its understanding on this point: 

With regard to life and casualty insurers, we understand that such benefit 
providers may use and disclose individually identifiable heath 

10 



SUBMITTED - 11664789 - Michael Resis - 12/30/2020 1:58 PM

125918

information. However, Congress did not include life insurers and casualty 
insurance carriers as 'health plans ' for the purposes of this rule and 
therefore they are not covered entities. 

Final Rule, Standards for Privacy of Individually Identifiable Health Information, 65 Fed. 

Reg. 82,462, 82,567 (Dec. 28, 2000), available at 

http://aspe.hhs.gov/admnsimp/final/PvcFR03.txt ("Final Rule"); see also id. at 82,568 

("[P]roperty and casualty insurers ... are not covered entities, as they do not meet the 

statutory definition of 'health plan"'); id. at 82,578 ("' [E]xcepted benefits' ... which 

includes liability programs such as property and casualty benefit providers, are not health 

plans for the purposes of this rule"). 5 Just as other non-covered entities do not 

automatically become HIPAA-covered entities upon the receipt of PHI, property and 

casualty insurers do not become covered entities subject to HIPAA when they come into 

possession of PHI in their normal business operations. 

HHS has explicitly recognized that the HIP AA privacy and security rules do not 

protect all PHI wherever it is found: 

The HIP AA Rules apply only to organizations known as covered entities 
and their business associates. HIP AA does not apply to individuals or to 
other types of organizations that do not qualify as covered entities or 
business associates, even those that may handle or store an individual's 
health in.formation .... The HIP AA Privacy Rule does not protect all health 
in.formation wherever it is found. Because the rules apply only to covered 

5 HHS also cited HIPAA's legislative history as proof of congressional intent to prevent 
HIP AA' s application to property and casualty insurers: 

HIPAA's legislative history shows that the House Report's ... definition of 
'health plan' originally included certain benefit programs, such as workers 
compensation and liability insurance, but was later amended to clarify the 
definition and remove these programs. Thus, since the statutory definition 
of a health plan both on its face and through legislative history evidence 
Congress' intention to exclude such programs, we do not have the 
authority to require that these programs comply with these standards. 

Id. at 82,576. 
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entities and their business associates, the protections do not extend to data 
about the health of individuals held by [ non-covered entities]. 

( emphasis added). HHS, Examining Oversight of the Privacy & Security of Health Data 

Collected by Entities Not Regulated by HIPAA, at 13, 15 (June 17, 2016), available at 

https://www.healthit.gov/sites/default/files/noncovered_entities_reportjune_ l 7 _2016.pd 

f. See Tamela J. White and Charlotte A. Hoffman, The Privacy Standards Under the 

Health Insurance Portability and Accountability Act: A Practical Guide to Promote Oder 

and Avoid Potential Chaos, 106 W. Va. L. Rev. 709, 718 (2004) ("Insurance under which 

benefits for health care coverage are secondary or incidental, such as property or casualty 

insurance policies, ... are not directly regulated by HIP AA") (internal quotations and 

citations omitted). 

Following Congress's example, HHS "added explicit language to the final rule 

which excludes the excepted benefit programs." 65 Fed. Reg. at 82,576; see also id. 

(rejecting commentator's position that "it would be inequitable to subject health 

insurance carriers to more stringent standards than other types of insurers that use 

individually identifiable health information"); HHS, Summary of HIPAA Privacy Rule, 

available at http://www.hhs.gov/ocr/privacy/hi paa/understanding/summary ("Certain 

types of insurance entities are also not health plans, including entities providing only 

workers' compensation, automobile insurance, and property and casualty insurance"); F. 

Stephen Zielezienski & Catherine I. Paolino, Insurance Privacy After Gramm-Leach

Bliley- Old Concerns, New Protections, Future Challenges, 8 Conn. Ins. L. J. 315, 327 

(2001-2002) ("HHS has made a determination that HIP AA does not contemplate 

applicability to the property and casualty sector"). 
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HHS has rebuffed all requests to expand the definition of "covered entity" to 

include property and casualty insurers, explaining that such an action would exceed its 

jurisdiction under the Act. Although HHS recognized that "many entities may use and 

disclose individually identifiable health information," it has made clear that its 

"jurisdiction under the statute is limited to health plans, health care clearinghouses, and 

health care providers .... " Fed. Reg. at 82,567. "Consequently, once protected health 

information leaves the purview of one of these covered entities ... the information is no 

longer afforded protection under this rule." Id. at 82,567. 

It is logical that property and casualty insurers fall outside HIP AA given the role 

of liability insurance in the administration of justice. Unlike a health care provider, health 

plan, or health care clearinghouse providing an individual with health care or medical 

services, property and casualty insurers do not enter into a physician-patient relationship 

with anyone and their role is not to provide preventive, curative, or rehabilitative health 

care services. 6 Rather, they insure their policyholders against the risk of bodily injury or 

property damage (including for liability to others) that results from an accident- not to 

offer medical or health care to the injured person. As one commentator has explained: 

HIP AA specifically exempts ' general liability insurance, auto liability 
insurance, medical payments coverage, workers' compensation insurance, 

6 It is not surprising that HHS has consistently confirmed that liability insurers are not 
and are not intended to be a "covered entity" under HIP AA. See Fed. Reg. at 82,462, 
82,568 ("In addition, we agree that workers' compensation insurers, property and 
casualty insurers, reinsurers, and stop-loss insurers are not covered entities, as they do not 
meet the statutory definition of 'health plan'"); HHS, Health Information Privacy: 
Frequently Asked Questions, available at 
http://www.hhs.gov/ocr/privacy/hipaa/faq/covered_entities/364.html ("Are the following 
types of insurance covered under HIP AA: long/sho1i term disability; workers' 
compensation; automobile liability that includes coverage for medical payments? No, the 
listed types of policies are not health plans") ( emphasis added). 
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or other insurance with health or medical care coverage as a 'secondary' 
benefit.' While 'health care providers, 'health plans,' and 'health care 
clearing houses' must abide by the privacy protections of HIP AA, the 
property and casualty insurance industry does not. This allows insurers 
(except health insurers) to share medical information with each other for 
the purpose of claims and fraud investigations. 

Gary R. Reinhardt, Researching and Investigating Insurance Claims: Key Strategies to 

Prevent Fraud, 2011 WL 6749922 *5 (Aspatore Dec. 2011) (internal citations omitted). 

Recognizing the different roles of liability insurance and health insurance, 

Congress made a clear judgment under HIP AA to exempt property and casualty insurers 

and regulate only health plans, health care clearinghouses, and health care providers as 

"covered entities" under the Act. By explicitly excepting liability insurers from the three 

categories of "covered entities," Congress clearly intended to keep liability insurers' 

operations outside HIP AA' s scope. 

According to the appellate court, while property and casualty insurers are not 

covered entities, State Farm was unable to point to any specific language in HIP AA, the 

Privacy Rule, or any other regulation, authority or case law indicating that a non-covered 

entity is exempt from complying with a HIPAA-qualified protective order's restrictions 

on the use or disclosure of PHI. 1 49. To be clear: State Farm is not claiming it is exempt 

from complying with a HIPAA-qualified protective order. Nothing could be further from 

the truth. Rather, it respectfully submits that other HIP AA-approved means of disclosure 

do not carry the restrictive terms of a HIP AA-qualified protective order and that the trial 

court should have entered the HIPAA-compliant Cook County protective order tendered 

by State Farm or a similar protective order expressly allowing for the retention, use, and 

disclosure of information by property and casualty insurers in conformity to federal and 

state law and regulations. 
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In requiring the use of a HIPAA-qualified protective order that HIPAA does not 

mandate, the lower courts created a conflict with state insurance requirements entirely of 

their own making. As further argued below, no inherent conflict exists between HIP AA 

and Illinois insurance laws and regulations governing the retention, use, and disclosure of 

PHI because a covered entity can comply with both federal and state requirements when a 

covered entity produces PHI in response to an "order of a court" as defined in section 

164.512(e)(l)(i). And HIPAA's full purposes and objectives are met through disclosure 

by covered entities in judicial proceedings made in accordance with the HIP AA-approved 

alternative to a qualified protective order. 

B. The Appellate Court Erred in Holding That HIP AA Preempts 
State Insurance Laws and Regulations Governing the 
Retention, Use, and Disclosure of PHI 

1. Because the Order State Farm Tendered in the Trial 
Court was "an order of a court" Under Section 
164.512(e)(l)(i), a Covered Entity Would not Find it 
Impossible to Comply with Both State and Federal 
Requirements 

The appellate court correctly recognized that HIP AA preempts a "contrary" state 

law in two situations: when either: "(l) a covered entity would find it impossible to 

comply with both the [s]tate and [f]ederal requirements; or (2) [t]he provision of [s]tate 

law stands as an obstacle to the accomplishment and execution of the full purposes and 

objectives of [HIPAA] .... " ,r 62 (citing 45 C.F.R. § 160.202 (2018)). However, the 

appellate court created an unnecessary conflict between HIP AA and state insurance laws 

governing PHI by ignoring that "an order of a court" is also one of the HIP AA-approved 

methods of disclosure under section 164.512(e)(l)(i). 

According to the appellate court, a covered entity cannot comply with both 
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HIP AA and the Cook County protective order tendered by State Farm because that order 

"does not require an insurer to return or destroy PHI at the conclusion of the litigation 

and would permit the insurer to use and retain PHI outside of litigation." ,I 63. The 

appellate court reasoned that "by eliminating these two requirements, the Cook County 

protective order would not provide the confidentiality and protection of PHI envisioned 

when the Privacy Rule was promulgated." Id. The appellate court erred in concluding 

that, without the return-or-destroy provisions, "the Cook County protective order acts as 

an obstacle to accomplishing and executing HIPAA's full purposes and objectives." Id. 

As to the first prong under section 160.202, the appellate court's analysis depends 

on the incorrect premise that a covered entity can disclose PHI only upon the entry of a 

HIPAA-qualified protective order under 45 C.F.R. § 164.512(e)(l)(v)(A)-(B). But section 

164.512(e)(l)(i) does not require the parties to proceed only by a HIPAA-qualified 

protective order. Instead, disclosure is permitted by any court order as long as such 

disclosure is limited to the PHI expressly authorized by the order: 

(e) Standard: Disclosures for judicial and administrative proceedings. 

(1) Permitted disclosures. A covered entity may disclose protected 
health information in the course of any judicial or administrative 
proceeding: 

(i) In response to an order of a court or administrative tribunal, 
provided that the covered entity discloses only the protected health 
information expressly authorized by such order; .... 

45 C.F.R. § 164.512(e)(l)(i). Nothing in this regulation requires the "order of a court" to 

be a qualified protective order as defined in section 164.512(e)(l)(v)(A)-(B). 

The meaning of "an order of a court" in section 164. 512( e )(1 )(i) was addressed in 

Tomczak v. Ingalls Memorial Hosp., 359 Ill. App. 3d 448 (1st Dist. 2005), where the 
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appellate court held that the trial court was not required to enter a HIPAA-qualified 

protective order before ordering the production of medical records. Id. at 455-56. 

Assuming the information requested contained PHI, the appellate court held that "[a] 

proper reading of regulation 164.512( e )(1) shows that a qualified protective order must 

only be secured when a disclosure is being made in 'response to a subpoena, discovery 

request, or other lawful process, that is not accompanied by an order of a court' " 

( emphasis added). Id. at 456. Because the trial court had ordered the hospital to comply 

with the discovery request and produce the specified information, a HIPAA-qualified 

protective order was unnecessary. 

If, as Tomczak illustrates, a qualified protective order is not a HIP AA requirement 

in judicial proceedings, then a covered entity can comply with both state and federal 

requirements when it produces PHI in response to "an order of a comi" as defined in 

section 164.512(e)(l)(i). In conformity to both state and federal requirements, State Farm 

tendered a court order at the beginning of the litigation that limited a covered entity's 

disclosure of PHI only to the disclosure expressly authorized by that order. 

The Cook County protective order tendered in Surlock, for example, states that a 

party's PHI "may not be disclosed for any reason without that party's prior written 

consent or an order of this court" (R.C 110). It further states that " [t]he only disclosures 

explicitly waived and permitted by this order are to "comply and conform 

with ... applicable federal and state statutes, rules, and regulations for [ certain enumerated 

purposes]" and as "necessary to comply with any other federal or state laws, rules, or 

regulations, but only with the party's express consent and the entry of an appropriate 

comi order" (R.Cl 11). A covered entity producing PHI in response to this order would 
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not find it impossible to comply with both state and federal requirements because HIP AA 

does not require a qualified protective order before covered entities make their 

disclosures under section 164.512( e )(1 ). The appellate court erred in holding otherwise. ~ 

63. 

That section 164.512( e )(i) provides for a disclosure order as an alternative to a 

HIPAA-qualified protective order led the Alaska Supreme Court to hold that HIPAA did 

not preempt state law in Harold-Jones v. Drury, 422 P.3d 568 (Alaska 2018). There, the 

Alaska Supreme Court addressed whether HIP AA preempted state case law permitting a 

defendant's ex parte contact with a plaintiffs treating physician. Id. at 569. The Court 

held that HIP AA did not preempt the state case law but ultimately overturned Alaska case 

law and held that a defendant may not make ex parte contact with the physician. Id. In 

holding that HIP AA did not preempt state law, the Court concluded: 

First, a covered entity would not "find it impossible to comply with 
both the State and Federal requirements." [footnote omitted] Though 
HIPAA broadly prohibits covered entities from disclosing health 
information without the subject's consent, [footnote omitted] HIPAA 
expressly contemplates exceptions to this rule. Specifically, the 
authorization exception allows for "use or disclosure of protected health 
information" when "a covered entity obtains or receives a valid 
authorization for its use." [footnote omitted] Harrold-Jones's treating 
physician could thus comply with "both the State and Federal 
requirements" if Harrold-Jones voluntarily consented to ex parte contact 
through HIP AA' s authorization exception. [ footnote omitted] Similarly, 
the litigation exception provides that a "covered entity may disclose 
protected health information in the course of any judicial or administrative 
proceeding" in response to a court order. [ footnote omitted] Ex parte 
contacts under Alaska law are unquestionably "in the course of a[ ] 
judicial proceeding"; [footnote omitted] [defendant] could therefore obtain 
a court order authorizing Harrold-Jones's treating physician's ex parte 
contact with [defense] counsel. Given these exceptions, a covered entity 
would not "find it impossible to comply with both the State and Federal 
requirements." [ footnote omitted] 

Id. at 574. The same reasoning equally applies to the Cook County protective order. 
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Also contrary to the appellate court's opinion, state and federal courts across the 

country have entered medical protective court orders that do not contain the return-or

destroy provisions of HIP AA-qualified protective orders. See, e.g., Sanders v. State, No. 

05-12-01186-CR, 2014 WL 1627320, *6 (Tex. App. Apr. 23, 2014) ("Further, appellant's 

medical records were properly disclosed under HIP AA pursuant to court order. Under 

section 164.512, a covered entity may disclose protected health information without 

authorization in certain situations .... HIP AA allows disclosure of protected health 

information for law enforcement purposes to a law enforcement official, if disclosure is 

in compliance with a 'court order or court-ordered warrant, or a subpoena or summons 

issued by a judicial officer.' Id. § 164.512(£)(1 )(ii). It also permits disclosure for judicial 

proceedings in response to an order of a court. Id. § 164.512(e)(l)(i). We overrule 

appellant's fifth point of error"); Lal v. Felker, CIV S-07-2060 GEB, 2011 WL 854917, 

*2 (E.D. Cal. Mar. 4, 2011) ("Defendants also argue that because some of the documents 

contain medical records, HIP AA requires a protective order before health care 

information of persons who are not parties to the litigation are disclosed. [footnote 

omitted] But the statute expressly provides that health information may be disclosed in a 

judicial proceeding in response to a court order. 45 C.F.R. 164.512( e )(1 ). This order for 

production satisfies that requirement"). Other orders allowing property and casualty 

insurers to retain PHI at the end of litigation consistent with state law requirements are in 

the supporting record filed in each appeal. Calderone v. Piamchon, No. CGC15548193 

(Sup. Ct., Calif., Cty. Of San Francisco, Sept. 7, 2016); Willis v. Brown, 16-2015-CA-

1828, Div.: CV-H (Cir. Ct. of 4th Judicial Cir., Duval Cty., Fla., Nov. 10, 2015); Zamor 

v. Transport AEL, 16-2014-CA-006922-xxx-MA (Cir. Ct. of 4th Judicial Circuit, Duval 
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Cty., Fla., Aug. 11, 2015); Green v. Caudill, 1 l-CV-00825 (E.Va. Feb. 16, 2012); Harvey 

v. State Farm Mut. Auto. Ins. Co., 1:11-cv-00467-LTB-KLM (U.S. Dist. Colo., Sept. 29, 

2011) (R.C191-95; R.Cl96-98; R.Cl99-200; R.C202-04; R.C205-07; R.C208-09; 

R.C210-15). Similarly, the Cook County protective order tendered by State Farm in each 

case here was an "order of a court" within the meaning of section 164.512( e )(1 )(i). As 

these jurisdictions recognize, the "order of a court" need not be a HIPAA-qualified 

protective order under section 164.512( e )(1 )(v)(A)-(B). 

2. The Order Tendered by State Farm was not an 
Obstacle to Accomplishing and Executing HIPAA's Full 
Purposes and Objectives 

As to the second prong under section 160.202, the appellate court erred in holding 

that entering the Cook County protective order would pose an obstacle to accomplishing 

and executing HIPAA's full purposes and objectives. As one of the HIPAA-authorized 

means of disclosure, an "order of a court" as defined in section 164.512( e )(1 )(i) cannot be 

an obstacle to accomplishing HIPAA's full purposes and objectives. A statute should not 

be read in a manner that makes one part inconsistent with another part. Food and Drug 

Administration v. Brown & Williamson Tobacco Corp., 529 U.S. 120, 133 (2000) 

( observing that a court must interpret statute "as a symmetrical and coherent regulatory 

scheme," and "fit, if possible, all parts into an harmonious whole"). In holding that the 

Cook County protective order was an "obstacle," the appellate court effectively read 

section 164.512(e)(l)(i) out of the HIPAA regulatory scheme. 

The appellate court reasoned that "any requirement that an insurer be allowed to 

use and retain PHI beyond the conclusion of litigation would lower the floor of privacy 

protections HIP AA mandates." 1 63. If Congress and HHS intended to mandate the return 
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or destruction of all records containing PHI, they could have plainly said so. But they did 

not go that far. Instead, the regulations provide different ways for a covered entity to 

disclose PHI without requiring the return or destruction of records containing PHI. A 

HIPAA-qualified protective order cannot set the "floor" when other methods permit 

disclosure by covered entities without the return-or-destroy provisions. 

In addition to disclosures by covered entities authorized in response to an "order 

of a court" under section 164.512(e)(l)(i), section 164.508(c)(2)(iii) makes clear that a 

valid medical records authorization must include notice to the individual that the 

information to be disclosed has the "potential" "to be subject to redisclosure by the 

recipient and no longer be" subject to HIP AA. § 164.508( c )(iii) (2018). Other disclosure 

methods not requiring a qualified protective order's return-or-destroy restrictions are set 

forth in sections 164.512(e)(l)(ii)(A) and (vi). 45 C.F.R. §§ 164.512(e)(l)(ii)(A), (vi) 

(2018). The very fact that HIP AA authorizes means of disclosure other than a qualified 

protective order before and after suit without restriction on their use for non-litigation 

purposes shows that Illinois insurance laws and regulations governing the retention, use, 

and disclosure of PHI do not stand as an obstacle to the accomplishment and execution of 

HIPAA's full purposes and objectives. See Harold-Jones, 422 P.3d at 574-75. The 

appellate court erred in holding otherwise. 

3. HIPAA Regulations do not Require a Qualified 
Protective Order Before Authorizing PHI to be 
Disclosed in Judicial Proceedings 

Whenever a covered entity discloses PHI in response to a valid medical records 

authorization or to an "order of a court" in judicial proceedings, the disclosure is 

permissible under HIP AA. "All that section 164.512( e) should be understood to do, 
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therefore, is to create a procedure for obtaining authority to use medical records in 

litigation." Northwestern Memoria Hosp. v. Ashcroft, 362 F.3d 923, 925-26 (7th Cir. 

2004 ). In other words, HIP AA creates certain procedures for the production of medical 

records but not a substantive rule that requires a qualified protective order. 

The source of the appellate court's confusion is found in section 164.512(e)(l)(ii). 

The court mistakenly read that subsection as requiring a covered entity to disclose PHI in 

response to a protective order that requires that PHI be returned or destroyed at the end of 

the litigation, and used only for that litigation. ,i 44. That section provides that PHI may 

be disclosed: 

(ii) In response to a subpoena, discovery request, or other lawful process, 
that is not accompanied by an order of a court or administrative tribunal, 
if: 

(A) The covered entity receives satisfactory assurance ... from the party 
seeking the information that reasonable efforts have been made by 
such party to ensure that the individual who is the subject of the 
protected health information that has been requested has been given 
notice of the request; or 

(B) The covered entity receives satisfactory assurance ... from the party 
seeking the information that reasonable efforts have been made by 
such party to secure a qualified protective order that meets the 
requirements of paragraph ( e )(1 )( v) of this section. 

Paragraph (e)(l)(v) then contains the language requiring the destruction or return of 

information at the end of the litigation. ,i 43. 

These provisions apply when there has been no court order. In other words, they 

allow disclosure of PHI only if a plaintiff is given the opportunity to obtain an order from 

the court that includes return-or-destroy provisions. These provisions address the 

situation in which a written discovery request is left to the parties without prior court 

involvement. They allow a plaintiff to seek a court order which covers that situation. As 
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between plaintiffs and defendants in most cases, there is no reason for a defendant and 

non-parties (i.e., experts) to retain PHI after the litigation ends. 

The appellate court here made two basic mistakes in reading this subsection. First, 

it mistakenly read subsection 164.512(e)(l)(ii) as providing the only procedure under 

which PHI may be obtained in judicial proceedings. It held that the trial court did not err 

in failing even to consider other means for disclosing PHI to insurers. 1 70 (no error in 

trial court's "declining to consider an alternate authorized method of disclosing PHI"). 

But that is fundamentally wrong: the entry of a court order like the Cook County 

protective order is explicitly authorized under subsection 164.512( e )(1 )(i). Nothing in 

subsection 164.512( e )(1 )(ii) precludes or limits the use of such an order. 

Second, the court read subsection 164.51 2(e)(l)(ii) as requiring a court to enter an 

order that has the return-or-destroy provisions. That, too, is wrong. What subsection 

164.512( e )(1 )(ii) requires is that such an order be in place or that plaintiff or affected 

persons be given the opportunity to seek such an order- nothing more. Subsection 

164.512( e )(1 )(ii) does not say that such an order must be granted to the exclusion of "an 

order of a court" without the return-or-destroy provisions. The Tomczak court rejected 

this interpretation. Instead, HIP AA regulations leave it to state trial courts to set the terms 

for protective orders. 

Of course, as a practical matter, ifthere is no order already in place, such an order 

could be granted when there is no reason or need for defendants to retain, use or disclose 

PHI for non-litigation purposes. But that is not the situation faced by property and 

casualty insurers, which must retain "documentation" in their claim files for regulatory 

purposes and use (and sometimes disclose) PHI to discharge other core insurance 
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functions. Since subsection 164.512( e )(1 )(ii) only mandates procedures but not a 

substantive rule requiring use limitations and a return-or-destroy order, the appellate 

court erred in holding that it did- and rejecting the form of the Cook County protective 

order on that basis. Indeed, this is the most unlikely setting to find federal preemption. 

That is because Congress, by statute, has declared that the business of insurance is a 

matter left to the states and property and casualty insurers are not covered entities subject 

to HIPAA. 

4. The Appellate Court's Decision Is Inconsistent in 
Finding That HIPAA Preempts any Conflicting State 
law, but Then Holding There is no Conflict Between 
HIP AA and State law for Reverse Preemption Purposes 

Specifically, the McCarran-Ferguson Act, 15 U.S.C. §§ 1011-1015 (2018) 

("McCarran-Ferguson"), gives states principal authority to regulate the business of 

insurance. It provides that "Act[s] of Congress" not purporting to regulate the "business 

of insurance" do not "invalidate, impair, or supersede" state laws regulating the business 

of insurance. Id. at § 1012(a) & (b). State laws governing insurance are controlling 

unless Congress, by statute, clearly states otherwise. Stated simply, McCarran-Ferguson 

reverses ordinary principles of federal preemption. Absent a clear contrary indication by 

Congress, "state laws enacted 'for the purpose of regulating the business of insurance' do 

not yield to conflicting federal statutes." US. Dep't a/Treasury v. Fabe, 508 U.S. 491, 

507 (1993). 

The appellate court's decision was inconsistent on this issue. It correctly noted 

that the parties agreed McCarran-Ferguson did not apply. , 66. Under McCarran

Ferguson, a state law will reverse preempt a federal law if: (1) the federal statute does not 

specifically relate to the business of insurance; (2) the state statute was enacted for 
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purposes of regulating the business of insurance; and (3) the federal statute would 

invalidate, impair, or supersede the state statute. ,i 67. The appellate court ultimately held 

that reverse preemption did not apply because HIP AA does not invalidate, impair, or 

supersede any state insurance law or regulation. Id. But the appellate court held earlier 

that HIP AA preempts any conflicting state law or regulation, ,i 62, and it invalidated the 

Cook County protective order on grounds that it would lower the floor of privacy 

protection HIP AA mandates. ,i 63. The court left unresolved the issue of whether reverse 

preemption would apply in the event it determined that a state insurance law or regulation 

conflicts with HIP AA. 

HIP AA and Illinois insurance law can be harmonized to avoid issues of federal 

and reverse preemption and to permit property and casualty insurers' regulated use of 

PHI for litigation and non-litigation purposes. Particularly in light of McCairnn-Ferguson 

and the language of HIP AA itself, HIP AA and Illinois insurance law and regulations do 

not conflict. The appellate court's holding that any state regulations requiring liability 

insurers to retain PHI are preempted and invalidated by HIP AA therefore has no basis. 

5. The Lower Courts Should Have Avoided Creating an 
Unnecessary Conflict by Adopting the Cook County 
Protective Order or a Similar Court Order Expressly 
Authorizing the Disclosure of PHI in Conformity to 
State and Federal law 

While the appellate court acknowledged that other HIPAA-approved alternatives 

to a qualified protective order exist, it ultimately held that the trial court did not err in 

rejecting other HIP AA-approved methods of disclosure. ,i 70. In affirming the trial court, 

the appellate court created an unnecessary conflict, which could have been avoided by 

entering "an order of a court" as defined in section 164.512( e )(1 )(i) without imposing the 
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restrictive terms of a qualified protective order. 

The lower courts' preference for a qualified protective order was error as a matter 

of law because federal preemption is disfavored. Bates v. Dow Agrosciences, LLC, 544 

U.S. 431, 449 (2005). The basis of the desire to avoid preemption is the preservation of 

federalism, under which the exercise of federal supremacy "is not lightly to be 

presumed." NY State Dept. of Social Services v. Dublino, 413 U.S. 405,413 (1973). "In 

areas of traditional state regulation," such as insurance, courts "assume that a federal 

statute has not supplanted state law unless Congress has made such an intention " 'clear 

and manifest.' " Bates, 544 U.S. at 449 (quoting New York State Conference of Blue 

Cross & Blue Shield Plans v. Travelers Ins. Co., 514 U.S. 645,655 (1995) (quoting Rice 

v. Santa Fe Elevator Corp., 331 U.S. 218, 230 (1947)); Lorillard Co. v. Reilly, 533 U.S. 

525, 541-42 (2001). By allowing for different ways that a covered entity may disclose 

PHI without mandating the return or destruction of records containing PHI, Congress did 

not manifest a clear intention to preempt all state insurance laws and regulations 

governing the retention, use, and disclosure of PHI once the litigation is concluded. 

The appellate court noted that a "contrary" state law is not preempted under the 

HIP AA regulations if the Secretary of HHS determines that the state law is necessary to, 

inter alia, "prevent fraud and abuse related to the provision of or payment for health 

care" or "ensure appropriate State regulation of insurance and health plans to the extent 

expressly authorized by statute or regulation" (ii 64, citing 45 C.F.R. § 160.203(a)(l) 

(2018)). As there was no indication that the State of Illinois has asked for a waiver under 

section 160.204 (45 C.F.R. § 160.204 (2018)), the appellate court held that the HIPAA

qualified protective order prohibited "the use or disclosure" of PHI for any purpose other 
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than the litigation and required the return or destruction of PHI at the end of the litigation. 

Id. But the appellate court misconstrued HIP AA. The first step in conducting the 

preemption analysis is whether the state law is "contrary" to HIP AA; if the state law is 

not contrary, no further analysis is required. Harold-Jones, 422 P.3d at 575. The 

procedure for waiver is unnecessary because the regulations provide disclosure methods 

that avoid a conflict between HIP AA and state law for federal and reverse preemption 

purposes. The lower courts' finding of federal preemption should be reversed. 

C. Both Illinois Supreme Court Rule 201(c)(l) and Section 
164.512(e) of the HIPAA Regulations Authorize the Entry of 
Protective Orders to Protect PHI While Allowing Property and 
Casualty Insurers to Retain, Use, and Disclose PHI for 
Required and Lawful Purposes Under the Insurance Code 

Apart from section 164.512(e)(l)(i) of the HIPAA regulations, Illinois Supreme 

Court Rule 201(c)(l) (Ill. S. Ct. R.201(c)(l) (eff. July 30, 2014)) vests trial courts with 

the authority under state law to enter protective orders as part of a comprehensive scheme 

for discovery. Skolnick v. Altheimer & Gray, 191 Ill. 2d 214, 223 (2000); Kunkel v. 

Walton, 179 Ill. 2d 519, 531 (1997); May Centers, Inc. v. S.G. Adams Printing & 

Stationery Co., 153 Ill. App. 3d 1018, 1021 (5th Dist. 1987). Rule 201(c)(l) authorizes 

trial courts to enter protective orders prohibiting parties and others from using, retaining, 

or disclosing PHI at the end of the litigation. Unlike property and casualty insurers, 

parties have no legal right, much less any obligation, to retain PHI for use beyond the 

litigation. See May Centers, 153 Ill. App. 3d at 1022 ("A litigant has no constitutional 

right to disseminate information made available only for purposes of trying his suit"). By 

comparison, property and casualty insurers are heavily-regulated entities that are required 

by law to retain and permitted to use PHI for specified purposes beyond the litigation. 
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Their highly-regulated status distinguishes them from other persons or entities which 

remain subject to a protective order at the end of the litigation. 

Rule 201 ( c )(1) does not authorize a trial court to prohibit the disclosure of 

information for lawful purposes apart from the litigation. Skolnick, 191 Ill. 2d at 226. In 

Skolnick, a former law partner sued his firm and an associate employed at the firm 

alleging that they had falsely accused him of creating a forged document. Id at 216-17. 

The parties agreed to a protective order forbidding the dissemination of designated 

materials produced in discovery. Id. Later, the associate sought to modify the protective 

order to allow her to turn over information produced in discovery to the Attorney 

Registration and Disciplinary Commission ("ARDC") based on the associate's ethical 

reporting obligations. Id. The trial court refused to modify its protective order and the 

associate appealed. Id. at 21 7. The appellate court reversed the trial court. Id. This Court 

affirmed the appellate court, ruling the trial court abused its discretion by refusing to 

modify the protective order to allow for documents containing evidence of professional 

misconduct to be produced to the ARDC. Id. at 226. This Court reasoned that trial and 

appellate courts have the authority to modify protective orders to permit the lawful use of 

records produced in discovery outside the litigation. Id. at 229-30. 

Hall v. Sprint Spectrum L.P., 368 Ill. App. 3d 820 (5th Dist. 2006), illustrates the 

same principle. There, a customer brought a class action against a wireless 

telecommunications provider, alleging abuse of "early termination fee" in the customer's 

cellular phone service contract. Id. at 821. The parties stipulated to a protective order 

limiting the plaintiffs use of information marked "confidential" solely to the lawsuit. Id. 

The trial court later granted the plaintiffs motion to modify the protective order to allow 
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documents marked "confidential" to be submitted to the Federal Communications 

Commission ("FCC"). Id. at 822. The wireless telecommunications provider appealed the 

modification of the protective order under Rule 307(a)(l ). Id. Relying on Skolnick, after 

balancing the competing needs and interests of the parties, the appellate court affirmed 

the modification of the protective order to allow the documents to be produced to the 

FCC. Id. at 824-27. 

Similarly, here, the protective order entered by the trial court in each case went 

beyond Rule 201(c)(l) by prohibiting property and casualty insurers from retaining, 

using, and disclosing information vital to state regulation of the insurance industry, and 

preventing insurers from meeting their responsibilities under state law. As further 

demonstrated below, this Court should vacate the trial court's protective orders and enter 

either the Cook County protective order or a similar order that complies with both Rule 

201(c)(l) and section 164.512(e)(l) of the HIPAA regulations, and that expressly allows 

for the retention, use, and disclosure of PHI in conformity to federal and state insurance 

law and regulations. 

II. THE APPELLATE OPINION PREVENTS INSURANCE REGULATORS 
FROM EVALUATING THE COMP ANY'S ACTIVITIES IN CLAIM 
FILES, THWARTS THE DETECTION OF INSURANCE FRAUD, AND 
REQUIRES THE DESTRUCTION OF "DOCUMENTATION" OF PHI IN 
CLAIM FILES CONTRARY TO ILLINOIS INSURANCE REGULA TIO NS 

A. Property and Casualty Insurers are Legally Required to 
Retain Detailed Documentation in Their Claim Files for 
Examination by Regulators 

The appellate court held that neither the Insurance Code nor the Administrative 

Code requires property and casualty insurers to retain or use PHI for any purpose outside 

of the litigation in which it is produced in discovery. 1 60. The appellate court cited no 
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Illinois case law supporting its interpretation. It interpreted the Insurance Code and 

regulations in a vacuum while failing to acknowledge the unrebutted affidavits from a 

former Illinois Director of Insurance, Robert E. Wagner, and other insurance industry 

professionals, which explain that property and casualty insurers' use of PHI is critical to 

the evaluation of claim files, prevention of insurance fraud, other core-insurance 

purposes, and compliance with their regulatory obligations (R.C268-76; R.C434-37; 

R.C439-42; R.C444-46). In restricting property and casualty insurers' lawful uses and 

redisclosures under the Insurance Code and regulations, the appellate court overrode the 

considered judgment of the General Assembly and the experience of the Illinois 

Depaiiment of Insurance-without relying on any supporting evidence and contrary to 

the evidence in the record. 

The appellate comi correctly noted that insurers are prohibited from engaging in 

improper claims practices. ~ 53 (citing 215 ILCS 5/154, 154.6 (West 2018)). Section 

919.30 of Title 50 of the Illinois Administrative Code requires insurers to make their 

claim files available to the Director of the Illinois Department of Insurance for 

examination upon request. Id. (citing 50 Ill. Admin. Code 919.30(a) (1989)). With respect 

to examinations, the appellate court quoted section 919.30 as follows: 

(b) Each company shall maintain claim data that should be accessible 
and retrievable for examination by the Director. A company shall be able 
to provide the claim number, line of coverage, date of loss and date of 
payment of the claim, date of denial, or date claim closed without 
payment. This data must be available for all open and/or closed files for 
the current year and the two preceding years. The examiners' review may 
include but need not be limited to an examination of the following claims: 

1) Claims Closed With Payment; 

2) Claims Denied; 
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3) Claims Closed Without Payment; 

4) First Party Automobile Total Losses; and/or Subrogation 
Claims. 

( c) Detailed documentation shall be contained in each claim file in order 
to permit reconstruction of the company's activities relative to each claim 
file. 

( emphases added). 50 Ill. Admin. Code 919 .30(b )-( c) (1989). The appellate court found 

nothing in this language that expressly requires insurers to retain PHI. ,r 54. Instead, the 

court read section 919.30 as referring only to "claim data" consisting of "the claim 

number, line of coverage, date of loss and date of payment of the claim, date of denial, or 

date claim closed without payment." Id. The court saw no reason why placing a copy of a 

HIPAA-qualified protective order in each claim file would not suffice to "establish the 

company's activities relative to each file." Id. According to the court, section 919.30 and 

the return-or-destroy provisions of the protective order do not conflict. 

The appellate court ignored the definition of "documentation" in section 919.40 of 

the Administrative Code: 

... all pertinent communications, transactions, notes and work papers .... 
properly dated and compiled in sufficient detail in order to allow for the 
reconstruction of all pertinent events relative to each claim file. 
Documentation shall include but not be limited to bills, explanations of 
benefits and worksheets. 

50 Ill. Admins. Code 919.40 (2014). The "[d]etailed documentation" required by section 

919.30(c) includes but is not limited to medical bills-which necessarily contain PHI-

and which "shall" be contained in each claim file to reconstruct the company's activities 

for each open and/or closed fi le for the current year and the preceding two years. 

Section 919 .40 likewise states, regarding the definition of "Settlement of Claims," 

that"[ e ]vidence" of the activities relating to the settlement of claims "shall be maintained 
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in the company's claims files." The word "shall" is generally construed to be mandatory. 

Citizens Organizing Project v. Dep 't of Natural Resources, 189 Ill. 2d 593, 598-99 

(2000). There is no reason to believe the word "shall" as used in sections 919.30 and 

919 .40 has a different meaning here. 

Because insurance companies must keep "[ d]etailed documentation" to permit 

"reconstruction of all pertinent events" relative to their activities, claim files invariably 

contain PHI, but for this very reason, as Wagner testified, medical bills and records 

reviewed by insurance regulators as part of the examination are exempt from public 

disclosure under the Illinois Freedom of Information Act (5 ILCS 5/140/7 (West 2018)) 

and the Illinois Insurance Code. 215 ILCS 5/404(a)(l) (West 2018) (R.C276). 

The appellate court's interpretation- that section 919.30 does not expressly 

require property and casualty insurers to retain PHI-is unreasonable. A requirement that 

insurers "shall" maintain "[ d]etailed documentation" that includes PHI means they must 

also maintain PHI. The one is inseparable from the other in examining claim files. Under 

the appellate court's mistaken reading of sections 919.30 and 919.40, regulators would be 

unable to examine the "[ d]etailed documentation" in claim files consisting of a claimant's 

medical bills, medical history, test results, or physical or mental condition which claim 

professionals use to evaluate and resolve claims. The appellate court's holding that 

insurers can satisfy section 919.30 by returning or destroying all "documentation" of PHI 

and simply placing a copy of the protective order in each claim file would, in practice, 

prevent "the reconstruction of all pertinent events relative to each claim file" and thwart 

regulators' ability to determine whether claims are being timely and properly paid. 
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B. Property and Casualty Insurers are Prohibited From 
Destroying Company "Records" Except in Conformity With 
the Requirements of the Insurance and Administrative Codes 

In a related connection, Illinois law and regulations set out a detailed process for 

the destruction of a property and casualty insurer's records. Pursuant to section 133(2) of 

the Insurance Code, an insurer must retain its records until it receives permission from 

the Director of Insurance to destroy them. 215 ILCS 5/133(2) (West 2018). Failure to 

comply with this provision constitutes a "business offense" for which a fine of up to 

$5,000 may be imposed. See 215 ILCS 5/133(4) (West 2018). Section 901.5 of Title 50 

goes on to provide: "No domestic company shall destroy any books, records, documents, 

accounts or vouchers, hereafter referred to as 'records', except in conformity with the 

requirements of this Part" (emphasis added). 50 Ill. Adm. Code 901.5, codified at 7 Ill. 

Reg. 4213 (eff. Mar. 28, 1983). Section 901.20 sets out a time period of not less than "the 

current year plus 5 years," as follows: 

The company is authorized to dispose of or destroy records in its custody 
that do not have sufficient administrative, legal or fiscal value to warrant 
their further preservation and are not needed: 

(a) in the transaction of current business; 

(b) for the final settlement or disposition of any claim arising out of 
a policy of insurance issued by the company, except that these 
records must be maintained.for the current year plus 5 years; or 

( c) to determine the financial condition of the company for the 
period since the date of the last examination report of the company 
officially filed with the Department of Insurance, except that these 
records must be maintained for at least the current year plus 5 
years. 

(emphases added). 50 Ill. Adm. Code 901.20, amended in 40 Ill. Reg. 7895 (eff. May 23, 

2016). This provision sets forth the minimum retention period for records pertaining to 
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the final settlement or disposition of claims. 

The appellate court held that this provision likewise does not affirmatively require 

the retention of PHI or its use for a particular purpose. 1 59. The appellate court quoted 

the definition of "records" as follows: 

... material means all books, papers and documentary materials regardless 
of physical form or characteristics, made, produced, executed or received 
by any domestic insurance company pursuant to law or in connection with 
the transaction of its business and preserved or appropriate for 
preservation by such company or its successors as evidence of the 
organization, function, policies, decisions, procedures, obligations and 
business activities of the company or because of the informational data 
contained therein. If doubt arises as to whether certain papers are 'non
record' materials, it should be assumed that the documents are 'records'. 

( emphases added) 50 Ill. Adm. Code 901.10, codified at 7 Ill. Reg. 4213 ( eff. Mar. 28, 

1983). Contrary to the appellate court's opinion, the Administrative Code' s definition of 

"records" quoted above is broad enough to include medical bills and records as they are 

"received" "in connection with" the company's "decisions" and "because of the 

informational data contained therein" used in the "final settlement or disposition of any 

claim" under section 901.20. And if there is any doubt, the regulation expressly resolves 

the doubt in favor of treating all such "documents" as "records." 

In holding that sections 901.10 and 901.20 do not require the preservation of 

"records" containing PHI, the appellate court did not explain how it would be possible for 

regulators to evaluate a claim for improper claim handling under section 154.6 of the 

Insurance Code without the claimant's medical bills and records. The regulations make 

clear that all such "records" having "sufficient administrative, legal or fiscal value to 

warrant their further preservation" for a minimum retention period of "the current year 

plus 5 years" cannot be destroyed other than in conformity with the Administrative Code. 
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Preservation of such "records" requires preservation of the "informational data" used for 

"final settlement or disposition" of claims-and contrary to the 60-day return-or-destroy 

provisions of the protective order entered by the trial court in each case here. 

In holding otherwise, the appellate court's reliance on Small v. Ramsey, 280 

F.R.D. 264, 279-80 (N.D. W.Va. 2012), was misplaced. 1 59. There, the district court 

noted in passing that there was no "evidence before the comi" to support the conclusion 

that plaintiffs medical records were necessary or required under section 910.10. 280 

F.R.D. at 280. Here, unlike Small, Wagner, the former Insurance Director, testified that 

the destruction of medical records would create "impenetrable barriers" to property and 

casualty insurers' compliance and performance of their operational functions (R.C276). 

Moreover, the appellate court failed to note that the protective order entered in Small 

applied West Virginia law and allowed State Farm to retain the medical records for up to 

six years from the date of settlement or final judgment, whereas the protective order in 

this case requires their return or destruction within 60 days. Id. The appellate court 

ignored the district court's reasoning that the six-year retention period would not impede 

State Farm's obligations to report settlements and judgments made to Medicare 

beneficiaries pursuant to 42 U.S.C. § 1395y(b)(8) (2010) (Medicare Secondary Payer 

Act) and comply with West Virginia law requiring periodic review of insurance company 

files. Id. at 277. By comparison, the 60-day limit that the HIPAA qualified protective 

order imposes here deprives State Farm and other property and casualty insurers of the 

six-year retention period in which to comply with their federal and state regulatory 

obligations. Small does not support the appellate court's unreasonably restrictive 

interpretation of Illinois insurance law and regulations. 
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C. The Trial Court's Protective Orders Impede Compliance With 
Federal Reporting Obligations 

In addition to state requirements, as indicated above, property and casualty 

insurers are also subject to federal reporting requirements. For instance, under the 

secondary payer provisions, automobile or liability insurers must report payments made 

to Medicare beneficiaries, along with information about the alleged cause of injury, 

incident, or illness. 42 U.S.C. §1395y(b)(2)(A) (2018). Retention of medical records is 

crucial to this process. Additionally, insurers need medical records if Medicare seeks 

recovery of a "conditional payment." 42 U.S.C. § 1395y(b)(2)(B) (2018). To evaluate 

demands by Medicare for recovery of conditional payments, insurers must rely on 

claimants' medical records to determine whether the conditional payments warrant 

reimbursement. Based on the lengthy nature of the Medical Secondary Payer conditional 

payment recovery process, as Small, 280 F.R.D. 264 recognizes, insurers must be able to 

retain claimants' medical records past the conclusion of the claim. These determinations 

often cannot be made within 60 days of the end of the litigation. 

D. The Trial Court's Protective Order Prevents Property and 
Casualty Insurers From Retaining, Using, and Disclosing PHI 
Which is Necessary to Prevent Fraud and for Core Insurance 
Purposes 

Section 155.23 of the Insurance Code permits property and casualty insurers to 

provide claim information to facilitate fraud detection: 

(1) The Director is authorized to promulgate reasonable rules requiring 
insurers, as defined in Section 155.24, doing business in the State of 
Illinois to report factual information in their possession that is pertinent to 
suspected fraudulent insurance claims, .. . after he has made a 
determination that the information is necessary to detect fraud or arson. 
Claim information may include: 

(a) Dates and description of accident or loss. 
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(b) Any insurance policy relevant to the accident or loss. 

(c) Name of the insurance company claims adjustor and claims 
adjustor supervisor processing or reviewing any claim or claims 
made under any insurance policy relevant to the accident or loss. 

(d) Name of claimant's or insured's attorney. 

(e) Name of claimant's or insured's physician, or any person 
rendering or purporting to render medical treatment. 

(f) Description of alleged injuries, damage or loss. 

(g) History of previous claims made by the claimant or insured. 

(h) Places of medical treatment. 

* * * * 

G) Material relating to the investigation of the accident or loss, 
including statements of any person, proof of loss, and any other 
relevant evidence. 

(k) any facts evidencing fraud or arson. 

* * * * 

(2) The Director of Insurance may designate one or more data processing 
organizations or governmental agencies to assist him in gathering such 
information and making compilations thereof, and may by rule establish 
the form and procedure for gathering and compiling such information. The 
rules may name any organization or agency designated by the Director to 
provide this service, and may in such case provide for a fee to be paid by 
the reporting insurers directly to the designated organization or agency to 
cover any of the costs associated with providing this service. After 
determination by the Director of substantial evidence of false or fraudulent 
claims, ... the information shall be forwarded by the Director or the 
Director's designee to the proper law enforcement agency or prosecutor. 
Insurers shall have access to, and may use, the information compiled 
under the provisions of this Section. Insurers shall release information to, 
and shall cooperate with, any law enforcement agency requesting such 
information. 

In the absence of malice, no insurer, or person who furnishes information 
on its behalf, is liable for damages in a civil action or subject to criminal 
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prosecution for any oral or written statement made or any other action 
taken that is necessary to supply information required pursuant to this 
Section. 

(emphases added). 215 ILCS 5/155.23(1)-(2) (West 2018). The statute expresses the 

Illinois public policy against insurance fraud. See Phoenix Ins. Co. v. Rosen, 242 Ill. 2d 

48, 58 (2011). 

Thus, section 155.23(1) authorizes insurers to retain claim information, including 

place(s) of medical treatment, the identity of physician(s) rendering medical care, a 

description of the alleged injuries, and a history of prior claims, and section 155.23(2) 

authorizes the Director to designate data-processing organizations to help compile data 

that can be forwarded to the appropriate law enforcement agency or prosecutor. PHI is 

inherent in the claim information that insurers are required to furnish under the statute 

when cooperating with law enforcement agencies in insurance fraud investigations. 

According to the appellate court, however, section 155.23 did not authorize State 

Farm to retain PHI for two reasons specific to each case. ,r 56. First, no indication of 

suspected fraud existed on the part of plaintiffs in either case, and second, an insurer that 

has returned or destroyed PHI in compliance with a HIPAA-qualified protective order 

cannot violate the statute because it no longer has any such factual information in its 

possession. Id. The appellate court did not explain how claim information could still be 

gathered and complied by insurance-support organizations designated by the Director for 

law enforcement purposes if the information can be used only in the litigation and must 

be returned or destroyed within 60 days of the end of the litigation. 

The appellate court's reasoning that there was no evidence of fraud in these two 

cases is beside the point. As set forth in the affidavits of insurance industry experts, 

insurance fraud is often investigated by assessing and identifying patterns of claim 
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activity involving healthcare institutions, doctors, attorneys, and other persons, and 

contrary to the appellate court's opinion, these patterns cannot be identified without 

access to claim and medical information from multiple claim files (R.C440; R.C445). 

In explaining the authorized use and sharing of PHI under the Insurance Code, 

Wagner testified that insurers provide PHI to the National Insurance Crime Bureau 

("NICB") and Insurance Services Organization ("ISO") to facilitate statutory fraud 

detection, comply with reporting requirements, and perform the critical function of 

aggregating data across state lines subject to the Director's strict oversight (R.C434-35). 

The NICB and the Department of Insurance have entered into a memorandum of 

understanding designating the NICB as the repository and developer of a database for 

reporting potentially fraudulent insurance claims in Illinois (R.C445). 

Affidavits from high level ISO and NICB employees describe in greater detail the 

activities of their insurance-support organizations, including Medicare secondary 

compliance and state fraud bureau reporting, the development of databases and the 

importance of PHI to their activities, and the safeguards they must follow in sharing 

information under the Insurance Code (R.C439-42; R.C444-46). According to these 

affidavits, fraud detection and Medicare secondary payer compliance require detailed 

information about the identity of the person submitting the claim, including the diagnosis, 

treatment codes and payments made (R.C442-43). The efforts of ISO and NICB are 

important components in reducing insurance premiums for consumers and faci litating fair 

and efficient claim operations (R.C439-40; R.C442). The terms of the protective orders 

affirmed by the appellate court would prevent the use and disclosure of PHI expressly 
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permitted by section 155.23(1)-(2), and would frustrate fraud-detection and Medicare 

secondary compliance. 

If the appellate comi's opinion is affirmed, the ultimate losers will be the people 

of Illinois. By preventing property and casualty insurers from sharing claim information 

with state and federal agencies, law enforcement officials, and insurance-support 

organizations, the protective order and the countless of others that will be entered like it 

will unnecessarily hinder regulators and the detection of insurance fraud. 

The appellate court further refused to consider other core-insurance purposes for 

which property and casualty insurers retain claim files, including actuarial and rate 

development, reinsurance evaluation and pricing, and long-tail exposure. 1 57. The 

appellate court gave short shrift to these and other uses, refusing to address them on the 

merits, instead holding that State Farm waived any argument by failing to cite any statute, 

policy or regulation requiring the use of PHI for any of these purposes. Id. The appellate 

court ignored the evidence that claim records are needed for these and other purposes 

consistent with the public policy of encouraging a healthy and competitive insurance 

market for Illinois consumers (R.C274-76), while also ignoring the analysis set forth in 

Judge Ehrlich's memorandum opinion and order in Shull v. Ellis. 

In reviewing the overall regulatory scheme, Judge Ehrlich concluded in his 

memorandum opinion and order that the information is necessary for: (1) auditing 

insurers to ensure the fair treatment of consumers; (2) evaluating and paying claims; (3) 

internal audits and regulatory disclosures required by Medicare and Medicaid ( 42 U.S.C. 

§§ 1395y(b)(2)(A)-(B) (2018)); (4) ensuring a carrier's solvency, accreditation, ratings; 
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and (5) providing evidence used to defend bad-faith claims (R.C460-61). The Cook 

County protective order specifically enumerates eleven purposes altogether: 

1. Repo1iing; investigating; evaluating; adjusting; negotiating; 
arbitrating; litigating or settling claims; 

2. Compliance reporting or filing; 

3. Conduct described in 215 ILCS 5/1014; 

4. Required inspections and audits; 

5. Legally required reporting to private, federal, or state 
governmental organizations, including health or medical insurance 
organizations, and to the Centers for Medicare and Medicaid 
Services (CMS); 

6. Rate setting and regulations; 

7. Statistical information gathering; 

8. Underwriting, reserve, loss, and actuarial calculation; 

9. Drafting policy language; 

10. Workers' compensation; and 

11. Determining the need for and procuring excess or umbrella 
coverage or reinsurance. 

(R.C 159). It was error for the appellate court to refuse to consider all the important uses 

of PHI by prope1iy and casualty insurers enumerated above. 

E. The Appellate Court's Opinion Subjects Insurers to Disparate 
Record Retention Burdens Depending on how PHI is Acquired 

Most importantly, the appellate court did not consider the effect its holding will 

have on the record retention practices of property and casualty insurers. The Illinois 

Insurance Code does not distinguish between PHI disclosed before or after suit; all 

documentation containing PHI is treated the same. The appellate court recognized that 
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covered entities may disclose PHI to recipients in multiple ways, 1 43, including a 

patient's valid medical records authorization which allows for redisclosure by the 

recipient. 1 47 (citing 45 C.F.R. § 164.508). Although the appellate court correctly noted 

that the appeals did not involve a valid authorization, the decision treats PHI differently 

depending on whether the insurer obtains it by a valid authorization or in response to a 

court-mandated HIP AA-qualified protective order. 

The protective orders' return-or-destroy requirements are especially problematic 

given that State Farm, like many other property and casualty insurers, conducts its 

business in states across the country and responds to lawsuits in both state and federal 

courts. State Farm and other property and casualty insurers will face different legal 

obligations depending on whether suit is filed in Illinois or in a jurisdiction that does not 

require a HIP AA-qualified protective order. 

Furthermore, as a result of the appellate court's holding, while PHI produced 

through valid records authorizations need not be returned or destroyed at the end of 

litigation, the same is not true of PHI produced through HIPAA-qualified protective 

orders. The appellate court's opinion subjects property and casualty insurers to disparate 

and potentially confusing retention burdens for PHI in their claim files, depending on 

whether the claim has gone into litigation and how the PHI was acquired. Insurers, which 

maintain records and documentation to meet their responsibilities to the Department of 

Insurance and to such other entities as reinsurers and fraud detection and prevention 

organizations, should not be subject to conflicting directions over the retention of 

information in claim files. To maintain uniformity in the regulation of PHI by property 

and casualty insurers, as the Illinois insurance law contemplates, the trial court's 
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protective orders should be vacated in favor of the Cook County protective order or a 

similar order that expressly allows for the handling of PHI in conformity to federal and 

state insurance laws and regulation. 

F. The Protective Order Tendered by State Farm Safeguards 
Plaintiffs' Right of Privacy Under Existing State Law While 
Allowing Property and Casualty Insurers to Retain, Use, and 
Disclose PHI for Non-Litigation Purposes Without 
Unreasonably Invading Their Right of Privacy 

Although property and casualty insurers are not covered entities under HIP AA, 

they are governed by a carefully-crafted regulatory framework that safeguards the 

privacy of Illinois residents. Article XL of the Illinois Insurance Code is dedicated to 

Insurance Information and Privacy Protection ("IIPP") (215 ILCS 5/1001 et seq.) and 

prope1iy and casualty insurers are subject to the IIPP law (R.C275; R.C441). 7 

At the same time, Illinois law recognizes that property and casualty insurers must 

obtain and evaluate confidential and personal financial and health information from 

persons making claims for benefits. The Illinois legislative and regulatory bodies have 

carefully developed a statutory and regulatory framework to balance property and 

casualty insurers' proper use and retention of private information with the protection of 

individual privacy (R.C441). The purpose of Article XL is to: 

... establish standards for the collection, use and disclosure of information 
gathered in connection with insurance transactions by insurance 
institutions, agents or insurance-support organizations; to maintain a 

7 The IIPP is derived from model rules and regulations created by the National 
Association of Insurance Commissioners ("NAIC")-a standard-setting organization of 
regulators from all fifty states. The IIPP applies to life, health, and prope1iy and casualty 
insurance, and establishes standards and procedures for (a) privacy notices to applicants 
and policyholders, (b) access and correction rights, ( c) disclosure of nonpublic personal 
information to others, and (d) information used in adverse underwriting decisions. 
Zielezienski & Paolino, 8 Conn. Ins. L. J. at 317-18. 
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balance between the need for information by those conducting the 
business of insurance and the public's need for fairness in insurance 
information practices, including the need to minimize intrusiveness; to 
establish a regulatory mechanism to enable natural persons to ascertain 
what information is being or has been collected about them in connection 
with insurance transactions and to have access to such information for the 
purpose of verifying or disputing its accuracy; to limit the disclosure of 
information collected in connection with insurance transactions; and to 
enable insurance applicants and policyholders to obtain the reasons for any 
adverse underwriting decision. 

( emphasis added). 215 ILCS 5/1001. The term "medical record information" in Article 

XL refers to "personal information," which includes: 

... any individual identifiable information gathered in connection with an 
insurance transaction from which judgments can be made about an 
individual's character, habits, avocations, finances, occupation, general 
reputation, credit, health or any other personal characteristics. 

215 ILCS 5/1003(T). "Medical record information" relates to a person's mental or 

physical health, whether received from a medical provider, a hospital, or from a person. 

215 ILCS 5/1003(R). As Wagner testified, any medical records provided to insurance 

regulators are exempt from public disclosure under the Illinois Freedom of Information 

Act (5 ILCS 5/140/7) and the Illinois Insurance Code (215 ILCS5/404(a)(l)) (R.C276). 

Wagner further testified without contradiction that Illinois law protects personal 

or privileged information received in handling claims while still allowing property and 

casualty insurers to make disclosures reasonably necessary to rate-making, anti-fraud 

programs, consumer protection research, and regulatory compliance (R.C274-76). See 

215 ILCS 5/1014. Section 1014 specifically enumerates the narrow circumstances under 

which an insurance company may disclose personal or privileged information in its 

possession, without the person's consent, which Wagner testified is subject to strict 

regulation by the Illinois Department of Insurance (R.C276; R.C436). Id. Article XL 
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includes a range of penalties for insurers which violate the Insurance Code, starting with 

hearings and cease-and-desist orders and escalating to monetary fines, suspensions and 

license revocations (R.C436). 215 ILCS 5/1020. The robust safeguards codified in Article 

XL protect the privacy interests of Illinois residents from the unauthorized use of 

personal and privileged information under the Insurance Code. 

At the same time, the right of privacy is not absolute; only unreasonable invasions . 

of privacy are prohibited under the privacy clause in article I, section 6, of the Illinois 

Constitution of 1970, art. I,§ 6. Hope Clinic for Women, Ltd. v. Flores, 2013 IL 112673, 

,r 66; Burger v. Lutheran Gen. Hosp., 198 Ill. 2d 21, 51-52 (2001); Kunkel v. Walton, 179 

Ill. 2d 519, 538 (1997). Under Illinois law, a court can compel disclosure ofrelevant PHI 

in litigation involving that party's medical condition. In re Lakisha M, 227 Ill. 2d 259, 

264 (2008); Kunkel, 179 Ill. 2d at 538; Monier v. Chamberlain, 31 Ill. 2d 400, 403 

(1964); Carlson v. Jerousek, 2016 IL App (2d) 141248, ,r,r 34-35. Once a court 

determines that initial disclosure of PHI does not conflict with the Illinois Constitution, 

the constitutional scrutiny ends there, and the court need not determine whether 

subsequent retention, use, and disclosure by property and casualty insurers for lawful 

purposes raise constitutional concerns. 

For example, in Lakisha, 227 Ill. 2d 259, this Court found constitutional a statute 

requiring juveni le offenders to provide a DNA sample for indexing. Id. at 266-68. In 

upholding the statute, the Court held that after a properly compelled disclosure, the 

government's later retention and use of the DNA did not lead to any new or additional 

invasion of the privacy interest: 

As a final matter we note that, because the taking of respondent's DNA 
pursuant to statute does not violate the fourth amendment, it follows that 
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the perpetual storage and potential future use of the genetic marker 
grouping analysis information derived from the sample does not give rise 
to an independent fourth amendment claim. If the initial search is lawful, 
the subsequent use of the information by the limited number of law 
enforcement officials, as currently set forth in the statute, is not a separate 
fourth amendment search because there is no additional invasion of the 
respondent's privacy interest. 

Lakisha, 227 Ill. 2d at 277. Here, too, the disclosure of PHI is permissible because it is 

relevant in litigating the issues in each case. Because the use of plaintiffs' PHI in the 

litigation does not violate their right to privacy, State Farm's retention of records 

containing PHI for lawful, non-litigation purposes does not give rise to any additional 

invasion of a privacy interest, while serving its highly-regulated needs to the information. 

Consistent with Supreme Court Rule 201, relevancy has long defined the 

permitted scope of civil discovery of medical records in Illinois. In Kunkel, a case 

involving a litigant's privacy rights in medical records, this Court observed that it "is 

reasonable to require full disclosure of medical information that is relevant to the issues 

in the lawsuit." 179 Ill. 2d at 538. The Court noted there that only an "unreasonable" 

invasion of privacy is prohibited and that: " [i]n the context of civil discovery, 

reasonableness is a function of relevance." Id. Nothing in the proposed protective order 

that State Farm tendered in any way alters, modifies, or violates safeguards mandated by 

the Illinois Constitution, Rule 201 or any other Illinois Supreme Court Rule, Illinois 

statute or common law, and the protective order proposed by State Farm complies with 

the constitutional requirement that a state-invasion of the right of privacy must be 

reasonable. 

CONCLUSION 

For all the reasons set forth in the petition for leave to appeal or alternatively as a 
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matter of right and this brief, the intervenor-appellant, State Farm Mutual Automobile 

Insurance Company, respectfully requests that the Illinois Supreme Court reverse the 

opinion and judgment of the Illinois Appellate Court, Second Judicial District, and enter 

the protective order tendered by intervenor-appellant, State Farm, or remand with 

directions for the entry of a protective order that expressly allows for the use, retention, 

and disclosure of PHI in conformity to all federal and state insurance laws and 

regulations. 

Respectfully submitted, 
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JlJSTICE HUDSON tk:livered thejudgrm:nl oflhecourt, wilh opinion. 
Presiding Justice Birkcl.l and Jus tice Zenoffconcurr·cd in the judgme nt and opinion. 

OPINION 

,1 I l. INTROL)UCTION 

ii 2 This consolidated appea l concerns the scope of protective orders involving the disclosure 

of protected hc<1lth information (Pill) to a property and casualty insurer. In each of the two 

underlying cases, plaintiffs sued to recover damages occasioned by the alleged negligence of 

defendants in driving their automobiles. Plaintiffs subsequently moved for the entry of qualified 

protective orders pursuant to the Health lnsu1·ancc Portability and AccoL1ntability Act of 1996 

(H !PAA) ( Pub. L. No. I 04-1 l/ l, l l O Slat. 1936 (I 996) (codified as amended in scatten:;d sections 

of Titles I 8, 26, 29, and 42 of the United States Code)) (HIPAA qualified protective orders). 

Among other things, the protective orders proposed by plaintiffs would have (I) prohibited the 

parties and any other persons or entities from using or disclosing Plll for any purpose other than 

the litigation for which ii was reques ted and (2) required the return or destruction of the Pl II within 

60 clays after the conclusion of lhc litigation. Sec 45 C.F.R. § 164.512(c)(l)(v)(A), (B) (2018) 

(setting forth requiremen ts for a qualified pro tect ive order under HJPAA). Slate Farm Mutual 

Automobil e Jnsurancc Company (Sta te Farm), the liability insurer for at least one of the named 

defendants in each case, pelitiom:d lo intervene. Aflc1· the ci1cuil court of Lah County granted lh~ 

petition in each case, State Fr1r111 filed objections to the HIPAA qualified protective orders. State 

farm argued, inter a/ia, that the IHPAA qualified protective orders (I) sought to bind State Farm 

to Lhe requirements of l·IJPA/\, although State Farm is expressly exempl from lhe statute's 

application and (2) directly conflicted with Stale Farm's obligations and 1·i ghts under the Illinois 

Insurance Code (215 l LCS 5/1 et seq. (West 2018)) nnd the adminislrnlivc regulalions governing 

its business operations. State Farm requested that the trial court deny the I IIPAA qualified 

- 2 -
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protective mders and i.::nler, pursuanl to 11l ino is Surm:111c Courl Ru le 20 I (c)( I) (ell Muy 29 , 2014 ), 

protective orders similar to one used in the law division of the circuit court of Cook County (Cook 

County protective orders). The Cook Counly protective or<fors would perm it insurance companies 

to "disclose, maintain, use, and dispose of PHl or what would otherw i.~e he con~idered PHI to 

comply and conform with cuncnt and future applicab le federnl and stale statutes, rules, and 

regulations" for certain designated purposes and exempt insurers from any "rctum or destroy" 

provisions. 

~ J Following a combined hearing and additional briefing, the trial court in each case granted 

plaintiffs' motions for Ilic HIPAA qualifii::d prnleclivc orders and denied Slate Farm's request fur 

the Cook County protective orders. The trial courts detern, in ed, among other things, that (I) to the 

extent that State Farm's obligations and rights under Illinois law conflict with HIPAA 

ri.::ciuirt:m<::nls, lhi.:: fed eral stalule ctTlll ils regulation~ preempl ~law law and (2) any individual or 

entity receiving Pl-II in response to a lllPAA qualified protective order is bound to fo llow the terms 

of the order. State Farm fil ed an interl ocutory appea l in each cnse, pursuant to Illinois Supreme 

Court Rule 107(a)( I) (eff. Nov. I, 2017). On appeal, State Farm contends th at the trial courts erred 

in gran ting plainti ffs' motions for the llJPAA qualified protect ive orders. We aflirm. 

ii 4 II. BACKCilWlJNl) 

ii 5 To prov ide contex t to th e parties ' arguments, we briefly review the relevant provisions of 

lllPAA before discussing the facts underlying this appea l. 

ii 6 A. HIPAA 

il 7 in 1996, Congress passed, and Pres ident Cl inton signed into law, HlPAA (Pub. L. No. I 04-

191, 110 Stat. 1936 ( 1996) (cod ified as amended in scc1llered sec tions of Ti ti es J 8, 26, 29, and 42 

of th e United States Code)). Among I IIPAA 's purposes were to establish national privacy 

- 3 -
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standa rd s and fair information practices regar·ding individually identifiable health in forrnal ion. 

Brende v. Hara, 153 P.3d 1109, 1114 (!law. 2007); see also Wade"· Vabnick-Wener, 922 r. Supp. 

2d 679,687 (W.D. Tenn. 2010) ("HIPAA embodies Congress' recognition of 'the importance of 

protecting the privacy of health information in the mids t of the rapid evolution of health 

information systems.' "(quoting South Carolina /vledical Ass 'n v. Thompson, 327 F.3d 346, 348 

(4th Cir. 2003)); Law v. 'Luckerman, 307 F. Supp. 2d 705, 710 (D. Md. 2004) ("Congress enacted 

HIPAA, in part, to prolecl the security and privacy of individual ly identifiable health 

information."); U.S. Dcp'I of Health & Human Servs., Office for Civi l Rights, Summary of the 

HIPAA Privacy Rule I (May 2003), httpd/www.hhs.gov/sitcs/default/f'iles/privaeysumrnar-ypdf 

[https://pcrrna.cc/F66C-T4TR.] ("A mc1jor goal of (1 l!PAA] is lo assure L]rnl individuals' heal th 

information is properly prolec:ted while allowing the flow ol'health inrorrnation needed lo provide 

and prornol'e high quality health care and lo protect the public' s heallh and well being."). To this 

end, HIP AA authorized the Secretary of the Department of Health and Human Services (HHS) to 

issue regulutions governing individually identifiable health information ifC:ongres8 did not enact 

privacy legislation within thr ee years of th e passage of the stutule. H[PAA, Pub. L. No. 104-191, 

§ 264(c)(l), I JO Srnt. 1936, 2033-34 (1996); U.S. Dep't of Health & Human Scrvs., Of'ficc for 

Civil Rights, Sumrnary or Lim HIPAA Privacy Rule 1-2 (May 2003) , htlps.//www.hhs.gov/siles/ 

default/files/privacysummary.pdf[https://penna.cc/F66C-T4TR]; Arons v. Jutkowitz, 880 N.E.2d 

831, 840 (N.Y. 2007). Congress did not meet its scl!~imposcd dcacllim:, so Ul·JS proposed and 

subscqucnlly adopted th e "Privacy Rule," a series of regula ti on~ governi ng permitted uses and 

disclosures of PHI. Standards for Privacy of Individually Identifi able Health Information, 65 Fed. 

Reg. 82,462 (Dec. 28, 2000); U.S. Dep't of Health & 1-lurnan Servs., Office for Civil Rights, 

Summary of the IIIPAA Privacy Rule 2 (May 2003), htt ps://www. hhs.gov/sites/clefau li/files/ 
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privacysummary.pdf[https://perrna.cc/F(i(iC-T4TR); 1fro11s, 880 N.E.2d al 840. The Privacy Rule 

is codified at parts l60 and 164 of Tille 45 of the Code of Federal Regulat ions (45 C.F.R. pt. 160, 

164 (2018)). U.S. Dcp't of Health & l!uman Scrvs, Ofticc for Civil Rights, Summary of the 

HJPAA Privacy Rule 2 (May 2003), https://www .hhs.gov/sitcs/de[Hult/files/privucysummnry.pdf 

[https://penna.cc/F66C-T4TR]; hons, 880 N.E.2d nt 840. 

ii 8 The Privacy .Ruic prohibits the use or disclosure of an individual's PHI by a "covered 

entity" or "business associate" unless the individual has consented in writing nr unl ess the use m 

disclosure is otherwise specifically permitted or req uired by the Privacy Rul e. 45 C.F.R. 

§§ 164. 502, 164.506, 164.508, 164.5 10, 1645 12 (2018). With excep ti ons nol relevant here, the 

Privacy Rule defines the Lenn "protected health information" as "incliv idtrnlly identifiable health 

information" transmi tted by electronic media, ma in tai ned in e lec tronic media, or transmitted 01· 

maintained in any other form ur medium. 4 5 C.F. R. § 160.1 O:~ (20 18). In turn, "individually 

iden tifiable health info rmation'' means information, including demographic data, th at (J) relates 

to "the past, present, or future physical or mental health or condition ofnn individual: the provision 

of health care to an inrliv iclual; or the p11st, present, or future payment for the provision of heal th 

c11re to an individual" and (2) "identifies the individual" or where "there is a reasonable basis to 

believe the informalion can be used lo identify th e individual" 4.5 C.F.R. § 160.103 (2018). /\ 

"covered entity" means "[a] health plan," "(aj health ca re clearinghouse," or "(a] health care 

provider who transmits any health information in electronic fo rm" as those terms arc defi ned in 

the regulation. 45 C.F.R . § 160.103 (2018). A "business associate" is a person, other than a 

member of a covered entity's workforce, who perfi:.1r111s certain funct ions or activities on behalf of 

or provides certain services to a covered entity thnl involve the use or disc losu re of Pl-II. 45 C.F.R. 

§ 160. 10:l (20 18). 
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ii 9 Re levant to this di,,i1ute, the Privacy Rule permits a ''covetl-:cl entity" tn use or disclose PHI, 

in the course of any judicial or administrative proceeding, without the written authorization of the 

individual lo whom ii belongs. 45 C.F.R. § 164.512(e) (2018). However, the Privacy Ruic places 

certain requirements on both the party providing th e information and the party seek ing it. U.S. 

Dep 't of I Jealth & I Ju man Servs., Office for Civil Rights, Summary of the 11 IPAA Privacy Rule 6 

(Mny 2003), https://www. hhs. gov/si tes/dcfau lr/fi lcs/privacysummnry. pdf [hltps://permn.ee/F66C

T4TR). Hence, a covered c111i1y may disclose PHI expressly authori zed by a court order. 45 C.F.R. 

§ I 64.5 I 2(e)(I )(i) (2018). A covered emity may also disclose Pill "(i]n response to a subpoena, 

discovery request, or other law[u I process, no! accompanied by an order or a court," if the covered 

entity "receives satisfactory assurance*"+ from the party seeking the information" that the party 

has made reasonable effo rts (1) to ensure that the individual who is the subject of the PHl has been 

given notice of !he request or (2) ID secure a q1wlilied protective order. 45 C.F.R. 

§ 164.5l2(e)(l)(ii) (2018). In addition, a covered entity may disclose P1ll in response to "lawful 

process," without receiving satisfactory assurance from the requesting party, if the covered entity 

itself makes reasonable efforts to notify the individual m seek a qualified protective order. 45 

C.F.R. § 164.512(e)(l)(vi) (2018). With respect to Pill, a "qualified protective order" under the 

Privacy Ruic means an order of the court or ofan administrative tribunal or a stipnlation by the 

parties to the litigat ion or administrative proceeding that (I) ''(p ]rohibits the panics from using or 

disclosing the [Plll] for any purpose other than the litigation or proceccling for which such 

information was requested" and (2) "I' r)equi re:; Lia: return to the cover1::d entity or destruction of 

the [PHI] (including all copies made) at the end of the litigation or proceeding." 45 C.F.R. 

§ 164.512(e)(l)(v)(A), (B) (20 18) . 
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ir LO HIP AA and its regulations establish a "uniform fe deral 'floor' of privacy protections for 

individual medicnl information." Scott D. Stein, What Litigators Need lo Know About Hf PAA, 36 

J. Heallh L. 433,434 (2003); see also Standards fc,r Privacy uf Individually Identifiable Health 

[nformation, 65 Fed. Reg. at 82,47 I ("The protections ((provided hy HIPA A and its regulations)] 

arc a mandatory floor, which other governm ents and any covered entity may exceed."); 45 C.F.R. 

§ 164.502(a) (2018). As a result, H !PAA preempts ''contrary" state laws unless the state law is 

"more stringent" than the standards set forth in the Privacy Ruic. 42 U.S.C. § l 320d-7(2018); 45 

C.F.R. §§ 160.202, I 60.203(b), I 64.502(a) (2018); CJiungiulio v. lng(ll/S Memorial Hospital, 365 

11 1. App. 3d 823,840 (200G); Stein, supra, at 434. /\ st.ate law is "contrary" to H IPAA ifa "covered 

en tity or business associate would find it impossible to comply with both the Stale and Federal 

requirements" or if the "provision of State law stands as an obstacle to th e accomp li shment and 

execution of the full purposes and objectiv es of[f-llPAA]." 45 C.FR. § 160.202 (2018). A slate 

law is "more stringent" than HIP AA if lhe state law provides greater privacy protection or privacy 

righls. 45 C.F.R. § I 60.202 (20 J 8); Gian>:iuliu, 36.'i [II. App. 3d al 840; Caldwi:II v. Chauvin, 464 

S.W.3d 139, 153 (Ky.2015) ("(I]f a 'contrary' (state] law requires a more stringent standard of 

privacy, ll!PAA's preemption provisions arc inapplicable and state law controls." (Emphasis in 

original.)). In addition, J-IJPAA will not preempt a contrary state law if the Secretary of HHS 

determines, in response to a request by the State, that, mnong other things. the sta te law is necessary 

for one of' Lhe specified purpose~ sd fnrlh in section I 60.203(<1)( I) o/' Lhe Privacy Rule. 45 CF.R. 

§§ l60.203(a)(I ), 160.204 (20l8). 

if I I 

,r 12 

D. Underlying Facts 

l. Haage Complaint 
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ii 13 On Novornbcr 15, 2017, plaintirt; Rosemarie Haage, tiled a five-count complaint against 

defendants Alfonso Montie l Zavala, PH tri cia Santiago, Jose Pacheco- Villunuevo, Okan Esmez, and 

Rosalina Es mez. The action arose out of a nrnlti-vehicle co lli s io1 1 nea r the intersection of Lakeview 

Parkway and Route 60 in Vernon Hills. Count l of the complaint alleged negligence on the part of 

Zavala, count JI alleged negligent entrustment on the part of Santiago, count II[ alleged negligence 

on the part of Pachceo-Villanucvo, count IV al leged negligence on the part ofOkan Esmez, and 

count V alleged neg ligent en trustment 011 the part of Rosalina Esrncz. All counts sought to rceovc1· 

dnmages fo r, in/er alia, 1-lnage's bodi ly injuries. 

ii J 4 2. Surlock Complaint 

ii 15 On Jan uary 11, 2018, plaintiffs, Agnieszka and Edwa rd Surlock, filed a two-count 

complaint against defendant Drngoslav Starcevic. The action arose out of an nutomobilc accident 

between Agnieszka un d Starcevic on January 24, 20 I 6, at the in tersectio n of Grand Avenue and 

Route 45 in Lindenhurst. Count I of the eompluinl :1llcged nl!gli gencc and sough! to recover 

damages fo r, inter alia, Agnieszka 's bodily injuri es. Count 11 of the cninplaint allegect loss of 

consortium on behalf of Edward, Angies?.ka 's husba 1ld. 

ii 16 3. Motions for Entry of Protective Orders 

ii 17 On August 23 , 2018, the Su rlocks und Haage each filed a "Motion for Entry of Protective 

Order and /\uthorizal.ion lo Di sclose Prolectcd Hea lth lnformalion" in their respective lawsu its. 

The motions alleged that Agn ieszka 's and Haagc's treating physicians, hosp itals , and other 

healthcare providers, a ll of whom are "covered entities" as defined by the Privacy Rlile, possess 

their PHl. The motions further alleged that both th e prosecut ion 3nd the defense in each case "will 

require th at the parties, their uttorm:ys, their ,.1llurneys' agcnls , consul tants ,ind various witnesses 

and other personnt.:I rccei vc and review copi es of the pmlected ln:a llh in forrm1Lion" but that 1-1 IPAA 
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"potenlially prohibits covc1ed entities from disclosing protected health info1111ation in judicial 

proceedings other than by authorization or Quuldied Protective Order." See 45 C.F.R. 

§ 164.5 l 2(e) (20 I 8). Accordingly, the Surlocks and Haage requ ested l llPAA qualified protective 

orders permitting the use and clisclo~lll'e of PHI pertain ing lo /\g11il'szka and H,1age. Relevant lo 

th ese appeals, the I llPAA qualified protective orders proposed by the Surlocks and Haage would 

(I) require any person or entity in possession of PH I received pursuant to th e protective order, 

including an insura nce company, to return or destroy any and all PHl pertaining to the plaintiffs 

within 60 clays atler the conclusion of the liti gation (45 C.F.R. § I (i4 .. 5 l2(e)(l)(v)([l) (20J8)) and 

(2) prohibit the parties, their attorneys, and their insmcrs from using or disclosing PH I for any 

purpose other than the litigation at issue (45 C.F.R. § 164.512(e)(l)(v)(A) (2018)). A hearing on 

plaintiffs' motions was scheduled fo r Octohcr 6, 20 18. 

~ 18 4. Petitions to Intervene 

ii J 9 On September 17, 20.l 8, State Farm riled a petition lo intervene in the Sui-lock case as a 

matter of right pursuant to section 2-408(a)(2) of Lhc Code of Civil Proccdmc (Code) (735 lLCS 

5/2-408(a)(2) (West 2018)). On September 28, 2018, Slate Farm ft led a nearly id entical petition to 

intervene in the Hnagc lirigntion. State Farm sought to intervene on th e busis thut, as the liabili ty 

insurer for Starcevic and at least one of the named defendants in the lla<1gc case, the proposed 

HI PAA qua! ificd prnlecl ive orders would impo:;e upon it "sig11i ti cant res lri ctions and obligationH." 

State Farm asserted that it met the threshold requirements to intervene as of right pursuant to 

section 2-408(a)(2) of the Code, because (I) it s petitions were timely , having been fi led before the 

entry of the HIPAA qualifi ed protective orders, (2) representation of its interest by existing pi:lrties 

would be inadcqualc, as th e attorneys rep resenting its policyholders are nol conversant with either 

the lcga I issues raised by th e proposed HI PAA qua\ ifi cd protective urd1::rs or th e laws and 
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regulalions applicablt: to Stale ~·arm's business operations, and (3) the negative t:ffoel on Stale 

Farm if the IHPAA qualified protective orders were entered is of 110 concern or consequence to 

State Farm's policyholders. Over plaintiffs' objcclions, the trial court granted State rarm's 

pelitions to intervene and allowed St:ile Farm leave lo file objections to the lllPAA qualified 

protective orders. 

ii 20 5. State Farm's Objections 

ii 2 .1 In :;upporl of its objections, State Farm initially argued that the HIP AA qua Ii fied protective 

orders proposed by plaintiffs seek lo bind it to IIIPAA's requirements, even though it is exempt 

from the statute's application. Jn tlm regard, Stale Farm asserted lhat, as a property and casualty 

insurer, it is not a "covered entity'' under 1-IIPAA. State Farm also argued that rest ri ctio11s in the 

proposed HlPAA qualifi ed protective orders would directly conflict with its obligations and rights 

under lllinois law in lwo principal ways. First, State hirrn asserted that requiring it lo return or 

destroy all copies of PHI following the conclusion of the liti gation would interfere with its 

obligations under provisions of both the Illinoi s Insurance Code and the .Illinois Administrative 

Code, whid1 re4uire it to main lai 11 a complete reco rd of all books, records, and accounts, including 

claim files and claim data, and to make that information av11 ilable for examination upon request to 

the Illinois Department of Insurance. Sec 2 15 !LCS 5/ 133(2) (West 2018); 50 Ill. Adm. Code 

919.30 ( 1989). According to State Farm, this would encompass llledica l records and PH I produced 

to it. State Farm maintained that its failure to comply with its obligations under Illinois law could 

subject the company to possible disciplinary action by I he stale. Second, State F:irm asserted that 

restricting the use of th e PJ-ll to the li tigation at issue would interfere with its ri ghts under lllinois 

lnw to use plaintiffs' informntion to perform "certain insurance functions," including (1) claims 

administration; (2) lhe detection, investigation, or reporting of actual or polenlial fraud, 
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misrepresentation, or criminal activity; (3) underwriting; (4) raternakin g and guaranty fund 

functions; (5) reinsurance and excess loss insurance; and (6) actuarial, scientific, medical, or 

public policy resea rch. 

~ 22 State Fa rm also questioned the use of a qualifi ed protective order in li ghl of lhe fact that 

the Privacy Rule provides that Pl·![ may be produced in litigation by severa l other procedures that 

would nor impede the access, use, and retention of medicnl records by a prnperty and casualty 

insurer. See 45 C.F.R. §§ I 64 .502(b)(2), J 64.508, I 64.5 I 2(e)( I )(i), (ii) (2018). As an alternative 

to plaintiffs' proposed HirAA qualified pl'Otcctivc orders, State Farm urged the courts to adopt 

and enter, pursuant Lo Illinois Supreme Court Ruic 20 I (c)( I) (eff. May 29, 2014), the Cook County 

protective order, which is the standa rd "H !PAA Protective O1·dcr" used by the law division of the 

circuit court of Cook County pursuant to Genera l Admini strative Order 17-4 (Cook County Cir. 

Ct. Law Div. Gen. Adm. Order 17-4 (Dec. 15, 20 I 7)). 1 Paragn1ph two of the Cook County 

'After Stale Farm pet itioned to in tervc:11l:, General Administrative Order 17-4 was vacated 

by th e law division oflhe circuit court of Cook County, pursuant Lo Genera l Administrn tivc Order 

18-1 (Cook County Cir. Ct. Law Div. Gen. Adm. Order 18- 1 (Oct. 29, 20J 8)). General 

Administrative Order 18- 1 adopted a "HJ PAA Qualified Protective Order" to replace the standard 

"HlPAA Protect ive Ord er" llwt had been pn::vinusly used under Gcnt:ral Arlministrntive Order .I 7-

4. Other than some minor modifications, the "I·JlPAA Qua li fi ed Protective Order" approved by 

General Administrntivc Order 18-1 is nearly identical to the standard "HlPAA Protective Order" 

adopted pursuant to General Admini strative Order 17-4. General Administrative Order 18- 1 is the 

subject of Proposal 18-0 I, wbich would ~mend 11 linois Supreme Co urt ltulc 2 18 (cff. July I, 2014). 

A public meeting rl!ga rding Proposal 18-0 I wns held before th e Illinois Supreme Court Rules 
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prot(;)l:livu order permits insur:rncc companies lo "dist.:lose, maintain, use, and dispose of PHL or 

whaL would otherwi~e be cons idered PH I lo comply and conform with cunent and future 

applicable federal and state statutes, rules, and regulations" for tl,c 11 dusignaled purposes 

enumerated therein. Cook County Cir. Cl. Law Div. Gen. Adm. Order 17 -4 (Dec. 15, 20 17). The 

Cook County protective order also exempts insurance companies from any "return or destroy" 

provision, but only for the purposes listed in paragrnph two. Cook County Cir. Ct. Law Div. Gen. 

Adm. On.fer 17-4 (Dec. 15, 2017). State Farm maintained !hut the Cook County prolective order 

"orn ils unnecessary restrictions and explicitly acco1111nodatcs casualty insurers' obligations uncl<!r 

applicable state and federal law." 

ii 2J 6. Plaintiffs' Repli es to State rarm's ObjccLions 

ii 24 1n their replies to State rarm 's objections, plaintiffs argued that, absent a waiver from the 

fodernl government, H lP A./\ prohibits the use or disclosure of PH I for any purpose orher than the 

litigation or proceeding for which such information was requ es ted and requires the return or 

destruction of Pl! I at the end of the litigation or proceeding. Sec 45 C.F. R. § I 64.S 12(e)(1 )(v)(A), 

(B) (2018). Thus, plaintiffs reasoned, to the extent that any stale law or regu lation permits State 

Farm to use, store, maintain, or distribute PJ-!l outside the scope of litigation and for their own 

business operntions, ii is preempted by HJl'/\t\. Sec 42 U.S .C. § J320d-7 (2018); 45 C.F.R. 

§ 160.203(2018) (provid ing that. a standard, requirement, or implementation specification adopted 

under HlPAA rcgularions that is contrury lo a provision of slate law preempts th e stale law 

provision). 

Committee on June 19, 2019. Al oral ~rgurncnt, the parties rcprcsen ll:d that, to th e best of their 

knowledge, no additional action has been l:'lken with respect to Prnposal 18-0 I. 
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ii 25 Plaintiffs further asserted that no fact or law supports State rarn1 's claim that their rroposed 

HIPAA qualified protective orders impose upon insurers undue restrictions or obligations. 

According lO plaintiffs, there is nu language in either the Illinois Insurance Cock or the .lllinoi s 

Administrative Code requiring non -health insurers Lo rel.iin Pill nnd Lhere has never been u 

disciplinary action taken against State Farm for failing to maintain PHI despite the en try each year 

of thousands of 1-:!IPAA qualified protective orders. Thus, plaintiffs concluded, their proposed 

HlPAA qualified protective orders do not place any obligations 01· re strictions on State farm that 

woul.d affect the reporting obligations of non-hen Ith insurers. Plaintiffs also disputed State Farm's 

claim that it reqliires PHI in order lo perform "eerluin insurance fl1m:lions," arguing that State Farm 

fililed to cite any policies or regulations thal would req ui re th e 11se of' PHI Cor such purposes. 

Plaintiffs further posited th at, even if State Farm is correct and Illinois law does require it lo 

maintain PI-II for purposes other than the litigation, any statute or regulation would be preempted 

by HIPAA. 

i1 26 Plaintiffs also nsserled that, whether Stale Farm is exempt from l·Jll'AA because it is noL a 

"covered entity" is "a moot poinl," bees use a deterinirrntion oft:hal issue does nol control n court's 

ability to enter a HIPAA qualifi ed protective order restricting what a "non-covered en tity" can do 

with PHI received from a covered entity. ln this rcgar·d, Slate Farm obtains the ability to review 

plaintiffs' PHI only bccnusc of n vnlid protective order. Thus, if Srnte Farm wishes to access the 

PHI at issue, it must abide by the terms of any Hll'AA qualifi ed prnti:;clive order en lerctl by Lhe 

court. Plaintiff.~ concluded that, if SLale Farm's arguments arc accepted, Lhen a court could never 

enter a meaningfu l protective order that would require th e destruction of l'Hl at the conclusion of 

litigation, as clearly required by IIIPAA. 

7. Trial Cou rt Proceedings and Orders 
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~/ 28 On Febrnary 13, 2019, the trial courts held a combined hea ring on plaintiffs' motions for 

.H JP AA pro lee ti vc orders. On May 15, 20 19, following additional briefing by the parlics, the:: trial 

courts issued a memorandum opinion and order gran ting plaintiff,' motions. In so ruling, the trial 

courts determined that, to the extent that Stat~ Farn1 's obligntions nncl rights under Hlinois law 

conflict with HIPAA 's requirements, the federal statute preempts sta te law. The courts noied that 

it would be impossibl e to comply with both Illinois law a11d I \!PAA requirements for a qualified 

protective order. Spccdicnlly, in direct conflicL with 1-IIPAA, adoption of the Cook County 

protective order would allow insurance companies to disclose, maintain, use, and dispose of PHI 

outside of the litigation and would not require insnrcrs to return the PHI al Lhe end of the litigation. 

See 45 C.F.R. § 164.5l2(c)(l)(v)(A), (1:3) (2018). The courts also (;011(;\uded tlrnt Slate Farm's 

interpretation of Illinois law defecJts the full purposes and objectives ofJ-IIPAA. In this regard, th e 

courts determined that, by el imina ting the two 1·cquire111cnts for a l-llPAA qualified protective 

order, the Cook County order would nnl provide lhc conf1de11tialily and prot ei.: tinn of PHI 

envisioned when the Privacy Rule was enacted and wou Id lower the protective floor that Congress 

provided in enacting HlPAA. 

ir 29 Next, the courts addressed Sta te Farm's claim th at r,laintiffa' proposed HJ PAA qua\ ified 

protective orders seek to bind it lo I llPAA 's requirements, although it is expressly exempt from 

the statute's application. While the cDurls agreed that, as a pruperty Hnd casually liability insurer, 

State Farm is not a covered entity under 1-JIPAA, they also determined that State Farm .is not 

exempt from obeying a protective order entered with respect to PHI that has been produced by a 

covered entity. The courts concluded that all pilrties recc::iving PHI must follow the qualified 

protective order, regardless of whether they are covered entiti es under 1-IIPAA in the first instance. 

The courts rca8oned that a qualified protective order would "losef] its clTct:tivcncss" in protecting 
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an individual's PH I if u non-covered erll'iLy mny igno re the res lriCLions required by HI PAA. The 

courts further concluded thal Congress could not bavc intended tha t, at the close of litigation, 

noncovercd en ti lies may use PH I for their own private business purposes si tnply by virtue of their 

status us H non -covered l.!ntity. 

ii 30 Finally, the courts cons idered whether to avo id conflict with State Farm's alleged 

obligations and nghts under Illinoi s law by treating plaintiffs' motions as proposals for a court 

order pursuant to 45 C. F.R. ~ 164. 5 I 2( e)( I )(i) (20 I 8) i nsLead or as "q uu Ii fied protective order[sj" 

accompanying "a subpoena, discovery request, or other lawful process" pursuant to 45 C.F.R. 

§ l 64.5 I 2(e)( l )(ii) (201 8). The courts acknowledged that the Privacy Rule provides several 

different rnelhod8 by which a covered entity nrny disclose Pl-I f, but lhey noled Llrnl plaintiffs elected 

to seek 1-IIPAA quali fied protective orders, under 45 C. F.R. § 164. 5 I 2(e)( l )(ii) (201 8). As such, 

the courts concluded , it was "irrelevant" whether a different method could be used that would 

avoid conflict with State Farm's alleged obliga tions and rights under Illinois law. 

131 Accordingly, the courts denied Stale F1mn's request for the Cook County protec tive orders 

and granted plaintiffs' motions fo r the I-IJPAA qualifi ed prol eL:L ive ur·ders. On May 15, 2019, lh e 

courl in the Surlock case entered a HJPAA qualifi ed protective order. On May 16, 2019, the court 

in the Haage case entered a HI.PAA qu al ified protective order. Relevant here, th e HIPAA qualified 

protecti ve ord ers enlt! red by the courts provided : 

"8. Within 60 days afte r the conclusion of th e li tigation, inc luding appea ls, 

the panics, their Rtlorncys, insurance companies and any person or entity in 

rossession of PHJ received pu rsuanl lo thi s Order, shall return Plaintiff's PHI to 

the covered enlity or desrroy any and all copies of PHI pertaining lo Plainr!f], 
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including any 0lcclro11ically slored copy or image, except thal counsel 11re nol 

required to secure the return or destruction of PHI submitted to the Court. 

* * * 

12. All requests by or on behalf of any Defendant for protected health 

information, including but not limited to subpoenas, shall be accompanied by a 

complete copy of this Order. The parties- including their insurers and counseL

are prohibited from using or disclosing pru/ected health information for any 

purpose other than this litigation. 'Disclose' shall have the same * ** scope and 

definition as set forth in 45 c.r.R. § 160.103: 'the release, transfer, provision of 

ac<::ess to, or divulging in any mann<::r of infurn-rn1.ion oul.s idt: Lhc cntily holding the 

information.' "(Emphases added.) 

ii 32 8. Postentry Proceedings 

i[ 33 On June 6, 2019, Slate Farm ti led a motion to slay portions of the 1-1 lPAA qualified 

protective orders, pursuant to Illinois Supreme Court Rule 30.5(b) (eff. July I, 2017), pending 

interlocutory appeal by Slate Flinn. 011 June 12, 20 19, Stale Farm filed a noli<::c of inlerlocutory 

appeal in each case pursuant to Illinois Supreme Court Rule 307(a)(l) (cff. Nov. I, 2017) (allowing 

an appeal l.o be taken lo the:: appelllltc court from an interlocutory order granting, modifying, 

refusing, dissolving, or refusing to dissolve or modify an injunction). On Jt111c 26, 20 I 9, this court 

granted State Farm's motion to consolidate the appeals. On June 28, 20 !9, plaintiffs filed with this 

court a motion to dismiss the appeals as improper under Rul e 307(a)(J ). This court denied 

plaintiffs' motion to dismiss on July I 0, 2019. See In re Appointment of Silec:ia/ Prose,:ulor, 2017 

lL App (Isl) 161376, ii 3 J ("A proledive mde::r 'circu mscribing Lile publication of informatio11 is 

reviewable as an interlocutory injunctive order, pursuant to Rule 307(a)( I).' "(quoting Skolnick v. 
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Altheimer & Gray, l 91 111. 2d 214, 22 1 (2000))); see also In re /Jave is ha (,',, 2014 IL App (Isl) 

133870, ii 25 (holding that Rule 307(a)( I) allows review of an order grnnting or denying injunctive 

relief, including a protective order entered during the discovery phase of'the proceedings); Bush v. 

Catholic Diocese of Peorio, 351 Ill. App. 3d 588, 590 (2004) (deciding interlocutory appeal 

pursuant to Rule 307(a)( I) from en try of protective order). 

,134 Ill. ANALYSIS 

ii 35 On appeal, State Farm argues that it is not a "covered entity" subject to !![PAA and that, 

therefore, the trial court erred in fincling thal 1-1.IPAA and thi.: Privacy Rul<:: preempted it~ 

obligmions under state law. State Fnnn further contends that the HJ PAA qualified protective orders 

entered by the trial courts conflict in two principal wnys with the use, rc:tention, and disclosure of 

Pl-11 authorized by the Illinois Insurance Code and the Jllinois /\dministrntive Code. Firsr, the 

protective orders limit the use of PHI to the litigation in which it was produced. Second, they 

require the relurn or destruction nf' records containing PHI within 60 cl:1ys nl' lhe l:onclusion of the 

litigation. In the interests of consistency and uniformity, State Farm reques ts that this court vacate 

the HJPAA qualifi ed protect ive orders and en ter in th eir stead the Cook County protective orders. 

~136 In response, plaintiffs contend that the trial c.ourt did not err in entering Lhc I-II.PAA 

qualified protective orders. Plaintiffs do not dispute that State Farm is not a "covered entity" under 

HIPAA, but they urgue that this foci does not di~ch n1·ge Stutu Farm from obeying a protective order 

entered by the court with respect to Pl II tlrnt has been produced by 11 "covered entity." Plaintiffs 

[urlhcr argue that neither the Illinois In surance Code nor the 3dminist.rativc rcgul11tio11s governing 

insurers' business operations require State Fann to reta in Pl-II. 

A. Covered Entity 
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ii 38 State Fnnn initially orgucs that, ns a property and cnsunlty insurer, it is not a "covered 

entity" under l llPAA and, therefo re, is not subj eel Lo JIJ PAA 's Privacy Ruic. Whether State Fann 

falls within the definition ofa "covered entity" for purposes or HIPAA requires us l.o construe the 

Privacy Rule. "Because administrative regulations have the force and effec t of law, the familiar 

1liles that govern construction of stututcs also app ly tn lhe co 11st.ruction of ad ininislrative 

regulations." Kean v. Wal-Marl Stores, Inc .. 235 Ill. 2d 351, 368 (2009). The cardinal rule of 

statutory construction is to ascertain and give effect to the intent of th e draft.er. Slate Dank <J/'Cherry 

v. CGB Enterprises, Inc., 2013 IL 113836, ~ 56. The most reliable indicator of the drafter's intent 

is the language of th e regu lation itself, which must be gi ven its plain and ord inary meaning. Stale 

Bonk of Cherry, 20 J 3 JL J 13836, ii 56. If the language of th e enactment is clear, we must apply it 

as written , without resort to extrinsic aids. Stale !Jank ri/Cherry, 20 I J IL 113836, ii 56 . Moreover, 

we will not depart from the plain n1eaning or an administrative regulation by reading into it 

exceptions, limitations, or conditions th at eon fl ict with the expressed intent. Stole !Jank of Cherry, 

2013 IL l 13836, ii 56. Statutory construction presents a question of law, subject to de novo rev iew. 

Van Dyke v. White, 20 l 9 IL 121452, ii 45. 

ii 39 The Privacy Rule defines a "covered entity" as a "health plan," "health care clearinghouse," 

or "heal th c~re provider who LrnnsmiL~ an y health informatinn in elecLron ic form." 45 C.l'.R. 

§ 160. J 03 (201 8). In turn, each of these three entities has its own statutory definition. The term 

"health plan" is defined as "an individual or group pl an that provides, or pays til e cost of, medical 

care" but excludes "[a]ny policy, plan, or progra m to the extent that it provides, or pays for the 

cost of, excepted benefits that are li sted in u* 42 U.S,C. § J00gg-9 J (c)(J )." 45 C.F. R. § 160.103 

(2018). "Excepted benefits" include benefits under "fl]iability in~urance, inducl ing genera l 

liability insurance and automob ile liability insurance." 42 U. S.C. § 300gg-9J(c)(l)(C) (2018). 

- J 8 " 
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Herc, State Farm presents itself as a property and casually insurer lhal insures its policyholders 

against the risk of third-party liability for bodily injury and properly damage that results from an 

accident. Plaintiffs do not dispute this portrayal of Stale farm. Jndeed, Stale Funn's description 

comports with the generally recognized definitions ul'autumobile, liability, properly, and casuulty 

insurance- -an agreement to indernniry against properly damage or loss. See Black's Law 

Dictionary (11th eel. 2019) (defining "automobil e insurance" as "[a]n agreement to indemnify 

against one or more kinds of loss associated with the use ofan automobile, including damage to a 

vehicle and liability for personal injury"); Black's Law Dictionary (I Ith ed. 2019) (defining 

"casually insurance" us "[ajn agreement lo indemnify against loss resul ting from a broad group of' 

causes such as legAI liabilily, !heft, accident, pmperty damage, and workers' compensation"); 

A lack's Law Dictionary ( I I th ed.2019) (defining "liability insurance" as ''[a]n agreement to cover 

a loss resulting from the insured's liability to a third party, such as a loss incurred by a driver who 

injures a pedestrian, and [usually] to defend the insured or lo pay for a defense regardless of 

whether the insured is ultimately found liable") ; 131aek's Law Dictionary (I l th ed. 2019) (defining 

"property insurnnce" as "[a]n ,1greemenl lu iudemnify again:;t prnperty uarm1ge ur deslrlll..:Liun"). 

Jn light or thi.; f'urngoing, we agree that Slate Farrn, as a prnperly and casualty insurer, does 1101 

constilute a "health plan" as defined by the Privacy Rule. 

ii 40 Likewise, State farm docs not constitute a "health care clea ringhouse" or a "hea lth care 

provider" as those terms arc defined by lhe Privacy !Zule. A "health care clearinghouse" is dc[ined 

as a public or private enlit.y thal either "[p]rocesses or facililalcs t.he processing of he11lth 

information received from another entity in a nonstandard format or containing nonstandard data 

content into sti:lndard data elements or a standard transaction" or "[r]eceives a standard transaction 

from anotber entity and processes or facilitates the processing of health information into 

- 19-

A.19 



SUBMITTED - 11664789 - Michael Resis - 12/30/2020 1:58 PM

125918

2020 IL App (2d) I 90499 

nonstandard format or nonstnndard data content for the receiving entity." 45 C.F. IC § 160.103 

(2018). There is no eviuence thal St.ale Funn performs either of the functions that wou ld qualify it 

as a "health care clearinghouse." A "health care provider" mea ns "a prnvider of services (as 

defined in section 186 1 (u) of the [Social Securi ty] Act, 42 U.S.C. l J95x(u)), a provider of medical 

or health services (as defined in section I 861(s) of th e (Social Security] Act, 42 U.S.C. 1395x(s)), 

and any other person or organization who furnishes, bills, or is paid for heal th care in the normal 

comse of business." 45 C.F.R. § 160.1 OJ (2018). With exceptions not relevant here, a "provider 

of services" is "a hospital, critieul ucccss hosp ital, skilled nursing facility, comprehensive 

outpatient rehabilitation faci li ty, home health agency, [or] hospice program." 42 U.S.C. ~ 1395x(u) 

(2018). A "provider of medical or health services" includes, inter aLia, physician services, services 

and supplies furnished incident to a physician's services, hospital services, and diagnostic tests. 42 

U .S.C. § I 395x(s) (2018). There is no evidence thnt State Farm is a provider of services, a provider 

of medical or be!llt:h services, or one who furnishes, bills, or is paid for health care in the normal 

course or business . Because State Farm does not fa ll within the definition of a "hcallh plan," 

"health care clearinghouse," or "healLh care provider," we conclude that it is not a covered entity 

for purposes of HIPAA. See Small v. Ramsey, 280 F.R.D. 264,276 (N.D. W. Va. 2012) ("This 

Comt find s no language extending the provision of the 1-JlPPA [sicj slatutcs [citntion] and 

regulation8 [citut.ion] to liability insurers **"'. "). 

ii 41 B. Application of HIPA/\ 

ii 42 The tria l courts agreed that State r:arm, as a propc1·ty and casualty in su rer, is not a covered 

entity under lllPAA. They then determined that State f'a1·m's status as a "non-covered entity" did 

not exempt it from obcying a protective order enterec.1 with n;spcct Lo PHl produced by a cuvcrcd 

entily. The trial co1Jl'ls held U1at all panics receiving PHI are hDund lo fr11low a HIPAA qualified 
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protective order rega rdless of whether th e party is a covered entity under l l.lPAA in the first 

instance, reasoning that a qualifi ed protective orde r would "lose[] its effectiveness in protecting a 

palient'.~ PH Ii fa non -covered entity may ignore the restrictions required by HI PAA." The question 

thus becomes whether a "non-covered en tity" that receives PHl from a covered entity in response 

to i1 HIPAA quc1liti ed protective order is bound to comply wi th uny of the order's restrictions 

regarding the use and disclosure of PHI. Stale Farm insists that, because it is not a covered entily , 

it is not subj ect. to any use or disclosure restriction s. Plaintiffs counter that, although Srnte Farm is 

not a covered entity for purposes o f J-1.LP/\i\., this facl docs not tlischargc i i from obeying a HIPAA 

qualifi ed protective offkr entered with respect. to .Pl 11 that has been produced by a covered entily. 

Whether State Far111's status as a "non-covered en tity" exempts il from obeying the terms of u 

HLPAA qualified pmtcc livc order requires us to construe the Privacy Rule. As such, ii presents an 

issue of statutory constrnction, which is subject to de novo rev iew. Van Dyke, 201 9 IL 121452, 

ii 45; Stare Bank of Cherry, 20 l J IL 113836, ii 22. 

ii43 Section 164.512(e) of the Privacy Ruic (45 C.F.R. § 164.512(c) (2018)) governs the 

circumstances under which a covered entity may disclose PJ-11 to another party, in the course of a 

judicial proceeding. Seel ion 164.512(e)(l)(i) permits a coven::cl entity lo disclose specified PHI in 

tile course of' a judicial proceedin g, "[i]n response lo an orde1 of a court." 45 C.F.R. 

§ l 64. 512( c)(l )(i) (20 l 8) . Section J 64.51 2( c )(I)( ii) permits a covered enti ty to d isclosc P 1-l l in the 

course of a judici al proceeding, "[i]n response to a sub poena, di sco very request, or other lawful 

process" that is no t accompanied by an order ofa court, if: 

"(A) The covered entity n:ccives sati sfoctory assurance, us describ ed in pArngroph 

(c)( I )(iii) 01 th is section, from th e pc1rty seeking the information that reasonable efforts 

have been made by such party to ensure that the individua l who is the subject of the 
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protected health information that has been requested has been given notice of the request; 

or 

(B) The covered entity receives satisfactory assurance, as described in paragraph 

(e)(I )(iv) of this section, from th e parly seeking the information Lhal reasonable efforts 

have been made by such party to secure a qualified protective order that meets the 

requirements of paragraph (e)(l)(v) of this section." 45 C.F.R. § l64.5l2(c)(l)(ii)(A), (D) 

(2018). 

For the purposes of paragraph ( c )( 1 )(ii)( B ), a covered entity rccei vcs satisfactory assurances from 

a purly 8eeking l'HJ if the covered entity receives from such pn1ty a writlen slalement t1nd 

accompanying documentation demonstrating that "[t]hc parties to the dispute giving rise to the 

request for information have agreed to a qualified protective order and have pt·esented it to th e 

courc """* with jurisdiction over the dispute" or ''(t)he party seeking the [Pl-If] has requested a 

qualitied protective order from such court." 45 C.F.R. § 164 .. 512(c)( l)(iv) (2018). rurther, 

paragraph (e)(I)(v) slates: 

"For purposes of paragraph (c)(I) of th is section, a qualified protective order means, with 

respect to [PI-11] requested under paragra ph ( e )( l )(ii) of Lhis section, an order of a court*** 

that: 

(A) Prohibits the parties from using or disclosing the [l'JIIJ for any purpose 

other than the litigation or proceeding for which such inforrnalion was requested; 

and 

(B) Requires the return to the covered entity 01· des truction of the [PHI] 

(including all copies made) at the end of the litigarion or proceeding." 45 C.F.R. 

§ 164.512(c)(l)(v) (2018). 
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Thus, in th e absence of an order of the court, !·!IP AA authorizes a covered enlity to disclose PH I 

in a judicial proceeding, pursuant to a subpoena, discovery request, or other lawful process, 

provided that adequatr.! notice was given lo th e individual whose information is to be produced or 

a qual ifi ed protective order containing th e specified rcstric lions has been entered in the litigation. 

i i 44 It is important to note that Stale Farrn is not the disclo si ng party in this case. Ruther, ii is 

the party wishing to obta in PJ-ll. In this regard, after rlaintiffa moved for the HIPAA qualified 

protective orders with respect to lhc disclosure of thei r PIii, Sta te Farm intervened and filed 

objections, requesting entry of an alternative 1-JlPAA protective order, the Cook County protective 

order. As the plain language of the Privm.:y Ruic indicates, a covered entity may disclose PH[ to 

State Farm on ly if the protective order rn ecls the requi rements o f' section I 64.5 l 2(e)( I )(v) of !he 

Privacy Rule ( 45 C. F.R. § I 64. 5 12(c)( I )(v) (2018)). Yel, th e Cook Cou nty protect ive orde1· would 

exempt State rarm from any obi igation to lim it the use or disclosure of Pl 11 to the litigation or to 

return or destroy th e Pl-ll at the end of the li tigation. State FHnn cites no provision in H1PAA, th e 

Privacy Rule, any other regulations, or case law that wou ld allow such exemptions. Again, State 

Farm obtains the ability lo rev iew plaintiffs' PH ! only in response to ti pwlective order issued in 

accordance with the requirements of section 164.512(e)(l)(v) (45 C.F.R. § l64 .512(e)(l)(v) 

(2018)). Hence, if State rarm wishes to access the Plll at issue, it must abide by the terms of the 

I ]!PAA qualified pmtective orders entered by the court. Accordingly, we »gree with the tri al couns 

and conclude that State Farm, as an en ti ty wi shing to receive PHI from a covered en tity in response 

to H 1-l!PAA qualified protective order, is hound Ln comply with th e use and disclosure reslrictior1s 

set forth in th e orcie1·s . 

ii 45 Citing various ext rinsi c sources, includ ing the Federal Reg ister, State Fann contends that 

the tri al cou rts ' reasoning "ignores that possession of PH I docs not convert a non-covcn:d entity 
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into a covered entity under [·i!PAA and its regulations." To be sun;, the passages State Farm cites 

support the notion that Congress did not intend property and casualty insurers to constitute 

"covered entities" for purposes of HJJ> AA. See Standmds for Privucy of lndividually Identifiable 

Health Information, 65 Fed. Reg. at 82,567 ("Congress did not include life insurers and casualty 

insurance canicrs as 'health plans' for purposes of this rule and therefore they arc not covered 

entities."); Standards for Privacy of Individually ldentifiable J lcalth Information, 65 Fed. Reg. at 

82,568 ("[P)ropert.y and casualty insurers *** are not covered entities, as they do not meet the 

sLututory definition of 'health plan.'"); Standards for Privacy of Individually Identifiable Health 

lnforrnation, 65 Fed . Reg. nL 82,578 (" '[E]xccplcd benefits' as defined under 42 U.S.C. JOOgg-

91 (c)(I ), which i11cludes liability programs such as property and casualty benefit.providers, Hrt: nol 

health plans for purposes of this rule."). Indeed, as explained earlier, we have no quarrel with State 

Farm's proposition. The passages it cites, however, say nothing about whether a non-covered 

entity is exempt from obeying a HlPAA qualified protective order entered with respect to PHI that 

has been produced by il covert:d entity. 

ii 40 State Farm further asst:rts that HJ-IS has rccogni7.ed tlrnl th e Privacy Rule docs 1101 protect: 

all PHI "wherever it is found." In support of this position, State Fann directs us to the following 

passages from a report authored by J !HS: 

'The HI PAA Rules apply only to organizntrons known as covered en lilies and their 

business nssoc ialcs. H[PAA does not ;1pply to inclividtrnls or lo other types of organizations 

that do not qualify as covered entities or business associates, even th ose that may handle 

or store an individual's hea lth information. 
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The HJPAA Privacy Ruic docs not protccl all health information wherever it is 

found. lJecausc the rules apply only to covered entities and their business associates, ihc 

prolecliuns llo nol extend to data abnul the hea lth of individuals held by [non-covernd 

entities]." lJ.S. Dep't of Health & Human Scrvs., Examining Oversight of the Privacy & 

Security of llcalth Data Co ll ected by Entities Not Regulated by 1-IJPAA 13, 15 (June 17, 

2016), https;//www.healthit.gov/sites/dcfau lt/filcs/non-covered_ enlities_reportjune _ 17 

_2016.pdf [https://pcrma.cc/31-IRT-TMA 7]. 

Stale Farm' s reliance on this passage is unpersunsive. While the Privacy Ruic docs not protect all 

health information wherever it is found, nothing in 1·he language quoted above indicates Ihm a 

noncovered entity is exempt from obeying a HIP AA qua I ified protective order entered with respect 

lo Pl-][ th al il has rc:ccivcd from a covered entity in response to a 11 IPAA qualified protective order. 

,147 State Farm nlso asserts that "[a] plaintiff should be wcll-nwarc that PHI disclosed by a 

covered entity to the recipient has the poten tial to be subject to recl isclosure by the recipient." 1n 

support of Lhis assertion, Stale Farm relies on section I 64.508(c)(2)(iii) of the Privacy Rule (45 

C.F.R. § 164.508(c)(2)(iii) (20 18)). Se0tion 164.508 of Lhe Privacy Rule is entitled "Uses and 

disclosures for which an authorization is required." 45 c:.r.R. § 164.508 (2018). lt sets forth the 

process by which a covered entity may disclose PHJ with a valid outho1·izat ion. Sec 45 C.F.R. 

§ 164.508 (2018). To be "valid" ror purposes or section 164.508, lht: aulhorizalwn must, arnong 

other things, "contain statements adequate to place the individual 011 notice nf *** [tlhc pnlcnlial 

for information disclosed pursuant to the authorization to be subject to redisclosure by the recipient 

and no longer be protected by this subpart." 45 C.F.R. § J 64.508(c)(2)(i ii) (2018). Section 164.508 

makes clear that rcdisclosure in this context app li es on ly with respect lo PI-11 disclosed with a valid 
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authori zation. ln this case, we are not dealing with the disclosure of PHI pursuant to a valid 

authorization. Thus, State Farm's reliance on this provision is misplaced . 

ii 48 Citing a passage from the Federal Register, State Farm next observes that HHS has stated 

that, because its jurisdiction under the starute is limited Lo covered entities, "once protected hea lth 

information leaves the purview of*** [H-1 covered enlil[y), **• the information is 110 longer 

afforded protection undlc!r thi~ rule." Standards !'or Privacy of' Individually Identifiable Heulth 

Info rmation, 6.'i Fed. Reg. at 82,567. Aga in, nothing in the language of th is passage indicates that 

a noncovered entity is exempt from obeying the restrictions in a llfPAA qualified protective order 

entered with respect lo Pl-11 that has been prnduccd by a covered entity. 

ii 49 In short, while State F,11·rn is not u "coven~d entily" under 1-lll'A/\, it has not directed us lo 

any specific hmguage in Hll'AA, th e Privacy lhrl e, or any olher regulation, authority, or case law 

inriieating tlrn.ta noncovcreri entity that rnceives PIil from a covered entity in response lo a !!!PAA 

qualified protective order is exempt from complying with the order's restrictions rega rding the use 

or disclosure of lhc PIH. Thus, if Slate Fann wishes lo access the PJ-11 at issue, it must abide by 

the terms of the 1-l!PAA qualified protect ive orders entered by the lrial courls. 

ii 50 C. Illinois I.aw 

ii 51 Next, Stale Farm argu e8 that the trial courts erred in enteri ng the HIPAA qualified 

protective orders, because they conflict with State fa rm's obligations under state law. According 

to State rarm, it must be permitted to use and retain plaintiffs' PHJ to fultil l its obligation with 

respect to various provisions of the Illinois Insurance Code (21 S JLC.:S 5/1 ef seq. (West 2018)) 

and the administrative regulations governin g its business operations. As n resu lt, State Farm 

mainta ins, the trial courts should instead have entered the Cook County prntective orders. 

According to State Farm, the Cook County protective order "strikes the proper balance between a 

- 26 -

A.26 



SUBMITTED - 11664789 - Michael Resis - 12/30/2020 1:58 PM

125918

2020 IL App (2d) J 90499 

litigant's interest in PHI. and the State's interest in allowing property a11d casualty insurers to retain 

PHI beyond litigation." 

~ 52 To begin, Stnle Fann directs us lo mlicle XL ur Lhc lnsurunce Code (215 ILCS 5/1001 

etseq. (Wesl 2018)), which is lilied "Insurance Information iind Privacy Prolccliun." 215 ILCS 

5/art. XL (West 2018). One of the staled purposes ofa rlicle XL is to "maintain a balance between 

the need for information by those conducting the business of insurnnce and the public's need for 

fairness in insurance information practices, inc luding the need to minimize intrusiveness." 215 

ILCS 5/l 00 I (West 20 J 8). Ci ling section JO l4 of nr1it:le XL (215 .LLCS 5/1014 (WL:sl 2018)), State 

Farm argues tlrni .Illinois law protects perso nal or privileged information received in handling 

claims while ~Ii II allowing property and casualty insurers to make disclosures 1·casonably necessary 

to rate-making, anti-fraud programs, consu111er-prolcction researc h, and regulatory compliance. 

Specificnlly, section 1014 provides lhat "(a)n insurance institulion, agent or insurance-support 

organization shall not disclose any personal or p1·ivil egcd information about an individual collected 

or received in connec.:liun with an insurance transaction unless the disclosure" meets one of the 

enumerated exceptions. (Emphasis added.) 2 15 ILCS 5/ IO 14 (West 20 18). However, as plai11Liffs 

point out, there is a clear difference between language stating thal an insu rer "shall not disclose" 

personal or privileged information and language mandating the reten tion or use of Pl-JI for a 

particular purpose. The passage to which State farm directs us docs not contain any mandatory 

affirmative language rL:quiring tt1e re tention of PHJ or its use for any particulnr purpose. This 

language in no way supports State Farm's claim that stale law requires it lo reta in or otherwise use 

PHI. 

ii 53 State rarm further asserts that insurers retain records for a variety of legal and operational 

reasons. For instance, Stale Farm notes that insurers are prohibited from crigaging in improper 
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claims practices. See 2 15 !LCS 5/154.5 , 154.6 (West 20 18). To thi s end, section 919,30 of Title 

50 of the Illinois Administrative Code requires insurers lo inake their claim fi les av11ilable to the 

Director of the Illinois Department of Insurance (Director) for examination upon request. 50 Ill. 

Adm. Code 9 l 9.30(a) (l 989). According to State Farm, th e requirements govern in g the 

examination process conflict with the "return or destroy provi~inns" of the prntecti ve orders 

entered here. 

ii 54 With respect lo examinations by the Dire1,:Lor as part of improper-claims practice, section 

919.3 0 provides in relevant part as follnws : 

"b) Each company shall maint ain claim data th at should be access ible and 

rel.r ievablc l'or exam1.natio11 by the Dir<::1,: tor. A company shall be able l'o provide the claim 

number, line of coverage, date of loss and date of payment of the cla im, date of denia l, or 

date claim closed without payment. This data must be ava ilabl e for all open and/or closed 

files fo r the current year a11d the two preceding years. The examiners' revi ew may i11clude 

but need not be limi ted to an examination of the fol lowi ng claims: 

l) Claims Closed with Paymen t; 

2) Claims Deni ed; 

J) Cla ims Closed Wit hout Payment; 

4) Firsl Party Automob il e Tola l Losses; and/or Subrogation Cla ims. 

c) Detail ed documentation shall be contained in each claim file in order to permit 

reconstruction of the co mpany' s activities rel ntive to cnch claim fil e. " 50 Ill. Adm. Code 

919.J0 ( 1989). 

According to State f arm, because thi s regulation tcquircs maintaining "deta il ed documentation" 

in each 1,:laim Cile "lo permit Lh e rcconstrnction of'Lh e insurer's nctiviti l!s ," it effectively rnancl11ws 
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an insurer "to maintuin ull records of each claim for 'all open a11d/or closed files for the current 

yca1 and the two preceding years.' "However, we find nu langua.ge in section 919.30 requiring an 

insurer to expressly reLa in PHI. Rather, the regul aLion refers lo "claim data," whieh it describes as 

"the claim number, line of coverage, date of loss and date of payment of the claim, date of denial, 

or date claim closed without payment." Moreover, we sec no reason why keep ing in the company's 

file a copy of the H !PAA qualified protection order, specifying that the company was prohibited 

from using or disclosing PHI for any purpose other than the litign1ion and was required to return 

or destroy the Pill at the end of the liLigation, would nol sunice lo establish "the company's 

activities relative to each file." For these reasons, we are unpersuadecl by State Farm's claim that 

the requirements governing examinations for improper-claims practice conflict with the "return or 

destroy" provisions of rhe proccctivc orders entered in thi s case. 

ii 55 State Farm also asserts tha t the 1-llPAA qunlitied protective orders prevent insurers from 

performing functions re luted lo fraud deleclion 1111d dderrenc<::. Stale farm asserts thal, be<.;ause the 

Illinois Depc11t111ent of Insurance relies on property and casually insurer~ to dc1.ecl and combat 

insurance fraud, Illinois law authori zes them to repott information, including PJII, to the Jllinois 

Department of lnsurancc and insurance support organizations, such as the National Jnsurance 

Crime Bureau 1111d the Insurance Services Organization. Sec 215 I LCS 5/ 155.23 (West 20 I 8). 

According to Slate Farm, if insurers musl relurn lo covered entities or th::stroy all PHI within 60 

days of the end of liti gation, they cannot later prnvicle necessa ry information to help the state wilh 

fraud detection and prevention. 

~ 56 The statute State Farm cites authorizes the Director 

"to promulgal<.: rcasonabll: rnll:s r<.:qL1iring insurn~ *** doing businr.;ss in th e Stulc of 

Illinois tu reporl fal:lual information in their possession thal is pe1·tinent lo susp<::cled 
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fr audulent insurance claims, fraudulent in surance applications, or prem ium fraud qfter (the 

Director) has made a determination that the information is necessa ry lo detect fraud or 

ar·son." (Emphases added.) 2 15 ILCS 5/ 155 .23(1 ) (Wes t 2018). 

We find State Farm's reliance on section J 5.5.23 t111persuas1ve for two pr·inc ipal reasons. First, the 

statute appli es only to suspcclecl fraudulenl. in surnm:e claims, fr au dul ent insurnnce applications, or 

premium fraud and on ly after the DiredM has rleLennincd lhat lhe informal.ion is necessary to 

detect fraud or arso n. ln this case, there is no indication of fraud and no evidence that the Director 

has determined that any PHI is necessary to detect fraud or arso n. Thus, there can be no factual 

information pertinent to any suspected fraud. Seco nd, the stc1tute requires an insurer to report only 

factual information in their possession. An insurer I hat has returned or destroyed Pl-11 in accordance 

with a J·UPAA qualified protective order eannol. violale th e sl.alul e, because it· docs 1101 possess any 

such information. 

ii 57 State fa rm claims that other purposes for which property and casualty in su rers retain 

claims files include acLuaria l and rate development, reinsurance eva luation and pricing, and long

tail exposure. 2 However, State Farm neither develops thi s argument nor ci te~ any statute, policy, 

or regulation thul would requirt: il lu use or rel ai n PHI for any of those purposes. As such, we find 

2"Reinsura nce" is "(i]nsurance of al I or part of one insurer's ri sk by a second insurer, who 

accepts the ri sk in exchange for a pcrccnlagc of" the original premium." Black's Law Dictionary 

(J Ith ed. 2019) . "Long-tail claims" arc "claims that are made or settled a long lime after th e 

insurance policy lrns exp ired." Collins English Dictionary, 

hUps://www.collinsdiclion ary. com/us/diction~ry/cngl ish/long-tai I-c laims (last visited feb , 21 , 

2020) [https://perma.cc/JSQ7-CQSQ]. 
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any such claim forfeited. See Ill. S, Cl. R. J4l(h)(7) (eff. May 25, 20[8) (requiring appellant's 

brief to include argumcnl "which shall contain the contentions of the appcllanl and the reasons 

therefor, with citation of the authorities"); Lee v. lee, 20 J 9 IL App (2d) 180923, ii 24. 

ii 58 Lastly, we address Stale Farm's reli ance on part 901 of' Tit le of 50 or the Illinois 

Administrative Code (50 Ill. Adm, Code 90 J) in support of its claim that it must be permitted to 

use and retain plaintiff.,' PHL lo fulfill its obligations with respect to Jllinois law. Section 901.5 of 

Title 50 of th e Illinois Administrative Code provides that "(n]o domestic company shal l destroy 

any books, records, documents, accounts or vouchers, hereafter referred to as 'records', except in 

conformity wilh the requirements or this Part." 50 Lil. Adm. Code 901.5, codified ~l 7 LIi. Reg. 

4213 (cff. Mnr·. 28, 1983). Section 901 20 of Ti tl e 50 sets out~ time period for th e disposal and 

destruction of records: 

"The comp,my is aulhorizcd to dispose of or destroy records in its custody that do 

not have sufficient adm in istrative, lega l or fisca l value to warrant th eir further preservalion 

and are not needed: 

~) in the transaction of current business; 

b) for the fin<1I settlement or disposition of any claim arising out of a policy 

of insurance issued by the company, except thal these records must be maintained 

for the current year plus 5 years; or 

c) to determ ine the financial condit io11 oft.he company for th e pcr·iod since 

the dale of the last examination report of the company officially filed with the 

Department of Insurance, except that these records must be maintained fo r al least 

the cunenl year plus 5 years." 50 JII. Adm. Code 901.20 (20 l. 6). 
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According to State Farm, part 90 I sets out a detailed process for the destruction of an insurer's 

records. Yel, il asserls, lhe 1:-JLPAA qualified protective orders entered in this case ''crcale[] n 

Catch-22 for *** insurers, which must decide whether lo comply with ils 'return or destroy' 

provisions or continue to comply with the rcgula lions requiring the maintenance of complete claim 

records for l!luch longer periods." 

~ .59 Although part 90 I of Title 50 defi nes the term "records," State Farm does not explain how 

PHI foils within this definition. The Lenn "records" is clcf111ed in section 901.10 of Title 50 as 

follows: 

" 'Records' material means all books, papers and documentary materials regardless 

of physical form or characlerislics, made, pruduced, executed <H n:ceivi;:d by any donw~lic.; 

insurance company pursuant to law or in connection with the transaction of its business 

and preserved or appropriate .for preservation by such company or its successors as 

evidence of Lht' organi,-.a1io11, function, po lici es, decisions, procedures, obligations and 

business activities of the company or because of the informational data contained therein. 

If doubt arises as to whether certain pupcrs nrc 'non-record' materials, it shou ld be assumed 

that lhe do<:umenls are 'records'." (Emphasis added.) 50 111. Adm. Code 901.10, codified 

at 7 Ill. Reg. 4213 (cff. Mar. 28, 1983). 

ln this CHse, Slate h11m does nol explain how plaintiffs' PHI is "appropriate for preservation," 

especially given that (J) the trial couns entered Ill? AA qua! ificd protective orders expressly 

requiring the destruction of Pl-I! within 60 days after the conclusion of the litigation and (2) State 

Farm foiled lo cil.e any statutr.:, rr.:gulation, or case law that affirmatively requires the retention of 

PJll or its use for a particular purpose. See Small, 280 F.R.D. at 279-80 (rejecting similar argument 

by State Farm, in purl because section 901 . l 0 of Title 50 does not specitically reforcnt:e medical 
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records). Moreover, as noted, l\ copy of the llll'AA qualified protective order in the file would 

explain why the PHJ was nol present. Thus, this provision does nol surrorl Stale Farm's posilion. 

ii 60 ln short, Srnte Fann hus failed tO direct us to any prov ision of the Jnsurance Code or the 

Jllinois Administrative Code that requires il to use or disclose plaintiffs' Pl-11 after the conclusion 

of the litigatio11. We find nothing in the statutory nnd administrative regulations cited by State 

rarm in its brief requiring it to retain PHJ or use it for any particular purpose aller the conclusion 

of litigation. i\s such, we reject. Stutc Farm's argument that the terms of' lhe HIPAA qualified 

protective order conflict with its obligations under statt:: law. 

ii 61 D. Preemption 

ii 62 Although we have concluded that the terms of the J-III'AA qualified protective orders do 

not conflict with State Farm's obl igations under sla te law, to lhe extent that they could he so 

constl'ucd, we agree with the trial courts thm the stnte law provisions are preempted by 1-IIPAA. 

As noted ea rlier, among J-IIPAA's purposes were lo estab lish national privacy standards and fair 

in format.ion prncLices regarding individu,1lly identifiable health infornwtion. Brende, J 53 P.Jd at 

l I 14; Wade, 922 r. Supp. 2d at 687 (citing South Carolina Medi~·cil liss'n, 327 f.3d al 348); law, 

107 F. Supp. 2d at 71 O; lJ.S. Dep'l of Health & Hurrn.111 Scrvs., Office for Civil Righls, Summary 

of the 1-IIPAA Privacy Ru ic (May 2003), hllps://www.hhs.gov/sitcs/clcfault/tilcs/ 

privacysummary.pdf (https://pcrma.cc/F66C:-T4TR). To this end, H[PAA and its regulations 

establish a "unifonn federal 'floor' of privacy protections for individual medical information." 

Stein, supra, al 434; see also Standards for Privacy of Individually I.den ti fiablc Ilea Ith Information, 

6.5 Fed. Reg. al. 82,47 1 ('The proleclions [(provided by HIPAA and its regulations)] are a 

mandatory floor, which other governments and any covered entity may exceed."); 45 C.F.R. 

§ 164.502(11) (2018). Thus, HJPAA preempts "conlrary" state laws unless the state law is "more 
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stringent" than the sLandnn.ls sel forth in the Privucy Rule. 42 U.S.C. !i 1320d-7 (20J 8); 45 C.F.R. 

§§ 160.202, 160.203(6), 164.502(a) (2018); Girmgiulio, 365 111. /\pp. 3d nl 840; Stein, supra, at 

434. A state law is "contra1y" to 1-1 IPAA if a "covered en ti Ly or business associate would find ii 

impossible to comply with both the State and federal requirements" or if the "prnvision of State 

law stands as an obstacle to the accomplishment and execution of the full purposes and objectives 

of [HlPAA]." 45 C.F. R. § .160.202 (2018). Whether a state law is preempted by federal law is a 

ques1io11 of law, subject lo de nuvo review . Fosler v. lvlidwest Care C:enier 11, inc., 398 Ill. App . 

. 1d 563, 569 (2009). 

ii 63 In this case, a covered entity cannot comply with HI PAA if the statutory and adrninislrnt.ive 

regulations, as interpreted by Sta le rarm, arc inserted in th e qualili ed protective order. ln this 

rega rd, the Cook County protective order docs no t require an insu rer to rclurn or destroy Pill at 

th e conclusion oflitigntion and would permit the in su rer to use and relain PH[ outside of litigation. 

This directly con fl icl.s with th e req uirements for a HI PAA qmili fi ed protective order under section 

I 64.5 I 2(e)(I )(v) ofthe Privacy Rul e. Likewise, by eliminating these lwo requ irements, the Cook 

Counly protective order would not provide the confidentiality and protection of PI-I.I envisioned 

when the Privacy Rule was promulgated. Stated differently, any requirement that an insurer be 

allowed to use and retain PH! beyond lhc condusion of l1ti galion would lower the floor of privacy 

protections HIPA/\ rna11dal.es . As ~uch, the Cook Counly protective oruer nets as an obstaclt: to 

accomplishing and executing H !PAA 's full pu1 poses and llbjectivcs. 

~ 64 In so holding, we also observe that section .l 60.20J(a)( l) of the Privacy Ruic provides that 

H LPAA will not preempt a contrary state law if the Secretary of HHS determines, in response to a 

reques t by a stule, tli.11 th e slate law is neeessary to, inter a/ia, "prevent fra ud and nbus<.: rclat1,;cl to 

the provision or or payment fo r health 1,;arc" or "ensure appropriate State regu la lion of insurance 
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and health plans to rhc extent expressly HLtthorized by statute or rcgululion." 45 C.F.R. 

§§ l 60.20J(a)( 1 )(i), (ii), J 60.204(2018). State Farm docs not indicate that 1111y such exception was 

requested by th e stute with respect to an insurer's purponed obligations under Illinois law. In the 

absence of such a waiver from the federal government, a 1-!LPAA qualified protective order 

prohib its the use or di sc losure of Pl-ll for any purpose other than th e litigation or proceeding for 

which such information was requested and requires the return or destruction of PHI at the end of 

the liti gation or proceed ing. 

~165 E. Reverse Preemption 

~166 Typica lly, when a state law confli cts with a federal law, the federa l law preempts the state 

law, rendering the state law without effect. U.S. Const., arl.. V 1, cl. 2; Altria Group, Inc. v. Uood, 

555 U.S. 70, 76 (2008); Mi//iman. inc. v. Ro<~/; 353 F. Supp. 3d 588, 600 (E.D. Ky. 20 I 8). 

However, the McCarran-h::rguson Act ( 15 lJ.S.C. § IO I I el seq. (2018)) created an exception to 

this rule with respect to state laws that regu late the "business of insurance." Milfiman, Inc., 353 F. 

Supp. 3d at G00-0 I. The trial courts here asked the parties to address the implications, if any, of 

the McCarran -Ferguson Act to these cascs. Ncilhcr party argued !.lint the Ml;Carrnn-Ferguson Act 

applied, so the courts did not further ad<lress the issue. State Farm briefly mentions the McCarran

Fcrguson Act in its bricl'but dui::s 1101 fully devt:lop lhe issue. Never!.11 elcss, we find it npprnprinle 

lo briefly discuss this matter. 

ii 67 The McC:t11Tan--Ferguson Acl provides, in rel evant part, th a1 "[n]o Act of Congress shall be 

construed to invalidate, impa ir, or supersede any law enacted by any State for the purpose of 

regulating the business of insurance, or which imposes a foe or tax upon such business, unless such 

Act specifically relates to the business or i11s11ranci::." 15 U.S.C. § 1012(b) (2018). "[Tjhc 

McCarran-Ferguson Acl gives rise io lhe doctrine of 'reverse preemption,' which, if applicable, 

- 35 -

A.35 



SUBMITTED - 11664789 - Michael Resis - 12/30/2020 1:58 PM

125918

2020 JL App (2d) 190499 

can cause state insurance laws lo trump fodcrnl laws Lhul interfere with them.'' Western Insurance 

Co. v. A & H Insurance, Tnc., 784 F.3d 725, 727 ( I 0th Ci r. 2015). lJndcr the stat11le, a slate law will 

reverse preempt a federal law if (I) the federal statute does not specifica lly relate to the business 

of insurance, (2) the state statute was enacted for the purpose of regulating the business of 

insurance, and (3) Lhc federal statute would invalidate, impair, or supersede the state statute. United 

States v. Rhode Island Insurers' Insolvency [,'und, 80 F.Jd 6 I 6, 6J 9 ( I st Cir. 1996). Ultimately, 

we condude tlrnl I.he McCarran-Fcrg11son Act does not compel reverse preemption in this case, 

because HIPAA doeR not invalidate, impair, or supersede any state insurnncc law or regulation 

cited by State f'arm. 

~168 The United Stales Supreme Court has st.nted that "invalidate" means "Lo render ineffective, 

generally without providing a replacement rule or law" and that "supersede" means "to displace 

(and thus render ineffective) while providing a substitute rul e." ( Internal quotation marks omitted.) 

Humana Tnc. v. Forsyth, 525 U.S. 299, 307 ( 1999). "To impai1·'' for purposes of the MeCarran

Fcrguson Act means to "frustrate any declared scale policy" or "interfere with a State's 

administrative regime." Humana lnc., .525 U.S. nl 310. i\s noted ubove, nothing in any Illinois 

statute or regulation State Fann cites requires the ret ention of PHI or its use for any particular 

purpose. Thus, the- HlPAA qua lified protective orders entered in this case do not "invalidate, 

impair, or supersede" the llli11uis sta tutes and regulations Stal.L! f'arm cites. As such, we co11eludc 

that the doctrine of reverse preemption does not apply here. 

ii 69 F. Alternative Methods of Disclosing Pl-II 

ii 70 Allernalively, Stale 1,-arm argues that the Privacy Ruic did not require the trial courts to 

enter the HIPAA qualified protective orders proposed by pl aintiffs to the exclusion of other 

authorized means ofpermillcd di sclosure or PHI. Stale Farm notes, for instance, that lhe Privacy 
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Rule permils the clisclusure of PHJ "[i]n responst: lo an onkr of a court." 4.5 C.r'.K. 

§ 164.512(\:)(.1 )(i) (2018). According to Slntc Farm, "[n]olhing in this sec tion [(of the Privacy 

Rui c)] says th al the 'order of lhc court' can only be a qualifi ed protective order." Stale Farm also 

notes that, absent a court order, the Privacy Ruic allows the disclosure of PHI "[i]n res ponse lo a 

subpoena, discovery request, or other lawful process," provided th at the party seeking the 

information either notifi es the individual whose informn tion is requ est.eel or makes a "reasonable 

effort[]" to secure a qualified prnteclive order. 45 C.F. R. § !64.512(e)( l)(ii) (2018). State Farm 

points out th11l, of the autho r·i zcd means of disclosure, only a HJ PAA qu al ified protective order 

carries the restrictions tha t prohibit th e use of PH I ou tside litiga ti on and requ ire the return of Plll 

to the covered entity or ils dcstrnction at the end of the li tigation . See 45 C.F.R. § I 64.5]2(e)(J)(v) 

(201 8). State Parm therefo re argues that th e trial courts erred in rej ect ing any allenrntive to 

plaintiffs ' proposed protcc Live orders. Although we agree that the Privacy Ruic provides ficv eral 

different methods by which a covered entity may di sclose PHI in th e course of a judicial 

prnceeding, neither p lainti f'fs nor Stale Far111 sought the disclosure of' PH I by any means other than 

a prolcclivc order. Plaintiffs' motions referenced HlPAA and I.he Privacy Ruic, and they proposed 

the HIPAA qualified protective order, wh ich express ly cites the restrictions set forth in section 

164. S12(e)( l)(v) of the Privacy Ruic (45 C.F.R. § 164.512(c)(l)(v) (20 18)). Likewise, in its 

objections to plaintiffs' motions, State Parm proposed th e Cook County protective order. The 

record refl ects that the trial courts cons idered and ruled on this issue. Given these circumstances, 

we find that the trial courts r\id not e rr in dec lining to consider an alternate authorized method of 

disclosing PHJ. 

i/ 71 IV. CONCLUS ION 

,172 For the reasu ns set forth nbove, we affirm thcjudginent of the ci rcuit c,;uurl of Lake County. 
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ii 73 Affirmed. 
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--- - --------·-
NOTICE OF INTERLOCUTORY APPEAL 

NOW COMES the intervenor-appellant, State Farm Mutual Automobile Insurance 

Company, by and through the law flrm of SrnithAnrnnd sen LLC, and hereby appeals, pursuant to 

Supreme Court R11le 307(a)(I) (Iii. S. Ct. S.R. J07(a)(l) (eff. November I, 2017)), from the 
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pursuant to Section 1-109 of the Illinois Code of Civil Procedw e, certifies that the statements set 
forth in this instrnmwt are Lrue and correct, a!ld that I caused the foregoing Notice of Filing and 
notice of in tcrlocutory appeal to be served upon the parties Ii ~led below on this 12th day of June, 
2019, by electronic mail and electronically Lhrnugh the cou11's Odyssey electronic fil ing 
manager. 

Attorney for Plaintiffs 
Robert D. Fink 
COLUSON Li\ W OFFICES, Ltd. 
134 N. LaSalle Street, Suite 1200 
Chicago, Illinois 60602 
r(i nk(a)col I isonltd.com 

SERVICE LIST 

E-filings ncccptecl only nt scr·vice@colllsonltcl.corn 

A tlorncy for Defendant 
Ma rc Prendergast 
HENN ESS Y & ROACI-I, P C. 
140 S. Dearborn Street, 7th Floor 
Chicago, Illinois 60603 
MP rendcrgast@hennessyroach.com 
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IN THE CIRCUIT COURT OF THE NINETEENTH JUDICIAL CIRCUIT 

LAKE COUNTY, ILLINOIS 

AGNIESZKA Sum.ocK and 
EDWARD SURLOCK 

Plaintiffs, 
18l39 

V. MAY 1 5 2019 

DRAGOSlAV STARCEVIC 

Defendant. 

MEMORANDUM OPINION ANO ORDER 

This matter comes before the Court on Plaintiffs ', Agnleszka Surlock and Edward 

Surlock, Motion tor Entry of Protective Order and Authorization to Disclose Protected 

Health lnfommtion. Having heard arguments on the motion, considered the stawtory 

authority and case law, and being fully advised in the premises, this CouH now FINDS 

AS FOLLOWS: 

PlalntiHG have flied o complaint at law alleging negligence againsl the Defendant, 

along with resulting injury. During the course of litigation, Plaintiffs filed c, Motion For 

Entry of Protective Order and Authonzalion to Disclose Protected Health Information. 

Plolntltfs otlached a Proposed Order ("Order") and requested the court enter said Order. 

Plaintiffs state their Order follow~ the procedure set forth in HIPM, which permits 

disclosures or PHI for Judicial and adminiutrstive proceedings. 45 C.F.R. §104.512(e). 

Disr.losures are permitted in rf)sponse to an order or o court, or in response to a 

subpoena, discovery request, or other lawful process, that is 1101 accompanied by an 

order of o court If the parties agrs0 to a proteclivo ordur and have presented it lo tho 
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Court, or have asked Iha Court for o_protectlve order. 164.51 2(e)(1). HIPAA mqulres 

that the protective ord<ir prohibit the l/Se or disclosure of the protected healtl1 

lnformat,on for any purpose othor than lhe litigatio11 and requires the raturn 01 

oestruction of the protectod health information (including all copies made) at the end or 

the litigation or proceeding. 164.5l2(e)(1)(v)(A); ,~.512(e)(1)(v)(l3) . 

Stale Farm Mutual Automobile Insurance Company (''Stale Farm"), ~s Intervenor, 

filed its Objections to the Order, arguing it would place significant restrictions and 

obligations on it as Defendant's llobllily and casualty Insurer Specifically, State Farm 

objects to paragraphs 9 and 10 of tha Order, on ll1e basis that lhe reslrlctions sel forth 

In the Order directly con0,ct_witn State Form's Obligations and rights under Illinois I.aw 

Stale Farm correctly observas \hot 111e Order would require it lo raturn or destroy 

all PHI received pcrteinino to the Plolntlffs in this case following the concluston of this 

litigation. Also, the Order prevents State Farm from using uny medical information put 

into its claim records for other lawful purposes that are expressly permitted or required 

by statutes or regulations applicable lo St.ite F~rm's operations. As a result, State 

F.irm maintains that, if It compiles with the Order, it would fall short of its obligations 

under both tho Illinois• Insurance Coda and Administrative Code lo maintain a complete 

record of its claim files, thereby subjecting ,t to possible d1sclplln8ry action under Illinois 

law. 

PeHicularly, State Farm CIIM lo Iha IIC, 21~ ILCS 5/1 -1516, and the 

occomponying administrative coda, 50 Ill. Adm1n. Code 101 -0500, which regulnto the 

business of lnsurane{l in lllinols. Illinois regulates the Insurers; use of records, and olso 
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regulates their dlspooal and deslrur.lion. Regardless of lhH type of record or line of 

insurance, an in.surer is authorized lo: 

Dispose of or destcoy records In Its custody lhat are not 
needed: 

.a) In !ho transaction of currnnl bu~inesc; 
b) For the nnal settlement or disposition of any claim arising 

out of a policy of insuranca Issued by the company; or 
c) To determine the fino11clat condition of the company for the 

period since the dalo of tho lasl oxamination report of the 
company otficlalty filed with the Depanment of Insurance, 
except that these records must be r1111i11laine<l for at least 
7 years . 

50 111. Adm. Code 901.20, amended In, /40 Ill. Rog. 7895, elf. May 23. 2016. 

Both the Illinois Insurance Code and the Administrative Code ,ndic.11e that 

insurers are to maintain a complete record or all books, records 11nd nc~ounts, Including 

claim files and claim data, end lo make thot information available upon request by the 

Illinois Dupanmont or Insurance ror examination. 215 ILCS 5/133(2) and 51132.4; 50 Ill. 

Adm. Code 919.30. 

Slate Farm requests lhis court deny Ploint lffs' Motion for Entry of the Propo9od 

Medical Protective Order and adopt the form routinely used in the Circuit Court of Cook 

County under GAO '18-1. The Cook County order does not have Iha language 

contained ,n paragrapl1s 9 and 10 or Plaintiffs' Proposed Order and inserts language 

tho!: 

Permit(s] insurance cornpanio~ to receive PHI or wllal would 
otherwlr.e be considemd PHI frorri covorcd entities, busincns 
associates, end parties In litigation and to disclose, maintain, use, 
and dispose of PHI or what would otherwise be considered PHI in 
conformity with all applicable federal laws and regulations ond the 
Illinois lnsuronco Code and Its accompariylng rules and regulations; 
and 

The Cook County order contains additional language permitting dlaclosuros: 
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To insurance companies to disclose, maintain , use, and dispose of 
PHI or what would otherwise be considered PHI to comply and 
conform with current and future npplicable federal and state statute, 
rules, and regulations for these purposes; 

1. Reporting; invesHgallng; evaluating; adjusting, 
negotiating, arbitrating, litigating, or settling claims; 

2. Compliance reporting or filing; 
3: Conduct described in 215 ILCS 5/1014; 
4. Requimrt Inspections and audits; 
5. Legally required reporting to private, federal, or utale 

governmental organizationo, including health or 
medical insurance organizations, and to the Centers 
for Medicare and Medicaid Services (CMS); 

6. Rate setting and regulation; 
7. StoliGticol information gathering; 
8 Underwriting, reserve, loss, and actuarial calculation; 
9. Drafting policy languago; 

10. Workers' componsallon; and 
11, D01crmining the need for and procuring excess or 

umbrella coverage or reinsurance. 

Plaintiffs dispute StBte Form's interpretation that these sections of Illinois law 

require them to keor medical records and PHI producod to Slate Fam, that ia rnvlowed 

and considered in connection with Slate f'arm's payment and handling of insurance 

claims such as those pursued by Plaintiffs. Tt,ey argue that neither tho Illinois 

Insurance Code nor the Illinois Administrative Code require the retention ol PHI and 

8uggests there has never been a disciplinary action taken against Stale Farm for failing 

to maintain PHI, despite tens of thousands of cases having HIPM protective orders 

entered every year rtiquiring the return or da~lruction of thti records. Further, Plaintiffs 

maintain that State Farm has failed lo provide any guidelines or regulations reQuirlng it 

to k0op PHI for "business opera lions' and "certain insurance functions ." 
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ProornpUon ol Stato Law by HIPAA 

However, if Slate Farm's argument is correct, that HIPAA requirements ror a 

qualified protective ordar in 104 .S 12(e)(1 )(v){A) and 164.512(0)(1 )(v)( □) conflict with 

obligations ond rights under Illinois law, then this court must determine whether the 

HIPAA requirements preempl Illinois state law requirements for State Farm. 

Thia Court begins its onalysis with the bedrock principle that tho Constitution 

designates thG laws of the United States as tho supreme law of the lund, requiring thal 

"all conflicting state provisions be without ettect." Maryland v. Louisiana, 451 U.S. 725, 

748,101 S.Ct. 2114, 2128- 29 (1901): see also U.S. Const. ort. VI, cl. 2. Accordingly, 

where state and f~doral law dlrcclly conflict, •~1010 law must give woy "PL/VA, Inc. v. 

Mensing, 131 S.CI. 2567, 2577 (2011). In addition, "[tlhere 1s no doubt that Congress 

may withdraw specified powers lrom tho Stat~s by enacting a statule containing an 

expre6S preemplion provislon.".Ari1ona v. Unileu Slates, 132 S.Ct. 2492, 2GOO- O 1 

(2012). As thn Supreme Court has explained, "lw)hen a foderal law contains an express 

preempllon clnuso. we focus on the plnln wording of tho clouso," as the ploln language 

of the text Is "tho best evidence of Cong1ess' preemptive Intent.· Chamber nl CommArce 

of U.S. v. Whiling, 131 S.Ct. 1960, 1977 (2011) (lnlernal quotallon omitted). 

In drafti11g HIPAA, Congress included an express preemption p1ovision. 42 

U.S .C. § 1320d-7. HIPAA's preemption clause provides that the statute "shall 

supersede any contrary provisi9n of State law,' and lists certain exceptions that aro not 

at issue here. Id. § 1320d-7(a). A state law is "contrary" to HIPM II: 

(1) A covered .entity or business associate would find it impossible 
to comply wilh both tho Slate and Federal requirements; or 
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(2) Tho provision of State law stands or. on obstacle to ll1e 
accompliohment and execution of the full purposos ond objecllves 
of ... section 264 of Public Law 104- 191 .... 

45 C.F.R. § 160.202. However. HI PAA, does not preempt state laws that provide 

"mo10 stringent" privacy prolectiono. Seo id. § 160.203(b). 

As to the first element, whether a cove1ed entity wou ld "find it impossible to 

comply with both tho Stato and Federal requirements, State Farm has arouod that II 

cannot comply with both the HIPAA 1eq11iremonts for o qualified protocllvo order and 

Illinois law. Likewise, covered entitles cannot comply with HIPAA if Illinois legal· 

requirtimenls for record retention and use or PHI ~ra ineerled into Ille qualifiud 

protective order. StAle Farm's suggested order allows Insurance componies to 

disclose, maintain, use and dispose of PHI outside of \l,e litigation and does no! require 

them to destroy or return the PHI al the end of lltlgatlon. This dlrectly contrasts with the 

requirements of HIPAA. SOil 1G4.51?.(c)(1)(v)(A) and 164.512(e)(1)(v)(B). 

Adopting the Cook County language would result in a protective order that no 

longer contains the two raquiramonhl set forll1 in the HIPAA to Bllow o covered entity to 

disclose PHI In response to a subpoono, discovery raqueot, or other lawful process. 

Without the requirernents in 164.512(e)(1)(v)(A) and 164.512(e)(1)(v)(B), a covered 

entity no longer has a valid HIPAA qualified protective order to allow disclosu1e of PHI. 

As to the second element, whethar Illinois law is an "obstacle to the 

accomplishment and execution of the full purpos!l9 ond obJectivP.s of [HIPAA ~ection 

264)." tho court must consider Congress' intent. Ono of the congressional objoctlvas in 

onacllng HIPAA was lo address concerns about the confidentiality or patlenh;' 

individually identifiable health information. Sao Health Insurance Portability and 
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Accountubillty Act of 1996, Pub.L. No. 104-191, § 21.l4, 110 Stat. 1036; 5ee also S.C. 

Med. Ass'n v. Thompson, 327 F.3d 346, 348, 354 (4th Cir.2003) ("Rocognlzing the 

Importance or protecting the privacy of health information in the midst or the rapid 

evolution of health information syMems, Congress passed HIPAA in August 1996."). To 

lhal end, Congress µrovided ror lhe Socretory of Health and Humon SArvlces 10 

promulgate privacy regulations oddrcsslng Individuals' rights to Individually identifiable 

health info1mation, procedures for exercising such rightG , and tho uses and dlsclost1re5 

of such information. Pub.l. No. 104- 1!J1 , § 264(b) & (r.)(1); S.C. Merl. Ass 'n, 327 F.3d 

.ii 349. 111 compliance with tho statute, the OepMmenl of Health and Human Services 

is5ue<J final regulations known at lho "Privacy Rule," S.C. Med. Ass'n, 327 F.3d al 

.349; sec olr.o Cl/lwns for Ho1J/lh v. Loavllt, 428 F 3d 167, 172- 74 (3d 

Clr.2005) (detailing the history of the Privacy Rule'$ promulgation and expla rnlng lls 

requirem~nts). As the Dt1p(j1lmenl 11,ptained when announcing lhe P11vacy Rule: "II 10 

imponant to understond this rogulollon a~ a new federof floor of fHlvocy protections that 

does not disturb more protective rules or practices ... 1110 protecllons are a mandatory 

floor. which other governments and any· covered entity may exceed." (65 Foo. Reg. 

02471 (Dec. 28, 2000).) 

In portlcular, Congress sought to protect patients' PHI during a Judlclal or 

administrat ive proceeding by allowing disclosure by subpoena, discovery reques t. or 

oth er lawful process only if 1,a lisfaclory Olisuranceo that i:I quolifred protective ordtJr has 

been sought are made. 45 C.F R. §184.512(e) . The OepArtment stoled such a 

qualified protective order would "gua1d the confldentiollty of the information ." 85 Fod. 

Rog. 02530 (December 28, 2000). In addition, the Oopertmenl encouraged "the 
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development of 'model' protective orders that (would] facilitate adherence with this 

subpart.' Id. 

State Farm's proposod Cook County order would eliminBle the \wo requlremenlo 

set forth by the Deportment for a qualified protective order and would not provide the 

confidentiality and protection of PHI envisioned wh1ir1 the Privacy Rule wos enoctud. 

Further, the Department ontlc/poted thP. llS8 of moe1eI orders and II set forth exactly what 

the model orders mus\ include in 164.512(e)(1)(v)(A) and 164.512(e)(1)(v)(B). lnslovd 

of exceeding the protective rules of HIPAA. tho slate law requiring State Farm to 

maintain the PHI and allow dlsc/osuro outside of lit/get/on lmpennissibly lowers the 

protective floor that Congress sought to provide in enacting HIPM and certainly acts as 

on obstoclo to tho occompllshment and oxacutlon of tho full purposo3 oncJ objec\ivns of 

Applying tho µlain language o/ l~IPAA's express preempllon claufie, the 1/llnolG 

tuws cited by Stale Farm ore preempted because they are contrary \o HIPM. A 

covered entity would find it impossible to comply with both the Sta te und Federal 

requirements and the Illinois laws are an obstacle to the accomplishment and execution 

of tile full purposes and objectives of HIPM section 204. ' 

Appllcablllty of HIPAA to 1./abltlty fnourors 

Additionally, State Farm slates the Plaintiffs' proposed order seeks to bind Slale 

Form to tho requirements of HIPAA wh,m ii ,s expressly exempt from the application of 

• The Co1111 GJlcoc.l the pn,1kl., 10 addroYJ Ille posslblo anpli(.fllion of tho McCa,n,n-f'ugu.1011 A.cl, which 11r<lluhib 
federal prumplion o(SlAIO laws thlt re gulace lruutllne<:, 'unleu lhti redcral sbltuto uprculy nououncc(s) Cor.urtSi' 
specillc inrention 10 inject itselr into the veA nt st~o in~uro.nco low.~ U.S. \I', Hhadt t.,lonil lnsurt.r.,' lmolv,ricy 
f71md, 80 f.Jd 616, 520 (1996). Ncilhtr pltlty u,~uc:<l 1hat lhe Ace iJpplitd i11 thi:1 c;a sc. Thrn,:i(o10, U1is Cuurt will 
11n1 t1cldru, 01t. iuue , 
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HIPM. Slate Farm argues that it is not s·ubjecl to the HIPAA regulations and must 

follow existing sloto Insurance law and regulalions governing insurers. While the coun 

agrees lhat property and casually liabilily Insurers aro nol covered en llll0s under 

HIPAA, such reasoning does not exempt State Farm from obeying a protective order 

entered by this coun with respect to PHI which ha$ hecn produced by o covered entity. 

Covered entities cannot tll~close PHI In cer1ain circumstances wllllout a qualified 

protective order containing Iha provisions in 164.512(e)(1 )(v)(A) and 

164.512(e)( 1 }(v)(B). 

All parties receiving lhe PHI ore bmmd to follow the qualified protective order of 

the court regardless of whether lhey are a covered entity under HIPM in the first 

instance. Slate Faim's logic amounts to staling they need not follow any order of the 

cour1 with HIPAA provisions, since they ore note covorod enrity . Tho qualified 

protective order loses lls effectiveness In protecting o patient's PHI if non-covered , 

entitles may ignore the re&trictions required by HIPAA. Non-covered enlilios would 

broadly Include attorneys, e•pert witnesses, casually insurers, olc. It is obvious that 

Congress did nol intend for attorneys and exper1 witnesses to be free lo use PHI for 

their own private business purposes al thl➔ close of litigation, simply by virtue of the feet 

thal lhey are non-covered entities under the Act. Accordingly, Stata Farm's status as a 

non-covered entity has no relevance as to whether the qualified protective order should 

be altered. 

Altornatlvos to a. Qualified Prcitocllve Order 

Finally, State Faim argues thal there a,e alternatives to issuing a qualified 

protective ord~r under HIPM. II deems the Ploinlills' proposed order a "court order" 
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under 164.512(e)(1)(i), instead of a qualified pr_ote~1ive order accompanying a 

subpoona, discovery request, or other lawful procoss under 164.512(e)(1)(1i). However, 

them Is no Indication that Pla intiff's Motion was for a court ardor under 164.512(e)(t)(I). 

In fact, In bolh State Farm's Objoctlon ond Plaintiffs' Reply, the arguments centered 

around a qualified protective order pursuant tu 164.512(e)(1)(il). While the HIPAA 

regulations do provide several diff1:1renl ways in which a covered enti ty is permilled to 

disclose PHI, Plaintiffs have chosen to secure a qualified protoctlva order under 

164.512(e)(1)(ii). State Farm provided a good justification for this choice In Its brief, 

'porsonal injury litigation onen lmpllcotes HIPAA becnusa parties seek to obtain medical 

Information through discovery requests $tmt to claimants' heallh-cara providers." 

Whelhcr a differen t melhod could be u~ed to permit disclosuro Is irrelovanl os to 

whether the quali11ed protecllve order at issue should be changed to avoid conflict with 

Slate Farm's alleged obligations and rigl'.)ts under Illinois Law. 

CONCLUSION 

State ~arm's justification for the proposed alteration of Plaintiffs' requested 

qualified protective order Is a connlct betwP.en HIPAA rnquiremenl$ and llllnoio 

insurance low regarding the use and retention of Plalntirfs PHI. t-lowever, HIPAA hos 

arr express preemption clause !hat, when applied to this matter, acts to preempt the 

llllnols lows wh ich would otherwise obligate or pennit Stale Farm to keep and maintain 

the PHI well after the litigation hos ended. Stattl Farm's ot11er argument regarding ils 

status as a non-covered en'tlty under HIPAA fa lls to address tho fact thot, In tho case ot 

bar, State Farm would .be receiving the PHI from a_covered entity, and that all pat1ies 

receiving PHI from a covered entity are subject to /he requirements of a HIPPA 

10 
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protective ordur. Further, thtl Plaintiffs have chOS ijn to seek a qualified protectivo order, 

ond Stale Farm's argumen t \hat a different method could be used to seek authorl1.-0tion 

has no bearing on \he question currently before the court. Accordingly, this court denies 

State Farm's request to enter the Cook County order and grants Plaintiffs' Motion for 

Entry of Protective Order and Authorization to Disclose Protected Health Information. 

So Ordernd. 

DATE: 

ENTER: 

May 15, 2019 

t,IANE E. WINT ER 

Diane E. Winte r, 
Circuit Judge 

II 
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IN nm CJRClll'J' coUJn oir LAKE couNTY, 1u,1Nf O IL ~ IT] 
COUNTY 0f.PAnTMENT, LAW DIVISION MAY ! u 2019 

I\ GNJ!iSZKI\ SUR.LOCK And 
UDWAllD SURLOCI( 

Pl•i111 iffs, 

vs. 

DRJ\GOSLA V ST A RCEVIC 

Defend~nl. 

No. 18 L 39 

HIPAA PllOTECTIVF. ORDER 

This court finds that this court ardor is nccossnry 10: 

I. Protect o party's right to privncy ai guuruntccd by nrticle I, section 6 of the Ill inois 
Constitution for cnch party in this lowsult; 

2, P1otec1 u purty's right 10 r,;mcdy ;is guarnnteed by nrticlc I. section 12 of the lllinois 
Constitution for each party in lhis luw!iullj 

3. En.rnrc the pnrtir.~• oompliilncc with the I lcnlth lnsumncc 1•ortability nnd Accountal,ility 
Ac! or 1996 (HtPAA) and it~ Accon1pn11ying rules nnd rogulotion governing the disclosure, 
maimcnnnce, use, and dispo~I of protected health infonnotion (PI-IIJ; 

4, ror !he purposes ofrhis HIPAA Protective Ordor, "pro1ected health informaclon" ,hnll huve 
1hc some ,cope and dcfinllion ns SCI forth in 4~ C.F.R. §160.I0J nnd 164.501; Protcclcd hcnllh 
information inclu,Jes, but is not llml1ed 10: hculth 'i11formo1io11, including ucmogruphic lnformntio11, 
rclu1ing to either (o) the pn>t, prc,cnt, or fulurc physico l or mental condition of nn individuol; (h) 
!he provision of cnre or on ln0IVldual, or (c) 11,c pnymcnl roe core provided to on lndivldunl, which 
identifies 1he individuul or which nrnsonubty could be expccrod to identify lh e individuol. 

5. Require covered entilies, AS defined in 41 C.F.ll. 160. I0J, lo di sclose · o pruty's !'HI 
exµmsly provided in 1hls Order as required pursuam 10 45 C.F.ll. 164.512(c) for use in U,i, 
litlQillion wilhoul ii scµarotc dlsclosu1u 11ulhorizntio11; huwc:vcr, nothing in this order relieves ony 
coverul entity, pnrty, lheir attorneys, !heir 111lorncy~• agents.or rcpre ,;cnlutivcs, tonsulton1s, other 
wi1nc.ses, a11d olhcr personnel who requesl, rocciv~. ind/or review document, conwininc P~U, 
from complying with 1he odditionnl rcquiromcnlS of: 

'11,e Illinois Menlnl Heollh & Ocvolopmcnrnt Di,nl,ilitie, Confidentiulily Acl (740 ll,CS 
I I 0/1 el seq .); 

Tho Aid, Confidentiality Acl (410 ILCS J05/I <I seq.); 
t 

A.57 



SUBMITTED - 11664789 - Michael Resis - 12/30/2020 1:58 PM

125918

Alcoholism & Other Drug Abuse & Dependency Act (20 ILCS JO I/J0-5 ct seq,}; 

Federal lnw which protects ccrtnin drug nnd ulcohol rccords (42 U.S.C. §§ 29Udd,J, 290ec• 
'J; 42 C.F.R. l'n11 2); . 

The Genetic lnforntBtion Privacy Act(~ 10 ILCS 5 IJIJ 5}; 

rhysici:m on<l Puticnt, 735 ILCS 5/8-807.(4); 

Mcdicul Puli•nts Righi. Act (4 IO ll.CS 50/1 ct stq); und 

Any und nil other oppllcnblc fcdcrnl nrtd SI.Ille laws and regulations regulating ur governinc 
the request, review, or disclusuro of PHI, to the cx1c 111 such lows and regulations flrC not 
pro-empted by HIPAA. 

6. Authorise the parties nnd their n11omcys to recei ve, subpocnn, and tl'tlnsmit Pl·n pc1111inlt1g 
to P)nintiff, to the ex tenl 1rnd s11bjec1 10 thr. co11ditions outlined herein; 

7. Permit the parties nnd their attorneys 10 use or disclose Plaintiff', l'HJ for purposes of 
prosecurinQ or defending this action including any nppoals in this cnse. This includes, but is not 
nece~s.arily limited to, disclosure 10 their onomcys, cxper1s 1 consullunt5, court per~onnul, court 
reporters, copy services, trinl cons11ltnnl!,'ond other entilio~ or porsons involved in the litigation 
process. 

8. Perrnit the p1111ic, a.nd their at<0rney, to n:celve PHI Jiom covered entities, business 
associAlcY, und parties in litigution, provided that 1he covered en1ity1 businr.~s 11ssochues1 and 
ponies in litigation disclose only Ute l'HI expressly au thorized in this Order. 

9. l'rohibil the pnrlies and •ny o0tcr pr.rsons or cntilic., from using or disclosing the PHI for 
any purpose other lhnn the lil igntion or proceeding for wh1r..h it wns rc11ur.,tcd n~ rcfJuire<l by 45 
C.l'.ll. 164.512(c)(l)(v)(AJ; 

I 0. Rc~uiro the return vr the PHI to the cuver,,d c11tity ur ilie ues1ruc 1io11 uf the i11fun11ftlio11 al 
lhe encl of the liti Gal ion or proceeding ,,. roqui ,.:d by <15 C.F.I\. \M.51 2(c)( IJ(v)(O). 

THIS COU[ff 0 1\DliR·~ THE FOLL.OWfNO: 

l . The Pl II of tmy party in this law:\uit moy nol he di:o;clo~cd for ony rcnson wilhout lh nl party•~ 
prior written consent or an Order of th is court speci fying the scope of the l'HI to be 
disclosed, the recipients of'thc disclosert !'HI, and the purpose of the disclosure. No consent 
10 disclosure slu,11 con~lilute o consent 10 re-disclosure unle ss so speci fied in dt!tuil. 

2. P11rsu11111 to ~5 C.f.R. § 1~4 .512(e)(I)({) No subpoenll!: for information or t4ngib lc iletns 
pcrtnining tu Plnintiff shu ll be served by Ocfc,1dn111 without Court Order, unless by prior 
11grccmcnt of counsel. No subpocnn for .,nny ond al111 record~ sh nll ilsuc; rnthor, nny 
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subpoena must spwincal ly be res1ric1ed 10 five (5) yenrs prior to the lnci<lent nnd rolutc to 
tlu, condition ond portions of Plninri ff' s body complnincd of; spcoificnlly, her bock, hip nnd 
lower cxtrcniitic..•t 

3. Any subpoena moy issuo only upon no less thun fourteen days noticc to Plnintiff. l)cfo11dont 
shall provide o copy of records received in l'l:sponsc to nny subpoena to oil pnrties within 
seven days of receipt of records. Oefonrlanl shall provide • copy of records received in 
response lo any subpoena lo all parties wilhin seven doys of receipt of re<:ords. 

4. Tho only dlsclosu1·cs permitted by this Orner nrc those: 

A, Ali patients/ponies whoso PHI is iubjcct to disclosure ore presumed to have opted 
out of ony disclosure or mainte11n11cc of PHI to nny Hcnlth Information Exchongc, 
however c~llcd, nnd whether or not such l!cnlth lnfom1at1on Exchange or similar 
lnfon11ational depository is licensed in Illinois; 

n. As ordered by 1hi.s or another court or nrbitrnl body or by subpocnu with 1eM011ablc 
noti ce to the pn11i0s attorney of record in the·in.\tant mnttc.r or their dosignec, for 
purposes of subrogation, roimbur,;0111 0111, or pnymcnt of liens orising out of or 
rcluteJ to this l•wsuit; 

C. To lhe parties of this lawsuit nod their agcn1s; nnd 

D. As neccss•ry w comply with My other federal or stoic luw,, rules, or rcgulutionl, 
but only to the extent 1h01 each comply with tho rcquircmcnis sci forth by Hll'AA 
or have more 9lringcnt prolection not pre-cmrlcd hy HIPAA 

6. Any covered entity over which this court hos juri•diclion thot fuils or rofusos to disclose 
PHJ In ncx;ordance with 1h ls Court Order may be subject to oil soncrion au1hori,.cd by the 
Code ofr.ivil Proccnure ruid rho Illinois Supreme Court rules. 

7. A party to this (owsu il may provide PHI to on undisclosed consu.lring ox pert or controlled 
c,pert witno,s 0$ dofinod in lllinoi, Su promo Court Rulo 213(()(3), but only afier receivlns 
wrltton ocknowlcdgement thM CACh such expert or wiLness agree., to be bound by the terms 
of this order. Counsel shall rnke all other r.asonable s1ops 10 onsuro thot persons recolvlng 
rlaintiff's PHI do not use or disclose such informa1ion for ony purpose other thun 1his 
litigorion. 

8. Witl1in 60 days uncr the conclusion of tho liri~a1ion, including appeals, the porlies, their 
attorneys, insuruncc companies and nny person or cnlity i11 possession or PH! received 
pu.rsunnl 10 rhis Order, shnll return Plointiff's PHJ to the covered cnlily or deslroy any mid 
nil copies of Pl·U port/lining to Plnin1iff, including any elcctronlcally s1or~d copy or imngo, 
except that counsel nre not required to ~ccurc the return or destruction of 11 HJ !iUbmittcd to 
the Cou1i. "Co!lcius ion ol lhc Liligotiou" shall be <le tined as lhe point at which Jina! orders 
disposing of the entire case os to •ny Dofund•nt h11ve been entered, or the time ot which ull 
1riul w1d appellutc proceeding, have been ei<l1ousle<l .,. to any Dele11dllllt. . Pruuf of 
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destruction/deletion of nil prn1cclcd hool1h infhrmnlion nnd copic~ thereof which hnvc no! 
been filed with the Coun mny be made by nrtid11vl1 of counsel of record, nled wilh !he 
Court nnd opr,n.i;ing coun~d. 

9. The pnrti~ o,e prohibited fro,n including or nttnahing PHI to a11y doo11111on1 filed wiU1 lhc 
Clerk of U1e Circuit Co1111 withnul lcovo of Court. PHI 11cccSstl1)' for the court's 
consideralion of ony mnncr musl b< provided seporo.lely. A11y pnrly r,:c<i ving th• Court's 
permission lo attach nny PHJ loo document lo be filed wiU, lhc Clerk"' lhc Circuit Court 
•h•II identify such in form ation 10 lh• Clerk of lht Coun for scalinc oflh• i11forma1ion •nd 
Clerk shnll so •••I such i11lor11101io11. A sepornlc or<lcr seal inM tl1t records shwll nol be 
required. 

10 Prowcu:d ht•hh i11fon11•1io11 •<lmillcd inio evidence shall be sculed al U,c clos• of lhe 
proceeding in which tho evidence ww; udmiltcd. Disclosures pursuant to thi• Order ,hnll 
ccosc at the close of the proceeding or tc:minn1ion of rhe li1lca1ion or Mbltration, 

11. Other thnn the por1y whose Plil is ut issue <lr 1h01 pony's oitorncys, no pnrlies or lhoir 
ngcnts are pormi 11ed 10 request, obtain, or disclose P~il or ony other type of medical bills, 
records, or rclnted informolion 01hcr 1hnn through the formnl discovery procedures 
nuthorizcd by th e Code of Civi l Procetlllrc, Illinois Suprome Court rules, nnd orders oflhis 
court. 

12. All requosls by or on bclrnlfofany Dtrentlunl for prolec1ed he•lth i11for.,;nt io11, includinc 
bul not llmlled to subpoenas, shnll be n.ccompaniod by n complcle copy of this Ordor. The 
panlos-- includlnc their insun:rs ond cuu11,ol- ore prohibited from using 111 disclosing 
pr0<cc1cd hea lth lnfonnu1ion for any p111pose uU1or than lhi• li1 ig111ion. "Disclose" sholl 
hnve tho same lho sornc scope ond dcf1111tion ns sci fo1th in 15 c.r.n. §160.1 03: "lhc 
rolensc, 1rnusfer, provision of occoss to, or di vu Icing in nny manner orinfomt31ion oui.s ltle 
the cntiry holdi ng rite informnlion," 

JJ. If ru1y pruty utili,es lhe services of n lhird•p•rly 10 issue nny subpocnn l'or proiccreo hcnlth 
i11formolio11 of Plaintiff, ii sholl be 1he requ,:slinl:{ nnrty's obliaotion In cni.urc thrll 1his mdc:r 
is complied with by lhc third party; includlnr, 1h01 U,c issuing subpoono ond ony 
accornp•nying corrc.,pon ncne<: comply with this Order. 

14. This Coun rerain•jvrisdiction oflh~=• oiler jt1dQment or dismissnl, for lhc purposes of 
cn,ur\ng·compli•nc., witl1 !his Ordc1. 

JUDGE. 

OIANE E. WIN'Til> 

Onie; 
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fo,11 11) No IJ757 

FILED 
6/12/2019 8:46 AM 

ERIN CARTWRIGHT WEINSTEIN 
Clerk of the Circuit Court 

~~ ~QJH'IY, Illinois 

ON JNTE:RLOCUTORY APPEAL TO THE ILLINOIS APPELLATE COURT 
SECOND JUDICIAL DISTRJCT 

J•'ROl',rnrn ClRCTJJT COURT OF nm NINETEENTH JUDICIAL crncurr 
LAKE COUNTY, ILLINOIS 

ROSEMARIE HAAGE, 

Plaintiff-Appel I ee, 
V. 

ALr'ONSO MONTIEL ZAVALA, PATRIC!/\ 
SANTIAGO, JOSE P/\Ci!ECO-
VILLANUEVO, OKAN ESMEZ and 
ROSALINA ESMEZ, 

Defendants, 
and 

STATE FARM MUTUAL AUTOMOBILE 
INSURANCE COMPANY, 

l ntervenor-Appel lunl. 

Court No. I 7 L 897 

The Honorable Mitchell L. Hoffman, 
Judge Presiding 

NOTICE OF INTERLOCUTORY APPEAL 

NOW COMES the in tervenor-appellant, State Farm Mutual Automobile Jn~unmce 

Company, by and through the law firm of SmithAmundsen LLC, and hereby appeals, pursuant to 

Supreme Court Rule 307(a)(l) (111. S. Ct. S.R. :l07(a)(l) (eff November I, 2017)), f'rom the 

memorandum opinion and order filed 011 May 15, 2019 and the IIIPAA protective order filed on 

May 16, 2019. 

By this interlocutory appeal, the intervenor-appellant will ask the Appellate Court to 

vacate the memorandum opi11ion and o,dcr and the HIPAA protective order and to enter the 

HIP/\A protective order tendered by the intervenor-appellant or to remand for the entry of said 

order or for st1ch <tdditional relief to which it may be entiticd on appeal. 
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Glen E. Amunds'-"n, ARJ)C No. :l 127667 

Michad Resis, ARDC No. 6180385 
Sulema M. Medrano, ARDC No. 6299490 
SmithAmtmdsen LLC 
J 50 North Michigan A venue 
Suite 3300 
Chicago, IL 60601 
(312) 894-3200 
Firm I.D. No. 13757 

Respcctii.illy submitted, 

Is/ Mich ··1el Rcsis 
Atlomcys for lntcrvcnor-Appc\lant 
Slate fa rm Mutual Automobile Insurance 
Compnny 
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~irml.D.No. ll7l7 

FILED 
6/12/2019 8:46 AM 

ERIN CARTWRIGHT WEINSTEIN 
Clerk of the Circuit Court 

~~- ~~"11ty, Illinois 

ON INTERLOCUTORY APPEAL TO THE ILLlNOIS APPIU,LATI!: COURT 
Sl~COND ,llJDICIAL DJ STRlCT 

FROM THE CIRCUIT COUln' OF nm NINF.TJ•:ll:NTH .JUOICJAL CIRC:l/JT 
LAKE COUNTY, ILLINOIS 

ROSEMARIE HAAGE, 
Plaintiff-Appel lee, 

V. 

' ALFONSO MONTI EL ZAVALA, PATRICIA 
SANTIAGO, JOSE .PACHECO-
VILLANUEVO, OKAN ESMEZ and 
ROSALINA ESMEZ, 

Dt!fendants, 
and 

STATE foARM MUTUAL AUTOMOBILE 
INSUR.ANCfi COMPANY, 

Intervenor-Appel lanl. 

Court No. 17 L 897 

The Honorable Mitchell L. Hoffman, 
Judge Presiding 

NOTICE OF FILING 

TO: See Attached Service List 

PLEASE TAKE NOTICE that on the June 12, 2019, we electronically filed with the Clerk 
of the Ci rcuit Court of Lolke County, Illinois, through the CM/ECf syste1n, the attached Stat~ 
F'ot'm Mut'unl Autom1>bilc l11suru11cc Compnny's Notice of Intcl'loculot)' Appeul, a copy of which 
is hereby served upon you. 

Glen E, Amundsen, ARDC No. J 127667 
Michael Resis, ARDC No. 6180385 
Sulema M. Medrano, ARDC No. 6299490 
Smith.Amundsen LLC 
150 North Michigan Avenue, Suite 3300 
Chicago, Illinois 6060 I 
(3 I 2) 894 -3200 
gamundsen@salawus.com 
mresi s@salawt1s.com 
smedrano@salawus.com 

SmithAmundscn, LLC 

l:Jy: /s/ Mi<d!_iael _Rc_s1_·s __ _ 
Attorneys for Jn1crvcnor-Appcllan1, 
State Fann Mutual A\llomobile Ins\lrance Co, 
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Al<'FIJ)AVIT CW SERVIC:I~ 

The undersigned, Jacq ueline Y. Smi th, a non-attorney , und er penalties as provided by law 
pursu~nt to Section 1- 109 of the [l]inois Code of Ci vil Procedure, certifies lhat the :;talements set 
forth in this instrument arc trnc and correct, and [hat I caused the forego ing notice of filing ond 
notice of interlocutory appea l to be served upon the parties listed bel ow on this 12th day of Ju11e, 
2019, by elect ronic nrnil and electronical ly through the court' s Odyssey electronic tiling 
manager. 

Attorney for Plaintiff Roscnrnric Haage 
Robe1t D. fink 
Co ll iso n Law Offic es 
JJ4 N. LaSalk Street, Suite 1200 
Chicago, IL 60602 
Tel: (3 I 2) 906-7644 
E-mail: rfi nk@collisonltd.corn 

A ttorncy for Defendant Jose Pac hcco-Villnnucvo 
Jason fink 
Cio ld man and Grant 
205 W. Randolph Street, Suite I 00 
Chicago , IL 60606 
Tel: (.11 2) 781-8700 
E-mail: jasonfink@goldtnangrant.com 

Allorncy fur Dcfcn dn n( Alfonso Mon ti el Znvnlu 
Thomas L. Burdelik 
Thomas L. Bu1dc lik & Associates 
166 Wes! Wash ington Stred, Sui le 200 
Chicago, IL 60602 
Tel: (312) 2673-441 I 
E: m11i I: lorn@burdeliklaw.com 

ls/ ,1J1pqueline Y. Smith 

Attorney for Defendants Olrnu Esmcz and Rosalina Esmcz 
Jeffrey Grecnhuum 
Chilton, Yambcrt & Porter 
303 West Madison Street, Suit~ 2100 
Chicago, IL 60606 
Tel: (3 I 2) 460-8000 
E:mail: jgree11baurn@c yp-law.co111 
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1N THE CIRCUIT COURT OF THE NINETEENTH JVDIC!f I~CM~ []D 
LAKE COUNTY, ILLINOIS · 

ROSEMARIE HAAGE ) 

Plaintiff, 

v. 

ALFONSO MONTIEL ZAVALA, PATIUCJA 

SANTIAGO, JOSE PAOfEC0-VfLLANUEVO, 

OKAN ESMEZ, and ROSALINA ESMEZ. 

Defendants. 

) MA'l'} 6 2019 

) 
) 
) 

) 
) 
) 
) 
) 
) 

) 

17 L 897 

MEMORANDUM OPJNION AND ORDER 

This molter comes before the Court on Pluintiffs, Rosemarie l-laagc's, Motion for Entry 

of Protective Order and Authorization to Disclose Protected Health lnformation. Huving heard 

arguments on the motion, considered the statutory authority and case law, and being fully 

advised in the premises, lhls Court now FTNOS AS FOLLOWS: 

Plainliffhas filed a complaint at law ullcglng negligence aga inst lhc Defendants, 11long 

with resulting injury. Duri ng the course of litigation, Plaintiff flied a Motion For Entry of 

Protective Order and Authorization to Disclose Protected Health lnfonnation. Plaintiff attached 

a Proposed Order ("Order") and requested the court enter said Order. 

Pl ai ntiff states her Order fo llows the procedure set forth in HJ PAA, which permits 

disclosures of Pl-II for judicial and 11dministrn1ive proceedings. 45 C.F.R. § l 64.5 I 2(e). 

Disclosures nrc permitted in response 10 an order of a court, or in response to a subpoena, 

discovery request, or othel' lawful process, U1a1 is not accompa.uied by an ordi,r of 11 w url if the 
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parties agree to a prolccti ve order and have pr\lsentcd it to the Court, or have a.~kecl the Court for 

a protective order. I 64.512(c)( I). HIP AA requires th al the protecti vc order prohibit the-use or 

disclosure uf1he protected health informotion for any purpose other than the litigation and 

requires the return or destruction of the protected health information (including ull copies made) 

at the end of the litigation or proceeding. I 64 .512(e)( l )(v)(A); 164.5 \ 2(e)( I )(v)(B). 

Stn1e rarm Mutual Automobile [nsurancc Company ("Stute Fann"), a~ Intervenor, filed 

its Objections to the Order, arguing it would pince significant restrictions and obligations on it as 

Defendant's liabili1y nnd casualty insurer. Specifically, State furn, objects to parngraphs 9 and 

IO of \he Order, on the ha sis that the restricti ons se1 fo rth in the Order directly conflict with State 

Farm 's obligations and rights under Illinois Law. 

Stntc Furm correctly observes that the Order would require i1 to return or destroy all PHI 

received pertaining to the Plaintiff in this cu.sc fulluwing the conclusion of this litigftlion. Also, 

the Order prevents State Frum from using any tnedical information put into its claim records for 

other lawful purposes that are expressly permitted or· required by statutes or rngu lations 

applicable to State Farm's operations. As a result, State farm maintains that, if it complies with 

the Order, it would foll shon of its oblig1il ions under both lh~ Illino is Insurunce Code and 

Administrative Code to maintain a complete record of its claim files, thereby subjecting it to 

possible disciplinary nction under Illinoi s \nw .. 

Particul11rly, State Fann cites to the IIC, 2 15 ILCS 5/1-1516, and the accompanying 

administrative code, 50 Ill. Admin. Code IO 1-9500, which reg11latc the business of insurru1ce in 

Illinois . Illinois regulates the insurers' use of re1;ords, and also regulates their di sposul nnd 

destru~tion. Regardl ess of the type of record or line of insuruncc, an insw·cr is au thorized to: 

Dispose of or destroy records in its custody rhat are not needed; 
a) In the transaction of current busi ness; 

2 

A.66 



SUBMITTED - 11664789 - Michael Resis - 12/30/2020 1:58 PM

125918

b) For the fina l settlement or dispo.~ition of (lJ1y claim arising out of 
a policy of insurance issued by the company; or 

c) To determine rhe financial condition of the company for the 
period since the date of the last examination rnporl of the 
company officially filed with the Department of Insurance, 
except rhnr these records mu.~1 be maintained for at least 7 years. 

50 Ill. Adm. Code 901.20, 11mended in, 40 Ill . Reg. 7895, eff. Mny 23, 20 16. 

Both the Illinois Insurance Code and the Administrative Code indicttrc that insurers ore to 

maintain a complete record of.all books, records and accounts, including claim files and claim 

dota, an<I to make that informlltion avai lable upon request by the lllinois Department of 

lnsuranee for examination. 215 ILCS 5/l 33(2) and 5/132.4; 50 rn. /\dm. Code 91 !).30. 

State: fam1 requests this court deny Plaintiffs Motion for Entry of the Proposed Medical 

Protective Order and adopt the form routinely used in the Circuit Court of Cook County under 

GAO I 8-1. The Cook County nrder does cot have the language conlaincd in paragraphs 9 and 

IO of Plnintiffs Proposed Order and insc11s language that: 

Pennit[s) insurance companies to receive PHI or what would otherwise be 
considered Pl·U from covered entiti es, business associates, and parties in 
litigation and to disclose, maintain, use, and dispose of PH ! or wh11t would 
otherwise be considered PHI in conformity wilh all applicabk federal luws 
and regulations and the Illinois lnsurnncc Code ond its accompnnying rules 
and regulations; and 

The Cook County order eontains additional la11guage permitting disclosures: 

To insurance companies to disclose, maintain, use, and dispose of PHI or 
what would otherwise be considered PHI to comply and conform with 
cum:nt and future applicable federal and state stlltutc, rules, ond regulations 
for these purposes: 

l. Reporting; investigating; evaluating; adjusting, negotiating, 
arbi1rating, litiguting, or settling claims; 

2. Compliance reporting or filing; 
3. Conduct describt:d in 215 ILCS 5/1014; 
4. Required inspections and audits; 
5. Legally required reporting to private, federal. or stutc 

governmenral organizations, including hcn llh or meclicul 

J 
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insuruncc organizations, and to the Centers for Medicare and 
Medicaid Services (CMS); 

6. Rate setting nnd regulation; 
7. Statistical infom1ation gathering; 
8. Underwriting, reserve, loss, und actunrinl colculntion; 
9. Drafting policy hu1gu11gc; 
10. Workers' compensation; and 
11. Determining the need for and procuring excess or umbrella 

coverage or reinsurance. 

PlaintitT disputes State farm's Interpretation that these sections of lliinois law require 

them to keep medical records and PHI prodlrncd to Stutc Farm that is reviewed and considered in 

connection with State Farm's payment and handling of insurance claims such ns those pursued by 

Plaintiff. She argues that neither the Illinois Insurance Code nor the Illinois Administrative Code 

require the retention of Pm and suggests there has never been a disciplinary action taken against 

Stute Fnnn for foiling to muintnin PHI, despite tens ofthousnnds ofcuses having HIPAA 

protective orders entered every year requiring the return or destruction of the records. Further, 

Plaintiff maintains that State fann hos failed to provide any guidelines or regulations requiring it 

to keep Pl-II for "business operotions" and "certain insurnnce functions," 

Pr<!cmption of State Law by HIPAA 

However, if Stnte FOim's nrgument iu correct, that HIPAI\ rc:quirernems for II qunlified 

protective order in I 64 ,5 l 2(e)( I )(v)(A) and 164.5 I 2(e)( I )(v)(B) conflict with obligations and 

rights under Illinois law, then this court must determine whether the HIPAA requirements 

preempt l!linois state law requirements for Stutc Farm. 

The court begins its annlysis with the beclroek prineiple that the Constitution designates 

the laws of the United St1Jtcs as the supreme law of the land, requirin g that "all conflicting state 

provisions be without effect." Maryland v. Louisiana, 451 U.S. 725, 746, I 01 S.Ct. 2114, 2128-

29 (1981); sae also U.S. Const. art. YI, cl. 2. Accordingly, where stntc and foderal law directly 
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conflict, "state law must give way," PLIVA, Inc, v, Mensing, 13 J S.Ct. 2567, 2577(2011), In 

addition, "(t)herc is no doubt that Congress may withdraw specified powers from the States by 

enacting a statute containing an express preemption provision," Arizona v. Uniwd Stutes, 132 

S.Ct. 2492, 2500-01 (2012). As lhe Supreme Court has explained, "[wjhtin n federa l law 

contains an express preemption clause, we focus on the plain wording of the clause," us the pluin 

language of the text is "the besl evidence of Congt·ess' pn:emplivc intent." Chamber of 

Commerce of U.S. v. Whiling, 131 S.Ct. 1968, 1977 (20 l 1) (internal quotation omitted). 

In drafting H[PAA, Congress included un express preemption provision. 42 U.S.C, § 

1320d-7. HIPAA's preemption clause provides that the statute "shall supersede any cor1trnry 

provision of Srnte law," and lists certain exceptions that are not at issue here. ld. § l 320d-7(a). A 

slate law is "contrary" lo HIPAA if: 

(I) A covered entity or business ussociatc would find it impossible to 
comply with both th<: State and Fedcrnl requirements; or 
(2) The provision of State law stands as an obstacle to the accomplishment 
and execution of the full pm poses and objectives of ... section 264 of 
Public LJlw 104-191 .... 

45 C.F.R. § 160.202. However, HIP AA, does not preempt state laws that provide "more 

stringent" privacy protections. See id. § I 60.203(b) .. 

As to Lhc first clement., whether a covered entity would "find il impossible to comply 

wilh both the Stale and Federal requiremcnls, State Farm has argued tliat it canaol comply wit11 

both the HIPAA requirements for a qualified protective order nnd Illinois luw. Likewi8e, 

covered entities cannol comply with HIPAA if Illinois legal requirements for record retention 

and use of PI-II are inserted into the qualifad protective order. Stale Fu.rm's suggested order 

allows insurance companies to disclose, maintain, use and dispose of PHI outside of the litigation 

5 
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and docs nol require them to destroy or re turn the PHI at the encl of litigation. This directly 

contrasts with the re(]uiremcnts ofHIPAA. Saa 164.512(e)(l)(v)(A) and 164.512(e)(l)(v)(U). 

Adopting the Cook Counly lun&unge would result in a protective order thal no longer 

contains the two requirements set forth in the HIP AA lo allow a covered entity to disclose PHI in 

respomt: ton s11bpoena, discovery request, or other lawful process. Withnut the requirements in 

164.512(e)(l)(v)(A) and l64.512(e}(l)(v)(B), 11 covered entity no longer has a valid HIPAA 

qualified protective ord1;;r to allow disclosur~ of' PHI. 

As to the second element, whether Illinois law is an "obstacle to the accompli~hmenl und 

execution of the foll purposes nnd objectives of[HIPAA section 264]," thi: court mu~t consider 

Congrc~s• intent. One of lht: congrt:ssionul objectives in enacting HIPAA was to address 

concerns about the confidentiality of patients' individually idenlifi11bl e health 

information. See Health Insurance Portahilily and Accountability Act of 1996, Pub .L. No. 104-

191, § 264, 110 Stat. 1936; see also S. C. Med. Ass'n v. Thompson, 327 f'.Jd 346, 348, 3.54 (4th 

Cir.2003) ("Recognizing the import1111cc of protecting the privacy of heal th infomiation in the 

midst of the rnpid evolution of hcnlth infonnntion systems, Congress passed HIP Min August 

1996."), To that end, Congress provided for the SeGretary of Health and Human Services to 

promulg111e privacy regulations uddrcssing ind ivich1uls' rights to individunlly idenlifi~ule health 

infonna1ion, procedures for exercising such rights, and the uses and disclosures of such 

information. Pub.L. No. 104-191, § 264(b) & (c)(I); S.C. Med. Ass'n, 327 P.Jd at 349. In 

compliance with the statute, 1he Deportment of Health und Human Services is8ued final 

regul~tions known as the "Privacy Rule." S.C. Mad. Ass'n, 327 F.3d al 349; see also Citizens/or 

Jlea//h v. Leavirt, 428 f.3d 167, 172- 74 (3d Cir.2005) (detailing the hi story of the Privacy Rule's 

promulgation and explaining its requirements). As 1he Depurtment explained when Rnnouncing 
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the Privacy Rule: "It is important to understand this regulation as a new federal Ooor of privacy 

protections that does not disturb more protective rules or practices .... The protections are a 

mandatory floor, which other governments und nny covered entity may exceed." (65 Fed.Reg. 

82471 (Dec. 28, 2000).) 

ln particular, Congress sought to protect patients' PHI during a judicial or administrative 

proceeding by allowing disclosure by suhptH.ma, discovery rnquest, or other lawful process only 

if satisfactory assurances that a qualified protective order hos been suught. 45 C.F.R. 

§ I 64.5 I 2(e). The Department stoled such o qualified protective order would "guard lite 

confidentiulity of the information." 65 Fed. Reg. 82530 (December 28, 2000). In addition, the 

Department encouraged "the development of 'model' protective orders that [would) facilitate 

adherence with this subpart." Id. 

State Fnnn 's proposed Cuok County order would eliminate the two requirements set forth 

by the Departrnent for a qualified protective order and would not provide the confidentiality llnd 

protection of PHI envisioned wh1.m the Privaey Rule was em1cte<l. Further, the Department 

anticipated the use of modt:l ordorn und iL seL forth exactly what the model orders must include in 

164.512(e)(l)(v)(A) and 164 .S 12(e)( l )(v)(B). Instead ofcxceeding the protective rules of 

HIPAA, the state law re4uiring State Fann lo maintain the PJ-ll and allow disclosure outside of 

litigation impermissibly lowers the protective floor that Congress sought to provide in enacti ng 

HIPAA and certainly nets us an obstacle to the uccomplisftment and execution of the foll 

purposes and objectives of HIPAA. 

Applying the plain language of HIPAA's express preemption clause, the Illinois laws 

cited by State Fann urc preempted bccnuse they are contrury to HIPAA. A covered entity would 

find it impossible to comply with both the St.ate and Federal requirements and the Illinois laws 
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UJC an obstacle to the uccomplishmenl ond execution o!' the nill purposes and objectives of 

HIP AA section 264, 1 

Applic11bility of HIPAA to Liability Insurer~ 

Additionally, Stc1te f'arm states the Plaintiffs proposed ordtor sctob to bind Srntc Farm to 

the requirements ofl-ffiJAA when it is expressly exempt from the application ofl·IIPAA. State 

Farm argues that it is not sL1bject to the HIP AA regulations and must follow existing state 

ins111ance law and regulations govtming in surers, While the coun ugrecs that property and 

cusualty liability insurers are not covernd entities under H!PAA, such reasoning does not exempt 

State Fann from obeying n protective order entered by this court with respect to Pl-n which has 

been produced by a covered entity. Covered enti ties cnnnot disclose Pl-II in certain 

circumstances without a qualified protective order containing the provisions in 

164.5l2(e)(l)(v)(A) and 164.512(e)(l)(v)(B), 

All parties r~ceiving the PHI are bound to follow the qualified protective order of the 

court regardless of whether they arc a covered entity under HIP AA in the first instance, State 

Fann's logic runounts to stating they need not follow any order of th!! COLI.rt with HIPAA 

provisions, since they nre not a covered entity. The qualified protective order loses its 

effectiveness in protecting a patient's PHI if non-covered entities may ignore the rcstridions 

required by HIP AA, Non-covered entities would broudly include attorneys, expert witnesses, 

casua lly insurers, etc, It is obvious that Congress did not intend for attomeys ru1d expert 

witnesses to he free to use PHI for their own private business pw·poses at the close of litigation, 

1 The Cour1 asked the po11ies to •ddres, the possible nppli c111 lnn of the McCnrron-Forg,aon Act, which prohibits 
feclcrnl preemption of stuto lows thot 1ogula1e i11 ,uru11cc, "unless the t'cderol stat ule cxµross ly 011t1ouncc[1J Congress' 
specific intention to inject itself into the area of stoce insurance t~w." U.S. v_ Rhode Island lns111·cr1 ln,olve11cy 
Fund, 80 r .Jd 616, .120 (1996), Neilhor· party argued 1hat 1h~ Ac! ~rplltd in this caso, Thorufora, thi5 Court will 
not uddrijSS the issue, 
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simply by virtue of the fact that they are non-covered entities Linder the Act, Accordingly, State 

Farm's status _as a non-covered entity has no relevance as to whether t.he quolificd protective 

order should be nltered. 

Altcrnntlvcs to a Qunllfied Protective Order 

Finally, State Farm argues thot there are alternatives to issuing a qualified protective 

order under HIPAA. It deem3 the Plaintiff's proposed order a "court order" wider 

164.512(e)( I )(i), instead of a qualified protective order accompanying a subpoena, discovery 

request, or other lawful process under I 64.5 I 2(e)( l )(ii). However, there is no indication that 

Plaintiffs Motion was for a court order under 164.5 I 2(e)(l )(i), In fact, in both State Farm's 

Objection and Plaintiff's Reply, the argL1me11ts centered around a 4ualificd protective order 

pursuant to 164.5 l 2(e)(l)(ii). While the HIPAA regulations do provide several different ways in 

which a covered entity is permitted to disclose PHI, Plaintiff has chosen to secure a qualified 

protective order under I 64.512( e)( l )( ii), State Farm provided a good justification for this choice 

in its brief, "personal injury litigation often implicates HIP AA because parties seek to obtain 

medical information through discovery requests sent to claimants' health-care providers." 

Whether a different method could be used to permit disclosure is irrelevant as to whether the 

qualified protective order nt issue should be changed to avoid conflict with Stnte Farm's alleged 

obligations and rights tu1dcr Illinois Law. 

CONCLUSION 

State Fann'sjustification for the proposed alteration of Plaintiffs requested qualified 

protective order is a conflict between HIP AA requirements and Illinois insurnncc law regarding 

the use and retention of Plaintiffs PHI. However, HIPAA has an express preemption clause 

that, when applied to this matter, acts to preempt the Illinois laws which would otherwise 
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obligate or permit Stnte Furrn to keep and maintain the PHI well after the litigation has ended. 

State Farm's other argwnenl regarding its status as a non-covered entity under HIPM foils to 

nddrcss the fact thnt, in the case at bar, Stnte Farm would be receiving the PHI.from a covered 

entity, and thut all parties receiving PHI from n covered enLity are subject to the requiremcn1s of 

a HIPPA protective order. Further, the Plaintiff has chosen to seek R qualified protective order, 

and Stutc Furm 's argi1me11t that a different method could be used to seek authori1 .. ntion hns no 

bearing on the question currently before the co11rt. Accordingly, this court dcnie~ State Farm's 

request to enter the Cook County order and grants Plaintiffs Motion for Entry of Protective 

Order w1d Au1horizution to Disclose Protected Health Information. So Ordered. 

DATE: 

ENTER: 

May 15th, 20 19 

Mitchell L, Bot1'JlUl1ll 
Mitchell L. Hoffman, 
Circuit Judge 

10 

A.74 



SUBMITTED - 11664789 - Michael Resis - 12/30/2020 1:58 PM

125918

IN Tllli CffiCUl'f COURT Ol'THE NlNETllENTll JUl)JCII\L CIRCUIT 
LAIOc COUNTY, ILLINOIS 

ROSRMAlUE H.i\J\Oll ) 
) 

Plolntlff, ) 
) 

~ ) 
) 

,ALFONSO MONTIIlL ZAVALA, l'A'flllCIA SANTIAGO) 
JOSE l'ACHECO-VO..LANUEVO, ) 
OKAN J!SMEZ, nnd ROSALINA ESMEZ ) 

) 
Dcfundu11e;, ) 

mrAA l'ROTECTIYE OROF.R 

Thi!i c:ourt finds 1ha1 th is cour1 order Is necessary 10: 

No.: I? L R97 

{ft 0/J, & IQ 
MAY .l 6 2019 

I. Protect~ party's righ t. 10 privocy as c11nrnn1ecd by a11iclc I, section 6 of the .Illinois 
Constitution for each por1y ii, this lnwsuil; 

2. Prn\r.c1 n psrty' :1- rich1 tr, remedy u e,11arontcr.c1 by ilrtir.lr. l, scr.ti on 12 of tht Illinois 
Constitution fnr cuch party in 1hi,\ ln w~ui1; 

J. Ensure the parties' compllonce with the Health lnsurnnce Portabillly and Accou111ah ility 
/\ cl nf 1996 (Hl'PAA) und iu a.c.c.amponylu« rule.ti n.nd rcgulntic1n govcminr, the disclo~urt:., 
mnintenanr.e, use, ond dispo1ul ofpro1ected health Information (PHI); 

c1, For (h t, purpl'Aes of thi~ 1-tlPAA Prul1,;1,,;livc Order, ''proh:cletl hen 10, inCom1ulion" .$hall bavc 
U1e s•me ~cope u11d dcf1nitio11 u S< I lorth in 45 C.f,,R, §160.103 und 164.501: Protecwd hcnlUt 
informotion inc lu<lcs1 bul is 1101 limi ted lo . tu::uhh in for uia1io11, ir1cludin ~ dtmoarnuldc in rumu1.tton, 
rclMine, to cilhcr (u) the past, prcsout, o, I\Jluro physical or 1r1e111ul cond i1i o11 of'un lm.lividuol; (b) 
Ille provi:.ion of care ofu11 indivlduid, or (c) 1hc pay111ent for c1ue p1 ovided to un individu"I, which 
identifies the i11dividu ti l or wh\clt n.:osonal>ly cou ld hy ux. pi.:ct~d lo iduo1ify Ou; indlvicJu11I. 

5. Hcquire covered entities, as defined in c1S <:.P.R. 160. I 0.1, lo disclo.i:;e " porty's PHI 
cx.prcss.ly pro vided in this Order ns rCl} ui rcd pur.,uru1I lo 45 C l·.ll. 16"1.517.(c) for use in th is 
liti sation wllhout a scp:uatc disclosure r1uthoriza1ion; however, notlung i11 th is orJer 1elicves any 
covered cnlily, p~r1y, their a11omcys, their llllomeys' ngl!11t1o ur rcprt:scn1ativcs 1 comul1unls, olhcr 
wihu:sses, t111 d other perso11nol who ,equcst, re cc: lvc:, P.nd/or rovicw docunu:mls con1uining PHI, 
from complying with lhc addi tionul rerp1irenicnls of: 

The Ill inois Mentnl flenllh & JJ<:vr.lopmr.ntn l Oisnbilities C:onfrdr.ntinlity ACI (740 lLCS 
I JO/I ct sc<1 .); 
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The Aids Confidentialily Act (410 n_cs 305/ 1 ct seq,) ; 

Alcoholis111 & Other Drug Abuse & Dcpcudcncy Act (20 ILCS J0l/)0 -5 ct seq.); 

l'ederal low which protects certain drug and olcohol records (12 U.S.C. §~ 290dd-), 290tt• 
J; 42 C.11.R. l'nl1 l); 

The Genetic lnlom11t1ion Privocy /\Ct (410 Tl.CS 5 IJ/15); 

Physiclon and Potlcnt, 735 IL.CS 5/8-802(1); 

Medico! J>otlenls 11,l~hts Act (•110 It.CS ~Oil ct seq); ~nd 

Any and oil other .1pplicoblc fcdernl uml .stlltc laws nnd rci.;ulution s reculetinc or covcmlnn 
the requi::st, rcvicw1 tir disclosure of PHI, to the cxlenl such l11ws amJ re8lllfHious are not 
rrc·<:lllpied by H!PAA. 

6, Aulhoriie {l\c parties nnd th ei r nl1omcy.s to receive, subpoenn. ond transin h PHI porLDluing 
to PluintiIT, to tht: cxtcnl ;md subjccl to U1e condition.\ nullinod he,ein, 

'I. Pennll thC partits and their Atlomcy~ to u.sc or disclose Plalntlfrs (tHJ for ·purposes of 
proseoutlna; or defendi1tg U, is uctlo1, i11cludinu ,,rny Kppta!s in thi s case. This includcc.1 bul Is not 
neces1'11rily limited to 1 disclosure lo Lhcir ill\orncys 1 experts, cousul(o11!i, court pi:rso11ncl 1 wurt 
rc::por1crs, copy !trviccs, lrial C-011s11lt1m1s, 1rnd other cntille.s or pcrson.i. iovolvr.J i~, Ilic litiB11lio11 
process. 

8. Permit the p.1nics .u1J 1hcir l.1110111\!y)· \U rcxcivc PH[ from cuvc,~<l cutilics, liusine:,; s 
ussociatcs , ;tnd µa.rtic:i: iu li1iua1iou, pl'OvidccJ thttl lhc 4.':ovr.recl c11tity, husineH i'\ssocimes, emi 
11urties iu li\igotlon disclose onl}' the PH I expressly outhori2.ed in th is Ordur. 

9. Prohibit tho pe11lcs and sny uthcr pmuus or entities from using or tlisclosinc the PW for 
any purpose olher thnn lhe 1i1ig.utio11 or procoedi nc for which it wos req uested u.s rcquircU by 45 
C.F.R. 16Ul1(e)( l}(v)(A); 

10, Requlr~ the re&um l!flJte PJ-0 10 L11 e CO \/Crt:d entity or th~ LieMruction of lhe inform;ition a1 
the end of the litigation or proccodini., rci1uircd by 45 C.F. R, I 64.5 I 2(e)( I )(v)(ll). 

THIS COUR T OllDEI\S nrE FOLLOWING: 

I. The PHI ofciny purty in th is lawsuit rnaynot be Jisc J05c.J for any rca:w n withuul thnt p1u1y', 
prior wtittcn consent or an Order or this coun specifying the scope of the PHI lo be 
disclosed, the recipients of the disclo,erl Pl JI , and the Jrnrpose of the cli.,closu te.. No con.Jeni 
to disclo,urc shnll r.onitl tulc I\ con.1;ont to re-di~closuro unlc.,s .rn spcoiticd in dctuil . 

2. Pursuant lo 45 C.F.R. § 164.512(e)( l)(i) No su hpoou&s for lnfon11atiou or tanciblc itcins 
perta ining lo PIMinliff shall l>c served liy Ocfc:mJant without Court Or<ler1 unless by prior 
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ugrccme11t of counsel. No .wl>poc,111 fur 11 u11y aud all" ,eco,Us sl111II issuci rnlln:r, 1111y 

subpoenn lllt1$it specilienlly be rcsrnctcd to five (5) ycus prior to 1hc lncicto,11 and itilote 10 
the co11d i1io11 D.11(1 portioris of Pl11i111iJf'.\ body u11npl11i11cd of; \pccltic11 lly, her b~ck1 hip und 
lower r.xlrcmitic~. 

3. ,\ny subpocn• m•y i«u• only 11po11 no ie<S than fom1ccn dny, notice to Plttinlit'f. Dc[cnd•nt 
~h,i.11 provide R copy of records received in response to Any suhpoenft to All pnrtic s within 
scvc.n d•ys of receipt of record.,. Dct'cnd•nt shall provide n copy of record, received in 
rc.sponsc 10 any subpoena to •II ponies within seven days of receipt of record, . 

4. The only disclosures permitted by thi!i Order tuc lhe~c: 

A. All paticnts/pMtlc.s whost. PMI is subjecl to disc\osurc ore presumed to hnvc opted 
out of llllY disclosure or mainton•ncc of l'HJ to •ny 1-Jcnlth lnfom1ot lo 11 Exchonge, 
however cnllcd, nrnJ who1hcr or not such Hcal1h lnformi\tion £,cch ruige or sirnilnr 
informationnf <ltpo.~itnry is licensed In Illinois; 

B. As orde,ed by this or a11otllcr cou11 or arbitral body or by subpoena with rcusonable 
notice to the pnrtics Attorney of record in the ins-t11nt rm1.11cr or their dcs\gnCc, tor 
purposes of subrogation, reimhur~cmcnt, or payment of lien! rm!iing out or or 
related 10 thi.~ lawsuit: 

C. To the p1.lt1ic 5, of1his lawsuit nnd thei r 11p.,ents; un<l 

D. As ncccssory to comply with nny 01hcr f'Cderal or state laws. rules, or rcguliitio1u,·, 
but only to the ex tent that ench comply with the requirements set forth by 1-ID'AA 
or h~vc more stringent protection not prc.•cmplcd hy f·nPAA. 

6. Any covered cnllly over which this courl hns ju1-i.~dic0011 thi\t foils or refuses to c.Jisclose 
PHI in oc:conJo11cc with thi~ <..:nurt Order muy be !iubjcct to all !lnnction Aulhodr.ed by the 
Code of Civil Procedure and che Illinois ,suprcm~ Court rulc.c; , 

7. A pnrly to th is lnw1uil mAy provicle PHI to on rn1cii.i.closcd con~uhlnu oxror1 or con1rullccl 
expert witness 11s defined In Jlllnols Supreme Coun Rulo 21 )(1)(3), but only one, rccolvlnc 
wri11cn ncknowledgemcn1 thut 1.:.v.ch :-.01.:h c.;x.rcn or witness 11.grccs lo be bound by the lcnns 
oflhis unJur, Counsel shull lllk.u ull ollu.:r reuslmal>le sltips tu 1,:nsurn lhot per.ions reccivinc 
Plui11\lfr~ PB.I do 110\ us:c or disclo"e such information for any purpose other than this 
litigl\1ion. 

8. Within 60 days aner the conclusion of the litiRation, i11cludi11g aµµe11ls, tho panics, their 
nttorneys, ln.HHl\ilC'-C C',omp1'nics 11nd ony pcr!iOn 1)r entity in po!liscssion of PJ-lJ received 
purs111mt to 1his Order, .'lhRII return Plaintiffs PHI to Uic covered entity or dc~ttoy nriy nnc1 
oll copies of PHJ portulnlng to Plointil'f, includinc uny electronically stored copy 01 lmugc, 
cscept thot counsel ore not rcq_uin:d to secure the roturn or destruct ion of PHI ,ubmitted to 
the Cou11, "Concluslon orthc Llllgntio11" ,hull be <lcfin•~ us the point ,1 which finul orders 
c.Jisposlng of the entire Ci\Sc OS loony Defcnc.Jont have been entered, or the time 11t which all 
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lrlnl 1111d 11ppclla1c proceedings hnve llc~n exhausted as 10 1111y De[cndaril. Proor of 
domuctlun/dele1ion of •II pro1ocled heallh luformution ond copici thereof which hove not 
been Ciled with rhc Court mny be mudc hy afflc.lavlt of counsel of recorct 1 lilod with Ille 
Court and OPP!>SIIIC CQIJ11S<!. 

9. The parties urc p1ohibi1cd frn,n i11cludi11g or at1auhi11g Pl·II to n11y docuinc111 filed with !he 
Cle1k of lhe Circuil Com1 without leave of Court l'l-11 11tc<:'ss111y for the court'~ 
consi<lcro.1ion of any molter mu.id be µrovidctJ scpttralcly. Any porty rc1.:civ ing Uu: Cuun's 
p~r1nissio1110 ot1nch ally PHI to u docuino111 to be filed with th• Clerk of tho Circuil Cou,t 
shall identify .such i.11fon11ntiu1110 tl1c Clerk of the Cour1 for st:hling of the i11form11tio11 tmd 
Clerk shall so senl such i11fo11nalion. A seporoto order s"oling lho rctord~ shull no! bo 
required. 

10 Proli,:cted health i11!0rmntion admitted into evidcn« !)hall be; •calcd 11l the close of tlu.1 
proceeding in which the e111dencc wos ndmittcd. DisclO.'il1rcs pur.su:tnt lo this Order 9hall 
ceu>c at the close of the proceeding or 1cnninatio11 ot'the litigation or arbitration. 

11. O1\icr than !he par1y whos<: Pfll Is nt lss11~ or tbat par1y 1s altornuys, no purtics or Lhcir 
ae,ents ure pcrmitle'd to requesf 1 ob1ain, or disclose PMf or nny oth&r type of mctlical bills, 
records, or tclated infomrn1jon other tho11 through the form11I discovery procedures 
au1hori1.ccl Uy the Code of Civil J>roccd uro, lllinois SlJprernc Court rulc.s, ~nd orders of this 
C0\111, 

12. 1111 requests hy or on bohnlf of any Defondanl for protected health lnformotion, includina 
bu1 not limit~d lu subpo1:nus, ~111,ll be uccompcmi'"<l by II c.:omplctc copy uf<his Or<lt:r, The 
por1lcs- including: their insurl!rs ond counscl- irro prohibited !,om usinl( or disclo~inc 
pro1cctcd hculth l11fo11nu1io11 for o.ny purpost: otl!cr thll11 lhi): lillgallon. "Disclose" shall 
have the same lhc same .\cope ilnd definition as sci forth in 45 C.f .R. §160. I0J: "lht: 
n=l..;~s~, 1ru11sfcr, provision of i'cccss to, or divulging in any mant1er of infornrntion outside 
lhc entity holding the infonnntion." 

IJ. lfony porty u1ilius lhe services ufil lhlrll-porty 10 lssuo ony subpoonl for protcc<cd bonlih 
Information of Phd111iff, il slrnll be U1r. rcqucsliuu par1y'!i obliuntion lo <:n.'i:\lfc; that this ordo, 
Is oomnlicd will, by lhc lhird purly; i11cludi11g thnl lhe issuin~ subpuono 11nd ony 
accompanying correspon<lcrn;c tu111ply with lhi.s OnltT. 

14 . Thii. Co1111 rc.t11in5j11riscliclion ofU1c co~c nf\er judgment or di1Unissdl, for (he p11rpo:1cs of 
ensuring compliance wirh this Ordec. 

NDGI:! 

Mite.bell L. Hottman 

Dale; 
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ILLINOIS APPELLATE COURT 
SECOND DISTRICT 

A pri I 2, 2020 

Michael L. Resis 
Sm ithArnundsen LLC 

55 SYMPHONY WAY 
lllLGIN, IL 60120 

(847) 605-8750 

150 N. Michigan Avenue, Suite 3300 
Chicago, IL 60601 

RE: Surlock , Agnieszka, et al. v. Starcev ic, Dragos lav 
Appeal No.: 2-19-0499, 2- 19-0500 
County: Lake County 
Trial Court No.: l 7L897, I 8L39 

Appellant's petition for a certificate of importance is denied. Appellant's motion to expedite the 
ruling on the petition is den ied as moot. 

If the decision is an opinion, it is hereby released today for publication. 

Honorabl e Donald C. Hud ·on 
Honorable Joseph E. Hirk ell 
Honorable Kathryn E. Zenoff 

<lit /Ji v " a(tiY Mf "--
Jeffrey H. Kaplan 
Clerk of the Court 

cc: Glen Edward Amundsen 
Jason Neal Fink 
Jeffrey S. Greenbaum 
Marc J. Prendergast 
Robert Don Fink 
Sulema Medrano Novak 
Thomas L. Burdelik 
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IN THE CIRCUIT .COURT OF COOK COUNTY, ILLINOIS 
COUNTY DEPARTMENT, LAW DIVISION 

GENERAL ADMINISTRATIVE ORDER 18-1 
STANDARD ll'.IPAA QUALIFIED PROTECTIVE ORDER 

Pursuant to the order eutered in the case of Marc Shull v. Eric Ellis, 15-L-9759 (and 
all consolidated cas.es), all Qualified Protective Orders, entered pursuant to the prov1sioos 
of the Health Insurance Portability and Accountability Act of 1996 ("HIP AA"), shall 
conform to the attached standard approved format, proposed in the above-captioned order. 

All motions and orders for I-IIPAA Qualified Protective Orders shall be presented on 
all motion and individuat calendars in accordance with any applicable standing orders, or 
"Routine Motions," with proper notici::, must be specificully labeled and contain a specific 
reference to the HIP AA statute. 

General Administrative Order 17-4 be uncl is hereby vacated, 

IT IS HEREDY ORDERED that this Order is entered October 29, 2018, and will be 
sprencl upon the records of the court. 

Dated at Chicago , Illinois this 29'h day of October 29, 2018, 

JUDGE JAMES P, FLANNERY 

OCT 29 2018 
Clroult Court-150E 
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·Plaintiff, 

v. 

Defendant. 

Findings 

IN THE CIRCUIT COURT OF COOK COUNTY, ILLINOIS 
COUNTY DEPARTMENT, LAW DIVISION 

) 
) 
) 
) 
) 
) 
) 

No. 

HIPAA QUALIFIED PROTECT E ORQER 

This. court explicitly finds that this court order is necessary to: 

1. Protect a party's right to privacy as guaranteed by article I, section 6 of 
the Illinois constitution for each party in this 11.lwsuit; 

2. Ensure the parties' compliance with the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) and its accompanying rules and regulations 
governing tho disclosure, maintenance, uso, and disposal of protocted he.alth 
information (PHI), see generally 45 C.F.R §§ 160.103 & 164,501; 

3. Require cuv0red entities, see 45 C.F.R. § 160.103, to disclose a party's PHI 
for use in this litigation without a separate disclosure authorization; l1owever, nothing 
in the attached order relieves any covered entity, party, business associatA, or their 
attorn0ys, attorneys' ag'l:mtll, represonLatives, or consultan ts , or various other 
witnesses, or other personnel who request, receive, or review documents containing 
PHI, from complying with the requirements of the following statutes and regulations: 

Mental Health and Developmental Disabilities Confidentiality Act, 740 
TLCS 110/1 - 17; 

AIDS Confidentiality Act, 410 ILCS 305/1 - 16; 

Alcoholism and Other Dru g Abuse and Dep(mdency Act, 20 ILCS 
301/30-5 - 10; 

Any federal statute or regulation protecting certain drug and alcohol 
records, see, e.g., 42 U.S. C. §§ 290dd-3, 290ee-3; 42 C.F.R. Part 2; 

Genetic Information Privacy Act, 410 ILCS 513/15 - 50; and 
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Any and all other applicable state~ and federal laws regulating or 
governing the disclosure , maintenance, use, and disposal of PHI. 

4. Permit insurance companies to receive➔ PHI or what would otherwise be 
considered PHI from covered entities, business associates, and parties in litigation and 
to disclose, maintain, use, and dispose of PHI or what would otherwise be considered 
PHI in conformity with all applicablo federal laws and regulations and the Illinois 
Insurance Code and its accompanying rules and regulations; and 

5. Further the interest of tho State of Illinois in regulating the business of 
insurance. 

Stipulat~ 

A party disclosing PHI expfaitly stipulates that she or he: 

1. Read this cour t order before signing their name to be bound by it; 

2. Unden itands the eontents ofthiH court order; 

3. Stipula tes to the entil'e contents of this court order; 

4. Understands t hat by refusing to consent to the contents of this coux l 
order, the coUl't may impose sanctions up to and including tho dismissal of the 
complaint. 

Order 

BASED ON THESE FINDINGS, STIPULATIONS, AND THE SIGNATURE 
OF ANY PARTY CONSENTING TO THE LIMITED DISCLOSURE OF PHI AS 
STATED IN THIS DOCUMENT, THIS COURT ORDERS THE FOLLOWING: 

1. The PHI of any party in this lawsuit may not be disclosed for any reason 
without that party's prior written consent or an order of this court. 

2. A party who has disclosed PHI and agreed to the entry of this court order 
explicitly waives the right to privacy over tlrn discloRed materials but nnly to the extent 
provided in this court order. The only disclosures explicitly waived and expressly 
permitfad by this order om theso: 

A. To insurance companies to disclose, maintain, use, and dispose of 
PHI or what would otherwise be considered PHI to comply and conform with current 
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and future applicable federal and state statutes, rules , and t'egulations for these 
purposos: 

1. Reporting; investiga ting; evaluating, adjusting, negotinting, 
arbitrating, litigating, or settling claims; 

2. Compliance reporting or filing; 

3. Conduct described in 215 ILCS f.i/1014; 

4. Required inspections and audits; 

5. Legally required reporting to private, federal , or s f;ato 
governmental organizations, including health or medical 
insurance organizations, and to the Centers for Medicare and 
Medicaid Services (CMS); 

6. Rate setting and regulation; 

7. Statistical information gathering; 

8. Underwriting, resei·ve, loss , and actuarial calculation; 

9. Drafting policy language; 

10. Workers' comp ensation; and 

11. Determining the need for and procuring excess or umbrella 
coverage or reinsurance . 

B. As ordered by this or another coutt Ol' arbitral body or by subpoena 
with reasonable notice to the parties and their attorneys for purposes of subrogation, 
reimbursement, or payment of liens al'iBini; out of or related tu this lawsuit; 

C. To the parties to this lawsuit and their agents; and 

D. As necessary to comply with any other federal or state laws, rules, 
or regulations, but only with the party's express consent and entry of an appropriate 
cour ~ order. 

3. Any covered entity over which this court has jurisdiction that fails or 
refuses to disclose PHI in accordance with thiH court order may be subject to all 
sanctions authorized by the Code of Civil Procedure and the Illinois Supreme Coul't 
rules. 
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4. A party to this laws uit may provide PHI to a n undisclosed cons ulting 
expert or controlled expert witness as defined in Illinois Supreme Court Ru le 213(f)(3) 
but only after receiving written acknowled gement tha t each such export or witness 
agrees to be bound by-the terms of thi.9 order. 

5. At tho conclusion of this lawsuit, as indicated by a court entered order of 
dismisi,H:11, all parties and other persons or entities subject to this court order possessing 
PHI shall by agroement eiLher return it t o the par ty or non-party about whom it 
concerns or their attorney of record in this lawsuit or des troy it in compliance with 45 
C.F.R. section § 164.6 12(e), such as by shredding, pulverizing, melting, incinerating, or 
de ga ussing. This provision does not apply to insurern that posse ss what would 
otherwise be considere d PHI under HIPAA, but only to the extent as limited in 
paragraph 2, or to the party who disclosod .PHI or h er or hfo attornnys. 

6. 0 ther than the parLy who discloi,md PHI or Lhat party's attorneys, no other 
parties or their agents are permitted to request, obtain, or disclose PHI or any other 
type of medical bills, records, or related ir1forma t.ion other than through the formal 
discovery procedures authorized by the Code of Civil P1·ocedure, Illinois Suprnme Court 
rules, and orders of this court. 

7. The pa:r:ties a.re prohibited from including or attaching PHI to any 
document filed with the Clerk of the Ci..rcuit Court. PHI necesHary for a court's 
con sideration of any matter must be provided separately. 

8. This court retains jurisdiction to enforce the terms of this order after the 
conclusion of this litigation. 

Dated: 
Plaintiff or Legally Designated Representative 

Dated: ________ _ 

Plaintiffs Attorney 

Dated: 
Defondnnt's Attorney 

Cirr.ui t CourL ,Judge 
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IN THE CIRCUIT COUlt'l' OF COOK COUNTY, ILLINOIS 
COUNTY DE PARTMENT, LAW DIVISION 

Marc S hull, ) 
) 

P lain Uff, ) 
) No . 15 L 97 59 

v. ) a nd all consolidated 
) cases 

Er ic Ellis , ) 
) 

Defe nd a nt, ) 

MEMORANDU OP INION AND ORD ER 

This court ha s been ta sked with reconcilin g a circuit court 
order with a s tate s tatute. The court order a t is, ue is th e Health 
Insurance Portability and Accountability Act (HlPAA) qua lified 
protective order (QPO) currently entered routinely by judg·es in th e 
Circuit Court of Cook Co unty. Tha t or der a utho rizes t he 
di sclos ure of a hti.gant's protect ed hea lth info rm a ti on (PHI) to, 
a mong· otlwrs , Lhc defomlants' irwurern e.x.dusivc➔ ly for use in the 
captioned litigation a nd requires all entities to r eturn or des t roy a 
litigant's PHI at t he lawsuit's conclusion, The s t atute in ques tion 
is the Illinois Insurance Code (IIC) . That s tatute, along· with its 
extensive re gula tions , requires prop r ty a nd cas ua lty ins urers to 
retain for seven years ne arly ev,iry type of document in their 
possession for va rious s t ate a nd indus try pur poses . 

In attempting to r econci le the order a nd the s ta tu te , this 
eourt n]cognizes tha t it rn usL 1:11110 considur HIP AA's pr ivacy and 
securi ty rules as well as the Illinois constitution, The la tter 
document explicitly gua r antees a r ight to personal pr ivacy that the 
Illinois Supr me Court has he ld ext ends to personal m edica l 
information, This couxt has concluued that the Circ uit Court' s 
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current HIPAA qPO confli.cts with both federa l and s tate law a nd 
the Illinois constitution by a u t.horizing: 

(1) t he disclosure of a plai ntiff's PHI to property and 
casu a lty i ns ur<-).t'ii despite the ir exemption from HlPAA; 

(2) th e rlisc.los ure of a pll'l intiff s P}U to properLy and 
cas u a lty ins urers without the p laintiffs expli.cit and 
knowin g waiver of her or hi s co nstitutiona l r ight to 
pr ivacy; a nd 

(3) property and casualty ins urers to l'etain JJl-11 only until 
the e nd of liti ga tion a lt hou gh th e IT.C:: r equires them to 
r e t a in PIII for at leasts •ve n years . 

This court further concludes tha t these conJ!icts arise from 
t,h p, sa rnn fnea l proble m - the cur.ren~ HIP AA QPO fai ls to inform a 
plaintiff who is disclos ing PH.I of Lh 0. competing con ~t.itu t ional, 
statu tory, and a dminis t rative interests in her or hi~ PHI. To 
remedy this proble m, this court ha s drafted a new Hll-' AA qJ?U 
and aLLached it as an exhibit. This court be lieves tha t the 
propos ed QP O is a narrowly Luilon !d s olu1.iot1 tot.his muJLi facoLed 
problem beca use it inform s a plaintiff how her or hi s PHl may be 
rnceive d, re t a ine d, used, and dispo sed of. With this information, a 
plaintiff may make an explicit nnd knowing waiver of her or his 
cons titutional r igh ts . 

On September 12, 2012, ,Judge WiJJiam D. Ma ddux, then 
presic.lin g judge of t,Jrn Circuit Court's La w Divis ion, e nt<➔ rnd an 
01·der a uthor izing the use of a s t a ndardize d QPO complia nt with 
HJP AA and its regulations. See Cir uit Ct. Cook Cty. Gen'l 
Admin. Order 12-1, at tache d as .l!.:x. A. 1 The court's pur pose in 
approving tho QPO was to avoid the vol uminous and rc pe ti tivP 
motion practice lhat would otherwise be required in individual 
law suits to authorize the Limited use of a litigant 's PHI. S ince the 

1 Illinois S uprem e Court. H,ul 1J 201(c)(l) auLhori,;c13 tho e ntry of protoc L1ve 
orders . 
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entry of Gene.r.al Administrative Ordc•1· 12-1, Circu.it Court jud g·es 
in the Law Division h ave entered the HlPAA ~WO in tens of 
thousands of lawsuits on a l'outine basis. The SA. m e HIP AA QPO 
is also· used i n other circuit court divi8ions . 

The QPO explicitly provides for the disclos ure, receipt, 
retention, and di sposal of P III by "current pnrtiP-s (and their 
a ttorneys) and uny future partie .~ (and their atlorneys) . ... " Ex. 
A, ,r l. To that end, l.itigants and their attorneys are expressly 
permitted to use PHI : 

in any manner reasonably connected with the ... 
ldif{cilion This includes ... disclosure to the parties , 
t h e a Uor neys' firm (i. e. , a Ltorrn:ys , :, uppurt s Luff, agt:nLs 
and consulta nts), the parties' insurers, experts , 
consulta nts, court personnel, court rnp ortern, copy 
ser vices , t r ial consultants, jurors, ve nire members and 
other entities inuolucd in the litigation process , ... 

ld. (emphasis added), if 4. The QPO also req1.1ires that at the end 
of all litigation, including any appea ls : 

any penmn or e nti ty in 1-i ossessir,n of "PT fT" ... shall 
des troy any und all copies of "PHI" pertaining- Lo 
--·-----' exc 'pt : 
(a) the defendant t ha t is no longer in the litig·a tion may 
retain "PHI" generated by him/her/it; and 
(b) the remaining defendants in the litigation, and 
persons or entities rec0.iving "}'HJ" from tho e 
defend.ants ... may re. ta in "PHI" in their possession 

Id. (emphasis in original), ~I 5, Finally , the qPO provides that 
partic}s mu s t comply with s tate statutes g·overning mental health 
and AIDS records as well a s s t a te and fed era l laws governing· drug 
and alcohol records . Id. at ,i 8. 
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On April 19, 2016, State Farm Mutual Automobile Ins urance 
Company (State Fa rm) filed in a no w-re lat ed I!._rocee ding,_?. a 
motion to compel the pla intiff to execute HIPAA a uthorizations for 
the r elease of h er PH.[ or for a court order req ui r ing their re.lease . 
Soon therea fte r, S LaLe F arm an d other prop(~ri,y and cas ually 
ins urers began filing similar motions in other cases .3 These 
motio n s came t o the attention of the curre nt Law Division 
P resid ing Jucl go , Ja mes P . Flannery. On July 13, 2016, Judge 
Flannery, on the cour t's own motion, entere d a n order based on 
the following finding: 

Motion Section ,Judges are be.ing· presented with a large 
n umber of motions challenging the language of the 
stn nd ard Law Divis ion TU PAA order, on thr~ hasi.s tha t 
[i ts] term s , which req uir e the rcl ul'n or de8 lrudion of.' 
... protected hea lth information ("PHl"), con.fiict with 
an insurer's federa l and state statutory obligation t o 
"m a inta in a complete record of a lI books , records and 
a ccounts ." 215 111. Comp. St a t. Ann. 5/ 1::]::] . 

Ex. B. Judge F lannery concluded that, in tho interest of judicial 
econo my, tho identified iss ue s hould be conso lidated before t his 
cour t for a djudication.rj 

In subsequent case manag·eme nt conferences , t his court 
extended a n inv itation to members of both the p lnin tiffo ' and 
dcfonclants ' I.Ja rs to pa rt icipate in the r esolution of the is i:;ue 
iden tified by Judge Flannery. Several law firms h ave been 
involve d in s ubsequent discussions , a nd this court wis hes to 
acknowledge especially the➔ work of J)a nie l S . Kirschner of Corboy 
& Demetria, co u nsc,d for S hull, and Glen E. Amundsen of 
SmitMmundsen, LLC, couns el for S tate Far m. Kirschner and 

i Spielberger u. H erma n, 15 L 9935 . 
3 Sta.te Fann was origina lly a non-party to these laws uit s, b ut fi led motions w 
inter vene UB rnquired hy the Cod0 of Civil Pror.odurn. See 73f:i ILCS 5/2-408. 
"Judge Flann ery issur.d hi s onlr. l' in Ji'ranklin u. Pace S ub. B ,.1,s Diu., Reg 'l 
Transµ. At.th., 1'1 Ml 302527 . 'l'hat, case se ttl ed, and on Ma rch 27, 2017, 
Judge Flannery <rn tcrcd a n ord er Lransforrin g tlw is.s u e to this case. Ex. C. 

4 

A.88 



SUBMITTED - 11664789 - Michael Resis - 12/30/2020 1:58 PM

125918

Amundsen have indicated in conespondcnce with this court that., 
despite th.e.ir_co-11_cer.ted_a11.d__cm:dia.Leffru:ls t.o agl'.iliLQruLcLcDfL 
replacement H IPPA QP O, they have bee n una ble to do so. To that 
end, St ate Farm submitted to this court a proposed replace nrn nt 
HIPAA QPO while Shull sub mittr~d a p r oposed s ubpa r agraph to be 
added to the exis ti n g H1 PAA QP O. 6 

State Fnrrn's proposed QPO _ret a ins much of Lhe exis ting 
HIIJ AA QPO but would order Lhut PHI be m a intained "in a 
confidential man ner" a nd "sha ll he des troyed a l the eondusion of 
this litigation" with th ree exce ptions . F irst, a bsent n comt order, 
"[cJonfidenLial medica l record ' re ta i11e d l>y dl~fo n.se cournrn l shall. be 
destroyed in a ccor dance with defo nse counsel's regular bus iness 
practic0s . , .. " Second, '"PI-II' provided to the Defen rla nt.(s) [sic] 
proper ty a nd cas ua lty ins u rer(s) sh a ll be destroyed a t th e earliest 
date that permits the i nsure r to comply with its retention 
obliga tions u nrler a pplil~a ble insul'a nce regula tions .... " Thi r d, 
"[w]hile Plain tiff(s) [sic] confidentia l m e dical r eeords/'P HI' are in 
the cus to dy or possession of defense cou nse l or Defenda nt(s) [sic] 
property a nd cas ua lty in su n=~ r(s) ... s uch re r:ord s s ha l.l not be 
disclosed to any Lhir d person .... " 

For his par t, S hull s uggested the following· languag-e be 
added to paragraph fi ve of the c~xisting BJ PAA QP O: 

Nothing in t h is section is in tended to limited lsic] or 
expand the dutie s or oLlig-ations of the pa rti~is' imrnrern 
to re tain , pro l.ecl or des troy P HI pnrs ua nt to any 
federal code, state la w, administra tive reg ula tion, or 
other cour t order. A partie:-; ' J.sicJ ins urer may reta .i n 
PHI upon the con clusion of Lhis littgaLion, but s uch 
r etentio n s ha .U be s ubj ect to the pr iv acy a nd use 
r equire ments set for th in exis ting federal code, s ta te 
Jaw, adminis tru ti.ve rn gulation, or other court order 

ri Given the s ign ificance of Lho issues pre se nted, t his c:ourL Lho ught il p r ucfo nt 
to r eceive from th e pa rliu s th eir input. on how l>e8 t to resolve I. hr, idirntif ie d 
_problem s as well aH to create as co mp lete a roco rd as possible . 
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regarding t he retention, protection or destruction of 
Lhu8e rec..:ords. 

Shull further rejects State Farm's reasons to exclude property and 
casualty ins urers from the record destruction requirements of the 
current HIPAA QPO. 

The iss ue before this court lies at the inLcrs<]Ct ion of three 
di stinct bodies of subs tantive law, Before addressing th e 
conflucnc,~ of that intp,rscdion, it iA nncm;Ernry fin1t. to t1ndcrsta nd 
the pmpose a nd effect of each. 

I. Applicable Law 

A. Health Insuranc<! Portability and Accountability Act 

The United States Cong·rcss passe d HIPAA in Augus t 1996 
in response to t he rap id evolution of heal th inform alion systems 
and the electronic transfer of such inform;:ition. See South 
Carol,:na A1ed. Ass 'n u. Thompson, 327 F.3d 346, :l48 (4th Cir. 
200:-3). One of H l PA.A's central goals is to protect individua lly 
identifiab le health information, defined as information re lating to 
the physica l or mental health or condition of an individual, or the 
provision of health care to an individual, that ide nti.fies that 
person, 8ee 42 U.S.C. § 1320d-G; 15 C.F.R § 160.10:-l. Individually 
iden tifi a ble health information is more commonly called "protected 
health information," or "PHI." See 45 C.F'.R § 160.103. 

H1l1AA directs t ho Secretary of H ealth and Human Services 
to promulgate regulations to protect PHl from improper 
disclosure, a g-oa l achieved, in part, t hrou gh what is known as the 
privacy rule . See 45 C.F.R. parts 160 & 164, s ul>par ts A & E. Tu 
that encl, HJP AA est a blishes a "mandatory floor" of privacy 
protections, 65 Fed. Reg·. 82,465-71 (Dec. 28, 2000), that "shall not 
supcr.sode D. contrary provi i:, ion of S L:Jto law, if. , . [i L] irnp Bes 
requirements, standards or implementation specifications tha t are 
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more stringent than ... [thoRe] imposocl under tb e regulation." 45 
_C.F.R. § 160.208(h). A Rtatr. s t andiH·d i1:1 more ti l.ringcnL if iL 
"provides greater privacy protection for the .individual who is the 
subject of the individually ido ntifiable health information." LJ5 
C.Ji'.R. § 160. 202(6); see a lso Northwestern jl1em .. Hosp. rJ. Ashcroft, 
362 F.3d 923, 924 (7th Cir . 200 4). 

HIPAA regulations apply ge nerally to "covered en titie s" and 
"busineHs a8sociates ." A covered entity is defined as a : (l) "health 
plan," an individual or gro up plan tha t provides or pays Lhe coGL of 
medical care ; (~) "healthca re clearingho use ," :;uch as a billing 
se rvice or hea lth sys tem manag- ment company; or (3) "healthcare 
provider,'' conside1·ed t.o be a perso n or ent ity that furnishes, bill s, 
or is paid for heal th care in the normal course of business. See 115 
C.F.R. § 160.10::l. A business associate is defined as a person or 
entity that performs certain functions ox activities involving the 
use or dis r.losure of PIII on behalf of, or prov.ides services to, a 
covered entity. 8ec id. Bus.i ness asFJociate functions and activities 
include, fo r example, claims processin g or administration, data 
analys is , quality 1.rnsurance, and billing. See id. 

Covere d e ntitit~fl and busineRR ,-rnsocial:ei:; n.n: not p -• rrnitt r, d to 
use or disclose a person's PHI, r.ee 45 C.F.R. § 164.G02(n)Cl)(i -ii), 
subject to 12 exceptions, including one for judicia l and 
adminis trative proceedings, see 45 C.F.R. § 164.512 (e). The 
judicial exception authorizes covered entities a nd business 
associates to disclose PHI in various ways , three of which a re the! 
mos t common. Firs t, PHI m ay be disclosed purs uant to a court
entered QPO, see 45 C.F.R. § 164.512(e)(J)(ii), (iv), (v), provided 
that the covered entity or busine!,s associa te di scloses "only the 

. [PHI) expressly authorized by such order .... " 45 C.F.R. § 
164.512(e)(l)(i) & (f)(l)( ii). The type of order e nvisioned by HIP AA 
is a QPO Lh at, at a minimum: 

(A) prohibits the parties from using or- disclosing t he 
[PHI) for any purpose other than the litigation or 
pmceed,;ng for which it was reques ted; and 
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(B) requires the re turn of LrH-! [PHI) Lo Lhe covered entity 
or the destruction of the information at the end of the 
litigation or proceeding . 

45 C.F.R. § Hi4.5l~(e)(l)(v)(A) & (13) (emphas is added). Second, a 
party seeking disclosure may send the covered entity a va lid 
s ubpoena. See 4G C.F.R. § l64.512(e)(l)(ii) . The cove red entity 
may disclose PHI if the subpoena is accompanied by a written 
s t a Le mcnL from the pnr ty iss uin g the trnhponna 1.hnt: (1) Lhc issue r 
made reasonable g·ood-foith efforts Lo notify the patient in writing 
of the s ubpoe na, see 45 (;, F'.R. § 1611.G 12(e)(l)(ii)(A); (2) th e iss uer 
mado re asona ble effor ts to secure a QPO, see 46 C . .F'.R. ~ 
164.512(e)(l)(ii)(B); (3) the notice included su fficient det a il to 
permit the patient to obj ect to the s ubpoena in court, tl5 C.F.R ~ 
164.512(e)(l)(iii)(A) & (B); and (4) tho time for tbo patient to object 
to the subpoena lapsed absent any objections or the court 
overruling· any obj ections, see 45 C.F.R § 164. 512(e)(l)(iii)(C)( l ) & 
(2). Third, a party seeking diRclosur e may provide t he covered 
entity with the patient's valid author ization containin g· the 
required <➔ lem(➔ nts and s l: a tEirne nts . S ee 4G C.1".H.. § l 64.508(b)(l)(i) 
& (ii). 

This brief summary of HIP M und its scope is useful if only 
to emphasize that HIPAA does not apply to insurers that write 
non -health insura nce lines of business . 'l'his is evident if only from 
the statute's name , the Health Insu,rance Portability and 
Accountability /\ct, as opposed to, /:la y, property, casmdty, workers ' 
compens ation, or a ny other in surance hne. The renson jnsurers 
that wr.ite non-lwalLh in1:, urarn:o lirn) f3 of bw;incss m:o exempt from 
HIPAA is that they are not: (1) health pl ans , s ince they are not 
individual or ~ro up plans providing- or paying· the cost of medical 
care, see 42 U.S.C. 300gg- 9l(a)(2); (2) heallh care clearing·houses , 
s uch as billing services or re-pricing companies; or (3) health c1ue 
providers tha t provide medical or health services . 8ee 42 U.S.C. 
1395x(s) & (u). The Depar tment of He alth and Hu mun .Services 
subsequently clarified HIPAA's scope when iL explained tha t: 
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Wi th rcoganl Lo lifo und ca ·un lty insurern, we undeni tund 
that su ch be nefi t providers may use and disclose 
individua lly iden tifia ble Jiealth information. However, 
Congress did not inc1ude life insurers a nd cas ualty 
ins urance carriers as "health plans" for the purposes of 
this rule and therefo re they are not covernd entities. 

Standards fo r Privacy oflndividua lly Ident ifia ble Health 
Inform a tion. Final Privacy Rule Preamble .. . Covered Entity, 
Ass 't Sec'y for Planni n g· & Eval., U.S . Dep 't of J--lea th & Human 
Srvcs., Dec. 28, 2000. 

De spite th. exemption from IIIPAA provided to property and 
cas u alty ins ure rs, the QPO r.urr ntly a uthorized for u se hy 
General Or der 12-1 makes those insurers s ubject Lo HIPAA and its 
regulations. 1t is apparent that all prior itera tions of the (tPO 
a uthorized for u se in the Circuit Court of Cook County also 
contained this same defoct. S uch overr€ach is plainly 
u n s upportab l<~ in light of fe deral law; conse quently, a ll previously 
entered HlPA.t-\. order s axe unenforce able to.that extent. 

Although HIP AA does not apply to property and cas ualty 
insurers , tho.·e ins u rers l'cceive e normous am ounts of wh a t wou!(l 
oLh <ffwi sc~ hA r:onRidered I H I. In other words, HTPAA r:reste, , a 
legal fiction because; the same information, considered PHI w bile 
in the possession of a covered entity or bu::; iness a ssociate, is not 
cons ide red PHI while in the possession of property and cas ualty 
insu rers . Regardless of the moniker, information that would 
otherwise be considered PB! under HlPAA is esse ntial for 
proper ty and casualty insu rers to function both in re sponse to a nd 
apart from litiga tion. As ono industry representative explained 
the paradox: 

Property and casualty insurance differs from heRlth :::i nd 
other types of ins uranct~. The policyholder is typically not 
the party claimi ng benefits but rn tbcr is a party against 
whom a third party is asserting legal rights and to whom 
the ins urer owes u contractuuJ duty to defend and 
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indemnify. 'l'he inform a tion a property a nd casua lty 
ins ure r needs in eva lua ting and set t lin g cla ims is not 
information in its possession but is inform ation in the 
ha nds of tho cl a inrnnt.-third par r.y It, is cl'iticul fo r 
propert y and cas ua lty ins urers , most crit ically, worke rs' 
compens a tion ins u rers, to have u nimpeded a nd ti mely 
a ccess to medically re lated informat ion t.o mee t their 
obligations to their policyhold er s and u nder la w. If not 
ca refu lly cra fted, medi ca l p1·ivac:y rn leEJ could give adve rse 
third-party clai mants Lhe al>iliLy to c.ircumscr ibe a 
carrie r 's need t.o s ha re infor mation with innu mera ble 
pa rties tha t a re inhe rently part of claim s eva luation and 
disabilily m anagc men L. 

Bruce C, Wood , "S t a teme nt of the American Ins . Ass 'n," Nov. 18, 
201 1 (emphasis in or igina l); available at: www.ncvhs .J1hs .gov/wp
content/uploa ds/20 J.4/05/l ll 1 .1 8p7.pdf. 

In a ddition t o its priv acy rule, HIP AA contains a security 
r ul e tha t, in par L, gove rns the disposa l of P HI. See generally 45 
C. F .R. P arts lGO & 164 , s ubpar ts A & C; 45 C.F.R. §§ 164. 306, 
J.64.308, 161 .310 & 161.3 12. HLPAA re qui res tha t covered entities 
a.nd bus iness a ssociates imple ment policies a nd procedures to 
addr·css the dis posal of P HI , sec 45 C.F .R. § 1G4.5 30(c), including 
eJectronicDlly s tore d inform ation. See 45 CFH. § 1 G4.:i10(d)(2)(i). 
Yet nei th er H I PAA n or it s regula tions ident ify the mea ns for 
disposal. Accept;:i ble m ethods do, however, i nclude sh re dding, 
pulverizing, me lting, incinera tin g, and dega ussing. S ee 
https ://www.hhs .gov/hip aa /for-professio nals/faq/5 7 5/w ha t -does
hipa a • :requfre-of-covel"ed -e n Lities- w hen- Lhey-dis pose -information/, 
As with the privacy rule expla ined a bove, insu ra nce compan ies 
tha t sell n on-health insuranco Jines of bus ines s are no t s ubj ect to 
the security r u le since , once again, those carrie rs are no t covered 
entit.ies or business associa te s . S'ee 4!i C.F.R. pa rts J.GO & 164, 
s ubparts A & C. 
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indemnify. The information a property and ca s ua lty 
insunn.Jleeds in e'Laluating and se ttling claims is..not 
information i n its possession but is information i.n the 
hands of the clnimnnt-thircl pn r ty. It LS criLical for 
property and casualty ins urers, mos t criticully , workers' 
compensation insure rs, to have unimpeded and time ly 
a ccess to medically rela ted informa tion to meet their 
obligations to their policyholder s and under law. If no t 
carefully crafted, m edical p1·ivacy rule s could give adverse 
thi rd-party daim irnts the ability to circumscribe a 
carrier's need to share information with innumer a ble 
parties th a t are inherently part of cla ims eva luation and 
disabilily management. 

Bruce C. Wood, "Statement of the America n lns. Ass'n, " Nov, 18, 
2011 (emphas is in origina l); nv11ilablr. a t : www.ncvhs .hhs .gov/wp
content/uploads/2014/05/J 1 l l I 8p7.pdf. 

In addition to its privacy rulu, H IPAA contains a security 
rule that, in pa r t, go verns the disposa l of PHI. S ee generally 45 
CF.R. P a rts 160 & 164, subparts A & C; 45 C.F .R. §§ J 64.306, 
164 ,308, 164.31 0 & 161.312. HIPAA require s that covered entities 
and busines s a ssoc.:iu tes implement policies a nd procedures to 
address the disposal of PHI, see 46 C.F .R. §lo4.5o0(c), including 
electronically stored information. See 15 CFH. § 1G4.,110(d)(2)(i). 
Yet neither HIPAA nor its re g·ula tions identify the mea ns for 
disposal. Acceptable methods do, however, include shredding, 
pulverizing, melting, incinera tin g, and de ga ussing. S ee 
https://www.hhs.gov/hipa a/for-profe ss ionals/faq/5 7 5/w hat .. doe s -
hip a a -req uire - of- covc➔red - c~ ntitics-w hon• Lhey-dispose -inform ation/. 
As with the privacy rule explained above, ins urance companies 
that sell non-health ins urancl~ Jines of business a r0, not s ubjed, to 
the s ecurity rule since, once again, those earrier s ar e not covered 
enti ties ot business associatos . See 4G C.F. R. parts 160 & 164 , 
s ubparts A & C. 
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13. IllinoiB Insurance Codc-: 

The IIC, 215 ILCS 5/1 - 1516, and the accornp a nying 
adminis trative code , 50 Ill. Ad min. Code J 01 -- 9f>00, regulate th e 
business of insurance in Illinois . Although records that would be 
considered PHI under HIPi\A are exempt from HIPAA regulation 
while jn the possession of property and cas ualty ins ure rs , thoso 
same records are s till s ubject to state regulation. Arlicle XL of the 
UC is devoted explicitly to ins ura nce information an d privacy 
protection. 8ee 215 ILCS 5/1001 - 1024. AA provided, the purpose 
of article XL is t o: 

eslablish st andards for the coll ection, u::,e a nd 
disclos ure of information gathered in connection with 
ins urance transactions by insurance ins titutions, 
a gents or i nsurance-s upport org-aniza tions ; to maintain 
a balance betwee n the need for information by t hose 
conducting the business of insurance and t he public's 
need for fairness in ins ura nce information practices , 
including the need Lo minimize inLnrnive nl:! i:w ; to 
es tablish a regulatory mechanism to e nable natural 
peri=,ons to ascertain what infor ma tion is be ing or h as 
been colla ted a bout them in connection with ins urance 
transactions and to have a ccess to s uch information for 
the purpose of verify ing or disputing its a ccuracy; to 
limit the di sclos ure of jnformation collected in 
connection witl1 ins urance transactions ; and to enable 
ins urance applica nts and policyholders to obtain the 
rea sons fo r any a dv e rse underwritin g· decis io n. 

215 ILCS 5/1002 . 

In the case of property and cas ua lty insurance , the 
protections provided by article XL ex tend to persons "who are 
subject of' information collected, received or m a in t a ined in 
connection with ins urance trans actions involving policies , 
contracts ox· certifical.es of insm·ancc de livered, issued fo r delivery 
or re newed in this State . " 2.15 TLCS 5/l002(B)(2)(a). The HC 
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goes on to rog-ulate the need for and contents of notices to 
policyholders arul applicants , including in instances of re
dis closure of i.nform::ition by ins urance companies . See, e.f{., 2Hi 
ILCS 5/2-1005 - 1008 & 1014. To implement the s tatute's privacy 
protections effectively, the De partment of Insurance has 
promulg·ated regu la tions governing financial as well as personal 
privacy information. See 50 lll. Admin. Code 4001. 10 - 4001.50 & 
4002.10 - 4002.210, 

S.ince property and c::w ualty ins u rers arc exempt from 
II.IPAA r egulation, they are a lso exempt from HIPAA's civ-d and 
criminal penalties for unauthorized dis clo1rnres . At Lhe same time, 
these ins urers hav every incentive to comply fully with th 
privacy provisions of the IIC a nd the administrative code . Article 
XL indud es a provis ion outlining a rnngc of p enalties for· insurers 
that violate the IIC, starLin g wiLh hea ring :; and cea se-and-de s is t 
orders and esca lating to monetary fine s , s uspen sions , a nd license 
r evocaLions. See 215 JLCS 5/!020. 

In addition to regu lating ins urers' use of recor ds , Illinois also 
r eguhi t e!-l t heir disposa l and destruct;io11. Jlegardless of the typ e of 
record or Lh e lino of inmira nc8, an insurer is auLhor.ized Lo: 

di spose of or destroy records in i ts custody that are not 
needed: 
a) in the transaction of curre nt business ; 
b) for the final settlement or disposition of any ·claim 

nris in g out. of a policy of ins ura nce isirned by the 
company; or 

c) to determine the fin a ncial condition of the company 
for the pe r iod since the elate of the l.as t exam inaLion 
report of the company officially filed with Lhe 
Department of Insura nce, except tha t th ocJc-: records 
mus t be main tain ed for at lr,as t 7 yea rs. 

50 lll. Adm. Code 90 1.'.W, a m nded .in, 40 Ill. Reg. 7895, eff. M ay 
23, 2016, As the cita tion indicates , the Department of lns\.trance 
recently amended this regulation . Thu Departm ent ju.s tifie rl 
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increasing the retention period from five to sc:iven years becauso it: 
"recogn ized t,hut. the process outlined by this rule was outdated, 
unnecessary, and not in line with other states' requiro mcnts."6 

This st a tement makes no sense. 

Despite this bare bones explanation, the seven -year
rcLcn tion rule revea ls three fact, s releva nt to this court's analysis. 
First, the IIC does not distinguish be tween re cords disclosed 
hefore or a fter the filing- of a laws uit.; they are a ll t rea ted the Rame. 

Second, the disposal of documen ts is predicated on a nec-) ds -based 
trigger, rnem1ing that clocurnents may be r-etained for more than 
snven years . In normal business practice, insurers typically bee in 
the r un ning of Lhe re te ntion period after the close of a t ransaction 
- a se ttlement or judgment - a nd the expiration of a ny a ppeals 
period. In some ins urancr, lines, the n~fore, such a s workers' 
compensat ion, carriers might be required to ret ain records fo r 
decades given work-rel a ted injuri<)S and subs c~quont coverage 
claims . Third, there is no req uirement t hat insurers re turn 
docum ents to the cla imant, litignnt, or provider ins tead of 
disposing of them; ra ther, ins ur ance companies may dispose of 
records as they s e➔e fit. 

Thi.s state's parUcular reg-ulatory scheme se.rvc s variou s and 
vital purposes . It is plain tha t wh at would otherwise be 
considered PHI under HIPAA constitute fundamenta l information 
needed by tho s t Fite to s uppor t its n~gu la Lory reRponsibility of 
auditing ins urer s to ensure the fair and efficient business of 
insurance for consumers. The same r eco.rds cuns LiLute 
fundamental information needed by insurers to evalua te and pay 
claims. The records are a lso necessary for internal a udit.s a nd 
r egulatory disdosure8 required , for ex ample, by Medicare and 
Medica id. These records further ensure a ca rr ier's solvency by 
providing a baAis for sufficient reserves to avoid the liquidation of 
asset s to pay claims ur to avoid ar tificially hi gh pre miums to cover 
projected claims. The records also form the basis for insurance 

6 The departmlmt had implemonled t he five-yea l' requirem ent in 1968. See 7 
Ill. He g. 1~13 (Nov. 25, 1868). 
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accreditation, ratings, and reviews by independent and trade 
__m:ganizations. Finally, the records may prove to be Jrny evidence 

used to defend the canier against bad -faith cla im s brought by a 
particular plaintiff or a class of consumers . In short, Lhe use uf 
records ls vital to the ins urance indus try and the state's regulation 
ofit. 

C. Illinois Cons titulion 

Illinois is one of only ten s tates governed by a cons titution 
expn')ss ly guaranteeing a right to privacy. 7 As provided, in part: 

The people shall have the ri ght to b0 secure in their 
per.sons, house s, papers and other possessions against 
unrea sonable searches, seizures , invasions ofprivacy or 
interceptions of communicatiom.1 by eavesdropping 
devir.es or other means . 

Ill. Cons t., ar t. 1, § 6 (emphasis added) . Our Supremo Court has 
recognized as a general matter that the Illinois constitution, "goes 
beyond federal constitutional guarantee s by expressly recognizing 
a zone of personal privacy, and that the protection of tliat privacy 
is stated broa dly and without res t...ricti.ons." Kunhel v. Wahon, 179 
111. 2d 519, 5:-n (1997), citing In re Will Cty. Gro.nd Jury , 152 TH. 2d 
38.l, 391 (1992) . The court furth er .found that "[L]he con fidenti ality 
of personal medical infor mation is , without question, at the <.!Ol'e of 
what society r<-) gar ds as a fundamental eomponent of individual 
privacy." f{u,nhel, J 'l<;J nt. 2d at 5'.-l7. Thin pt1blic policy is 
ultimately grounded on the sanctity of the physician-patient 
relationship, See Petrillo v. !:/yntex Labs ., Inc., 148 lll . App . 3d 
581, 587-88 (1 s t Dist. 1986). At the same time, "[rJeasonableness 
is the touchstone of the privacy clause" and ::irtide J, section fi 
"does not accord absolute protection agains t invasions of privacy. 
Rather, it is unrea sonable invas ions of pr ivacy that a re forbidden." 

7 See also Aln slrn Cons t. art. I, § 22; Ariz. Const . art IT, § 8; Calif. Const. nrt;. 
I, s J; Fla . Com;t. arL. I,~ 23; Haw. Const. art . I,§§ 6 & '7; La. Const. art. 1, § 
5; Mont. Const. art. JI, § .IO; S .C. Const. a rt. I, § 10; & Wa sh. Con st. art. f, § 7. 
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Hope Clin1:r: for Women, Ltd. u. Flores , 2013 IL 112G73, ir,1 64, 65, 
quoting Kunhe l, l 79 Ill 2d at 538 . 

This st a te' s cons titutiona l privacy protectionA for h ealth 
information are reflected in a wide varie ty of s t atutes and 
regula tions governing the creation, disclosure, maintenance, and 
use of that informntion. See, e.g. , 

• Abortion Law of rn75, 720 lLCS 5 10/10 
AIDS Confidentiality Act, 110 ILCS 305/6 & 9 

• Alcoholis m and Other Dru g· Abuse and Dependency Act, 20 
ILCS ;10l/:10-G (b) & (hb) 
Child Curt) Ad of 1869, 225 ILCS 10/16 

• Comrnunity lnteg-rated Living Arrangements Code , 59 TIL 
Admin. Code 1 15.250 
Community Living Facilities Code , 77 Ill. Adrnin. Code 
370.1230 

• Community Services Act Code, 59 Ill. Admin. Code 132.20 
• Dental Care Patient Prot13ction Act, 2]_5 ILCS 109/5(b)(4) 
• DNA Indexing Act, 730 ILCS 5/5-4 -3(f) 

Early Intervention Service8 System Act, ;325 1LCS 20/1 2(b) & 
8~) Tll. Adm in . Code 500.1 55 

• F.roedom of In fo.r rna tion Ar.t> fi l J.,CS J ;J 0/7 
• Genetic JnformaLion Privacy Act, 4.10 ILCS 513/15 
• Hospital Licensing Act, 210 ILCS 85/G.l?(d) & 77 Ill. Admin. 

Code 2f50.1fi10 
• Illinois P ublic .Aid Ar.t, 305 lLCS 5/11 -9 
• Illinois Vetera ns' Homes Code, 77 Ill. Admin. Code :3 40. 11:3 00 

& 340 .JB,10 
Intermediate Cure for Uie Deve lopmentally Dis a bled 
Facilities Code, 77 Ill. Admin. Code 350.lGlO & 350.1630 

• Long· -Term Care for UndeT Age 22 F'aciliti es Code, 77 IlJ. 
Ad min . Code 390.1610, 390. lGJO & 390. 3320 

• Managed Care Reform ctnd Illinois Patient Ri ghts Act, 215 
ILCS l 34/5 (a)( 4) 
M edic a l P a ti ent Ri g·hts Act, 410 lLCS 50/J(d) 

• M8dical PracticD Act,, 785 lLCS fi /8-802 
• Medieal .S tudies Ad, 7:35 ILCS 5/8-2 101 
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Mental Health and Developmental Disabilitie s 
Confidenticlity Act, 740 ILCS 110/1_- 17 

• Nursing Horne CGtre Act, 210 [LCS 45/2- 101, 2-1 05 & 77 lll. 
Admin. Code 300 1810, ,300.1820, 300 .1 840 & 300.33 20 
Parental Notice of Abortion Act of l9D5, 750 1 LCS 70/25 & 
70/:15 
Respite Program Act )ode, 89 111. Admin. Code 220.100 
Sheltered Care .Facilities Code, 77 Ill. Admin. Code 330.1 710 
& 330.4320. 

The same privacy r ight has been extended through the common 
law to include medica l information exchang·ed pursuan t to the 
WorJ<ers' Compen sation Art. See 820 TLCS 30fi/1 •- :30; see also 
Hydra u,lics, Inc. u. lndus /.rial Comm'n, 329 Ill . App. 3d 166, 171-72 
(2d Dist. 2002), r:it.£ng Petri:llo, 148 lll. App. 3d at G0l. 

As is a lso evident from the discussion a bove , the r ight to 
privacy is also r e flected in the IIC and its regulations. See 215 
ILCS 5/1 - 151A; 50 JJJ. Admin . Code 10 1 - 9500. Whether any of 
the permitted uses of what would otherwise be cons idered PHl 
possessed by insurers cons titute an unreasona ble infringement of 
the constitutional right to privncy is unknown. Thii:i cou.r:-t is 
unaware of any cha ll enge to t he cons titutionality of this s tate's 
sta tutory and administrative regulation of inform a Lion rncc ivud, 
used, maintained, and disposed of by insu rers . 

II. HIP AA QPO 

'J'he convcrg·ence of these thr c,~ bodies of subst antive law 
br ings into re lief tl1is court's twin goals. This cour t must remove 
property and casualty ins urers fro m the untenable position of 
complying· with ct QPO that, is inBppli ca ble to their line of businCciS 
and connicLs with Lhe IIC and its 1·0.guJabons . Thii:i cot1 r t must 
also ensun) thnt any r8clra ftin g of the current IIJPAA QPO 
protects Illinois res idents' constitutional rights to privacy over the 
disclosure of' their PHI. 
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A point of cla rifi cation at th is ju ncture wou ld be beneficial. 
The conundrum this court see ks to rnsolve conccl' ns only PHI 
disclosed subject to the HIP AA QPO, in other words , after the 
filin g of a la ws uit This court docs not address the scenar io in 
which a person at t he pre-suit s tage vo]unta:rily discloses the same 
information to an ins urer in hopes of se ttling a cla im. Given a 
plaintiffs voluntary disclos ure, an .ins urer m::iy receive , U tJL\ 

retajn, and dispose of wha t would otherwise be considered PHI in 
compliance with the IIC a nd its regulations. T hi s distinction is 
impor tant as a leg·al matter, buL likely has liUlc import as a 
practical matter s ince insure rs do not segregate information based 
on whethe r .it is rer.e ived before or during a law s uit. 

The problems identified a bove have. a common source -· the 
curront lfLPAA QPO . The QPO fai ls to account for both a 
plaintiffH r ight to pri.vflcy tllld nn irrn 11 rer\1 legaJ cluLy Lo comp ly 
with the state 's s tatutory and regulatory insurance framework 
The former is a question of constitutional law ; the la tter is a 
ques tion of statutory law. 'l' he8e issues are addre ssed be low. 

It is evident that the current ll!PAA QPO is S\.tbject to a 
facial cons titutional cha llenge . Although most s uch cha ll nges 
concern s tatutes, court orders , too, may be found to be 
constitutionally flawed. See, e.g. , McDunn u. Williams, 156 IJl. 2d 
288, 394 (1993) (appellate cour t deci sion unconstitutional) . A 
facial challenge imposes far more stringent standards th !l.n an "as
applied" cha llenge because a challenged st a tute or order is facially 
invalid "only if no set of circumstances exists under which it would 
be valid." Naple ton u. Village of Tlinsdale, 229 Jll . 2d 29 G, ::l0t'i-06 
(2008); In re !VI.T. , 22 1 Ill. 2d 517, G:16 (2006) ("S uccossfu lly 
making a facia l challenge to a statute's constitutionality is 
extremely difficult, requiring a hawing· that the statute would be 
invalid undel.' any imag·inDblc sr. t of circums ta nces ." (Emphasis in 
original)). A finding· of facial invalidi ty voids the document fol' all 
parties; consequently such a deci sion is "manifesUy, s trong 
medicine that ba s been e mployed by the court s paringly and only 
as a la ,'3 t re. ort." .Pooh Bah Enters. , Inc. u. Cooh Cnu,nt.y, 2B2 Tll. 2d 
463 , 473 ('.!.009) , quoting Nat,iona/. Endowment for the Arts u. 
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Finley, 52'1 U.S . f;G9, G80 (HJ98) (in Lern nl quota t ion ma1:ks 
____o_nut.kd). In this ins tance, t.he rn_e dicinc ptoposed by this eourt is 

far more pa la tab le . 

As noted above , HIP AA cre ates a floor of privacy protections 
that yie lds to any s ta te law (or constitution) th a t imposes 
"requirements , s tandards or ... speciJtca tions Lha t are more 
s tringent than .. . [t hose] impose d under the regu lation." 45 
C. F .R. § 160.20.'3(b). The right to personal priva cy gua ranteed by 
article I, sectio n 6 is u nq u estionably more s t ring·en t than HIPAA 
beca use the cons titution 0xpres8es this s tate 's public policy that 
"the jndividu a l's privncy i n tereBt in his phy sica l p erson . .. mu, L 

be pY·otectcd." Will Cty. Grand J u. ry, 152 Ill. 2d at 391-92 
(empha sis a dde d) (addressing search and se izure violations). Such 
prntection encompass es t he disclosure of a person's PHI, which is 
the focus of HIP/I.A lolnd Kunhel. Sec 179 Ill.2d a t 537 . T he 
g·ua rantecs of article I, section 6 mus t a lso ex tcmd, however, to 
informin g· a plaintiff of the likely uses an ins ure r m ay 
subsequently m ake of her or his PHI. 

T h a L conclusion doeti not (md this court's ana ly f> is because 
Illi nois ' cons t. it.utiona l ri ght to privacy is no t. li mitle ,rn . 1'he 
S uprem e. Cour t h as rocog n i:t,L!d that ar Liclc I, secLi.on 6 prohtl.J.i l.8 
only "unreasonab le inva sions of privacy ." .Hope Cli:ni:c, 2013 IL 
112673, ~~ 64 -65. To dete rm ine what is unreasona ble, the court 
h as follow ed a two-step a na lys is based on '' t.he ext e nt of one's 
expectation of privacy under the circumstances presen ted, as well 
as the degree of intrusi veness of the inva s ion of pr iva cy." In re 
Lakisha M ., 227 Ill, 2d 259, 279 (2008), citing People v. Caballes, 
221 lll. 2d 282, 231 (2006), an d PeoplP: 11. Corne li:us , 213 Ill. 2d 178, 
193-94 (2004). l£mployi ri g that ana lysis , the court in F unhel, held 
unconstitutional a Code of Civil P rocedure section because there 
exi sted both: (l) an expectat ion of privacy over me dical record s; 
and (2) s t a tutor y overr P. Ftch bcc:-rn11e a tr ial court cou ld order thu 
disclos ure of medical information agains t the patie nt's w1sbes or 
dismiss the laws uit for failure to comply . See 1 n Jll. 2d at 539 
(addressing 735 ILCS 5/2-1003(a)). ln contras t, the cour t in 
Lakisha M, found that the constitution generally protected the 
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disclosure of DNA information, but that the DNA Indexing Act, see 
730 ILCS 5/5-4-3, was narrowly tailor ,d and, hence, 
constitutiona l. Sec 227 Tll. 2d at 280. Similarly, in Hope Clinic, 
the court upheld the Parental Notice of Abo.r-Lion Act of 1995, 750 
ILCS 70/1 - 70/99, because a minor has a right to privacy in 
choosing a n abortion, but the statute's notifica tion options were 
narrowly tailo l'.'e cl based on the perceived need to treat minors 
differently than adults . See Hope Clinic, 2013 IL 112673, ~ 64. 

In this ca!:le, the Lwo ,tJ Lep 1maly::;is cGtablis bes that the 
HIP AA QPO is unconstitutional. Virst, Kwihel makes it plain that 
all persons, including liti ga nts, have an expecta tion of p1·ivacy over 
th~!ir personal medical infonnation. Sec 179 Ill. 2d at 637. 
Second, the deg-ree of intrusiveness imposed by the HIPAA QPO is 
s ubstantial because it orders a plaintiff to disclose PIJI without 
informing the plaintiJf that the information will be used outsi.de 
the scope of the litigation. Althoug·h the QP O explains that PHl 
m a y be disclosed to "the parties' insurer s," it incorrectly 
charact0.rizes tbr-l di sclosure aR one "reasonab ly (:onnec:le d with the 
... litigation .... " ff t:ha t were true, a plaintiff could believe that 
her or his PHl was going to be used by an insurer to evaluate a nd 
settle the cla im a t iss ue in the litig·a tion. In fact, the IIC and its 
regu lations mandate ins urers use health information fo a wid e 
varie ty of ways outside the litigaLion. Again, the issue h ere is not 
that the uses of what would otherwise be considered PHI outside 
of litigation fail to satisfy a compel ling state interest. Rather, the 
issue is tha t the current HIPAA QPO fails to inform a litigant that 
the disclosure of her or his PHI will not be~ considered PHI after it 
ha s been disclosed to insurers and will be used by them. 

Thi:, courL i 1:1 unn waH! of nny Illinoi1., decision addressing the 
constitutional, statutory, and regulatory issues arising fro m the 
conflicts created by the current HIP AA QPO. 'l'his court has, 
however, ide n tifi ed one highly pertinent decision from an.other 
jurisdiction Lhat h as addressed these iss ues. 1n Cohan u. Jl.yabe, 
182 Haw. 408 (2014), the .S t a te of Hawai'i Supreme Cour t 
cons idered Cohan's petit ion for mandamus against Ayabe, a n 
arbitration judge, who hnd affi rmed an arbjtrator 's decision 
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ord<'lring Coha n to sign broad au thorizations for t he disclosure of 
his medical records . Id. a t 410. Cohan had previously objecl:ed Lo 
the e n -r_y ofthe T-ITPAA s tipulated qualified pwJtcdive ordf!r 
(SQPO) used in most Hawai'i circuit court l itigation (and Lhen 
available on the Hawai'i Bar Association's we bs ite). Id. at 411. (A 
copy of Lhe bar association's HIPA.A SQPO addressed. in Cohan is 
attached as Exhibi t D .) 

The Hawai'i constitution's right to privacy is contained in 
two section s. As provided: 

The right of Lhe people to privacy is recognized and 
s hall not be in.fringe d without the showing of a 
compelling s tate .interes t. The legis lature shall t ake 
affirmative s teps to implement th is right. 

The right of the people to be secure in their per.sons, 
houses , papers and effecLs agc1inst unreasonable 
searches , m: izureB and invas ions of p1·iv acy s]inll not be 
viola Lcd .... 

Haw. Const., art. I,§§ G & 7. Writing for the court, Justice 
Richard Pollack considered five provis ions of the HIP M .SQPO 
and found that each violated the Hawai' i cons titution's right to 
personal privacy . The firs t s ubpar agTaph considered by the court 
permitt0'd the disclosure u se of Cohan's hea lth information for the 
defendant's insurel''i:J internal reviews , claims auditing, loss 
experience, premium setting, reserve ca lcula tions , a nd 
procurement of ndd itiona l cove.ra~e. See 1:12 Haw. a t 1119. The 
cou r t condudt=Jcl that even if Cohan could not show any harm from 
such uses , the di sclosure leads to uRes that "a re outside the 
underlying lit,igation. Accordin gly, the lang,uage of SQPO 
paragraph 1 (b)(2) exceeds the scope allowed by the Sta te 
Constitution." Id. 

The court reached the identica .l c;onclu.s ion regarding another 
subpa ragraph that permitted the use of health informr:1.tion for 
"exter nal revie w and/or auditing, s uch as by n:dnsurers, t he 
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Insurance Commissioner, or external a uditors .... '' Id. a t 420 
(addressing subparagraph l(b)(3)). The cour t recognized that 
N-I·P A.A. explicitlyP1IT11TitrnJ 1c u~e of lTI:TITM1 care information for 
ext e rnal review nnd a udits conducted. by a variety of e ntit1es . See 
id. at 420, n. 19, citing 45 C.F.R. § 164. 50 1(4). Yet the 
subparagraph authorized an insurer to share a pla intiff's health 
information with business associates, including reinsurcrs, a 
disclos ure tha t g·oes beyond the scope of the litigation . See id. The 
cour t concluded that without comprehensive limitations in the 
SQPO, the provision violated the right to privacy. 8eP- r:d. 

The court iuvalida ted a Lhinl s ubpa ragraph permitting the 
use of de -identified informa tion "fo:r statis tica l or ana lytica l 
purposes .... " Td. a t 420-21 (addreR s ing subparagraph 1 (b)(7)). 
The court reasoned that: 

This provision does not explain what type of a na lys is 
will be conducted, who will compile the st a tistics , and 
wlie Lher trw rosu lts will be made avai la ble to e ntities 
outside the litiRnt ion. Pre8urnably , there ia no nee d t o 
s trip the health information of iduntiiiun, jf i l remains 
ins ide the liti gati.on. Because de-identified informa tion 
is for u se outside of the present litiga tion, tho provis ion 
is not. in accord with tho Ilawai'i cons titutional 
protection for health information. 

Id. at 421. 

The court invalidated a fourth subparagraph for two reasons. 
Fir s t, it permiLte d in:rnrcrs to maintain h 1:i ult.h information for 
"a ny record keeping requirements or obligations relating· to any of 
the forgo in g, a nd pertaining t o the Subject Accident." Id . a t 421 
(;:idd ressing subpa ragra ph l (b)(8)). Since the provis ion provided 
"no os tensible li mi tation to a llowi ng; usc1 of Cohan's information 
outside the s ubjecL liti g-a t.io n," it violated the cons titution's privacy 
guarantee. Id. Second, the provis ion permitted the defendant's 
insurers to req uest "additional permissib le cat egories of uses, 
disclosures, or maintenance be added'' to the SQPO, and 
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prohibited Cohan from "unreasonably withhold.fing] consent. , .. " 
Id For these very reason s the court a lso found tbat the 
subparagraph viola tecfthe constitution's privacy protections :-Tcl. 

Finally, the ~ourt address8d a paragraph req1.1irin g the 
defend ant, within 90 days of the end of liLigation, eithe1' to ''re t urn 
to Plaintiffs counsel or des troy the Hea lth Information." Id. a t 
422 (addressing paragraph 5), The cou r t reasoned tha t a 90-clay, 
post -litigation grace period permitted insurers to use information 
ou tside the litiga tion and that article l, section 6, "by inference, 
require[d] parties to return records immedia tely afte r the 
litigation concludes ." lei. 

This court fi nds Lhe Hawai'i S11pL"cmc Court's :reasoning in 
Cohan highly persua sive for two s ignificant reasons . First, the 
two constiLutions arc (lUite s imil ar a s written a nd nppli ed. The 
privacy rights gu arantee r! in arbde 1, section 6 of th e Illinois 
consUtution and ur ~icle I, section 7 of Lhe Hawai'i cons t.itution am 
nearly word for word ide ntical. In both s tates , this right extends 
to personal medical information. See Kunkel, 179 Ill. 2d at 537; 
Brende u. Hara, 113 Haw. 424, 426 (2007) (pel' curiam). Further, 
the compelling-sta te-inte re st provis ion expressly provided in 
article I, se ction 6 of the Huwu1'i corw LituLion corres ponds with the 
reasonable-invas ion exception recognized in Illinois common law 
interpretin g· the cons titution. See Hope Clinir: , ~013 IL 11267:-3, n 
64-65 (prohibiting only vnre asonable invasions of pr iv acy). 

Second, this Circuit Court' s curren t HIPAA QPO contains 
many of the same constitutional deficiencies a s did the SQPO a t 
issue in Coha.n, At a minimum, the fflllAA ~PO does not explain 
that a plaintiffs PHI will no longer be considered PHI once 
disclosed to an insurer. The current HIP A/\ QPO permiLs Ow 
disclosure of PHI for s ubsequent uses thaL are unexplained. While 
some or all of those uses 1n ay fulfil l Lh e compelling- s taLe inte res t of 
reg·ulat.ing insurance , the document gives no exp la nation of those 
uses or the need for them. The order also fails to inform a p laint iff 
that her or his PHI may be re- disclosed to others outside of 
litigation, including· niins urerB. Finally, the QP O misinform s a 
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ph.1i ntiff that her or his PHI will be returned or des troye d a t the 
end of )itigntion1 a lthough s t:=ite law requ iret1 that s uch informa tion 
he ret a ined for a m ini m um of seven years. 

One could argue, as did the defendant in Cohan, tha t a 
plaintiff would be hard pre :::iSed to prove any par ticu lar harm 
aris ing from the use of what would otherwise be considered PHI 
outside of liligation. That argument only s upports the 
uns upportable proposition tha t the violation of a constitutional 
right exists only if it leads to a mone tarily compensable injury, 
The fact remains that t he current HTPAA QPO fail s in many ways 
to in form a plaintiff of th e com~equcmces of di sclosi ng l1 er or his 
PHI. T h at the current HIPAA QPO applies equal ly to each 
pli:1 intiff who oxecute~1 a release of hc~r or his PHI leads to the 
inexo1·able conclu sio n Lhut Llw r:urrenL HIPAA QP O a uthorize d by 
Cix·cuit Court General Order 12-1 violate/:! the rig·ht to pel'son al 
privacy gu aranteed by ar ticle I, secL ion fl of Lhe Ulinois 
constitution. 

S ince t he HIPAA QPO violates t}1e [llinois constitution's 
personal pr ivacy gu arantee , t his cour t must det ermine if there 
exis ts a n arrowly t a ilored solution. That solution m us t necessarily 
focus on the previously identified proble m - the fai lure of the 
HIP AA QPO to inform a plaintiff that the disclosu re of he 1· or his 
PHI will a llow a defe ndanf s insurer to use and retain the 
infor mation ?1 fter the li tigation ends . This court has concluded 
that a s imple but comprehens ive remedy come s in the form of a re
drafted HIPAA QPO containing an explicit waiver executed by t he 
person whose PHI will be disclosed. 

H i f:; well ()stahli sh0d that Il1inois l::iw :recogni1.,08 a person's 
abi lity to wa ive any a nd al l rig·ht.s , including cousLiLl:t ti onaJ 
guarantees . See1 e.g ., B irkett v. Dochery, 235 Ill. 2d 73, 78 (2009) 
(w a iver of jury tr ial); Cook Cty. Cnl foge Teo,chcrs Uni:nn v. Board of 
Trustees, 134 Ill. App . 3d 489, 481 (1 st Dis t. 1985) (waiver of 
privacy r ig·ht ovr~r outs ide employment inform a tion); S'aburban 
Downs, Inc. v. Illinois Racing Rd. 1 3 1G ILL App. gd 404, 41'1 (l st 
Dist. 2000) (wa iver of du e process). To waive a com,titu tional 
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right, however, there must be! "an intentional relinquishment or 
abandonment of a known right . . .. " Smith u. Freernan, 232 IH. 2d 

--2-111, z.'2.S (2009), quotin,g People l:h--ltl[eG-lan,;1,h f1,n , 191 Ill. 2d- 127, 
137 (2000). A waivet "must [constitutr-i] 'knowing, intelligen t acts 
done with su ffi cien t awareness of the relevant circumstances and 
liln"! ly consequences ."' Id., quoting McCla.naho,n , 19 L Ill. 2d a(, 137, 
citin;:; cases . In shorl,, a waiver i8 an nb ~:i olutn nc\cessity lt-!Ht a 
plaintiff unknowingly fo rfeit her or his conseitu lional right to 
privacy. See People u. Blair, 21 5 Ill. 2d 443-44 & n.2, qu,oting 
United States u. Olano, f-07 U. S . 7'2fi, 733 (H:l93) ("Waiver is 
different from forfeiture. Whereas fol"foi.ture is the failure to make 
the timely assertion of the right, waiver is the 'intentional 
relinquishment o:r abandonment of a known right."'). 

This court believes that its proposed HJ PAA QPO to replnce 
the current one :ctuthori zed by General Order 12-1 strikes the 
necessary bal ance bt~tween guaranteeing a liti ga nL's right to 
personal privacy and an insurer\; needs to retnin, use, and dispose 
of whaL would otherwise be conRidered PHI as 1·equirnd by the IJC 
and its regulattons. 8ee Ex. E. The proposed HlP t\A QPO info:tms 
the litigant tha t by waivin g tho right to privacy, hor or his PHI 
may be lawfully used by insurers. Further, the proposed HIPM 
QPO lists those uses nnd indicates that they will continue for at 
least seven years . Finally, Lhe proposed HIPAA QPO includes 
explicit s tatements that Che litiga nt understands the content s of 
the order and the consequences of executing· the waive.r.fl 

In re sponse to this court's mos t recent interlocutory 
memorandum opinion and orde!' a nd propose d HlPAA QPO, State 
Farm s ubmitted a br ief explaining· its objections. State Farm's 
overarching argument is that the re exist "compelling [ j s ta te 

8 This court woulcl be remiss if iL did not warn litigants tha t would sr-! ek to use 
subpoena s or pn.tient. authorizalions to ci rcumvent any percP. iverl 
shortcomings in the proposed HIPA.A QPO. Subpoe nas or patient 
authorizations that fail to include nn explicit waiver of the right to privacy 
run the same rifS.k of violating the consLitutional guarantees of fl rticle I, 
rwc:tion 6. 
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interests" requiring ins urance carriers to receive, use, and retai n a 
litigan t's health information. State Farm Br. a t 4, State Farm 
eve n q-uotes t.his court's interlocutory opinion and ordet in . upport 
of that proposition. Of gre ate r insight is the affidavit S tate Farm 
provided of Robert E. Wagner, who has an exte nsive career in the 
insurance industry and the legal profess ion. Wagner avers in 
considerable detail the statutorily required uses of what would 
otherwise be cons idered PHI by the insurance indus try . None of 
that is i.n dispute. 

S ta t e Farm's focus on the insurance industry'fl statutorily 
compell ed requ irements is, ultimr~tely, m isdirected. Tho criticn l 
predicate fact is that t he current HI.PAA QPO permits the 
disc)osure of a plaintiffs PHT without. an exp licit a::is urance that 
the pla intiff unders tands wha t the ITC requires and pn:rrn iLs and 
consents to it. St1-1.te Farm is unqucstionahly correct that there 
ex ii; Ls a compelling- sLn t c interes t for irn1urers to rr.cc ivc , use , and 
r etain a plainbffs PHI. There exists , howP.ver, tH > compellin g- s(;atc 
internst for a p laintiff to waive her or his r ight Lo privacy by 
disclosing PHI abse nt k nowkdg·e ofit,1, future u,CJc . Put anothe r 
way, buL for a plaintiff voluntarily fi ling a lawsui t and p lacin g· hf,ir 
or his medica l condition at issue , the s tate's interest :in or abili ty to 
obt ain a. plaintiff's PHT is nea rly completely circumscr ibed. In 
short, the s ta t.e 's compelling inten~s t arises on ly after a litigant 
ha s d isclosed }1 cr. or hi s PHI to an insurn . 

State Farm's arg-urncnt that tho Illinois and H awai'i 
cons titutions have differe nt cons titu t ional s tandards for PHI 
disclos ure is unavailing. Tho n.rgurnent r..:orne8 down to s witchin g 
one se t of nouns and adjectives - "compelling s tate interest" - for 
another - "reasonable invasion of privacy." State !<'arm argues 
ther e exis ts a diffenmce between prohibiting an unreasonable 
invasion of privacy in Illinois , and per mitting· an invasion of 
privaey based on 1:1 compell in g· st Hte in teres t in Hawa i.'i. Yet a 
compelling state interest rnus t also be remJonablc because the on ly 
invasion of personul privacy other than a J'easonable one is un 
um·ec.1sonable one . AnJ it is simply illogica l and l , gally 
unsuppor table Lo Bugges t that Hawai'i's constitution pcrrnitH an 
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unreasonable invasion of privacy that serves a compelling· state 
interest. 

The cases on which Sta te Farm relies do not lead to a 
djfferent result . In La.hisha lvl., for example, the court addressed 
the scope of the search-and-seizure clause of ar ticle J, section 6, 
not its privacy clause , when it addressed a ch allenge to the state's 
compelled collection of the defendant's saliva. See 227 Ill. 2d at 
263. One critical di::ilinction is that the saliva was for .later use by 
tho s ta te, not a corporation. State Farm concedes as much when it 
writes that the➔ court in Lakisha M. "held that after a properly 
compelled di sclosure, the Government's su bseq-uent retention and 
usA of tho DNA, did not g-ive ris0. to any new or 'additiona l invm;ion 
of the respondent'R privacy interes t . .. . "' Stato Parm Dr. a t 8, n.4 
(italics in original). 'I'hc word Stato Farm fajls to it a licize for 
emphasis is the most important - "Government[ J." The DNA 
database is exclusively for use by the state, not private companies. 
Two other cases on which ,'State l•'arm relie s are also off point 
because they do not address the constitution's privacy clause, See 
People u. Caballes, 221 Ill. 2d 282 (2006) (search-and-seizure 
challenge base d on canine-sniff searches for ille gal drugs); In re 
M.A., 2014 IL App (1st) 132G40 (challenging compoJled 
r·n1}istrntion und0.r th e lllinois Murderer and Violent Offender 
Against Youth Reg is tration Act) . 

Hope Cli:n.ic is a l8o su b~,tan Lially difforcnt There, the court 
addressed, in ptirL, a privacy dwllen ge to the Parentul Notice of 
Abortion Act provi::Jion requiring a minor see king an abo.r tion to 
notify an adult fami ly member or obtain a judicial wa.iver of the 
notice . Sec 2013 IL 112673, 1 63. T he court upheld the statute 
because it was n arrowly drawn ; notification needed to be given to 
one family member only. See id. Ilope C'Linic is distinct because 
t.he s tatute explicitly informed the minor of the reason for the 
disclosure. 750 ILCS 70/G ("The Genera l Assembly finds that 
notification of a farnjJy membc.r ... is in the best interc[,t of an 
unomancipated minor" becau se "[t]he mec..hcal, emotional, and 
psychological conseq Ltences of abortion are ::Jome Lime !::! serious and 
long-lasting, and immature minors otlen lack the ability to make 
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folly i.nformod choices") . I n contrrn, t, the current HIPAA QPO does 
not give t he plaintiff any information to j ustiiy Lhe disclosure of 
her or his PHI to the defe ndant's insurer. 

State Farm's reliance on Ku.nleel is a lso unh r.lpful. I unkel 
he ld unconsbtut.ional. a Code of Civil Procedure provision 
requiring u nlimited disclosure of a plaintiJfs health informatio n 
during discovery. See 179 Ill. 2d 519 (1997). S ta te Fa.rm 
apparently believes that Ifonke/, i s persuasive because it concerns 
the dis clos ure of health infor.ma tion during discove ry, but that is 
where any similarity to this court's inquiry ends . l<.u,nkel has 
nothing to do with the disclosure of PHI to insurers during 
litiga bon, their use of that information, and its potenti1:1 l re
di sclosure to third persons sur.h rm roin ::-. u rcrs. Tt. is a lso pluin tliat 
the Kunhel court did not, have the benefit of HIPAA, its s upportin g 
regu lations , and the now la rr,c body offr, dc1'a l nnd s ta b~ case h)w 
ext ending pern onal privacy s t,atu tory r ights to the di sclos ure of 
PHI. 

lJurffe r u. Lu.theran General Hospital does not further S ta Le 
Farm',s nr g umcmt.!l See l!-:18 Tll. ?.d 21 (?.00 I). R1uge1· stnnd :-i for 
the proposition llwt it is reasona ble for a pat ionL to expect tha t 
healthcare providers would s hn.rc the pa ti r, nL's henlth information 
"within the hospita l se tting." Id. at S3. The patient would, 
however, ha ve a "jus tifiable expectation of pr ivacy with respect to 
the re lease of m(~dical :informaLion tu thinl p ar-Lies," conse (Juc:mtly 
the Hospita l Licensing Act makes s uch a disclos ure a 
misdemea nor. ld., citing 2 10 ILCS 85/6.17(i). Thus, the .lesson 
from Bu,rger is that the reasonably expected use of a plaintiJCs PHI 
in litigation is not reasonably expected outside of litigation. 

8 It shou ld be noted t hat Stflte Farm initially quotes Burp;er from tht\ section 
of the opinion addressin g cons t itut iona l i:;epara tjon of pow rs , 110t the 
s ubsequent section addressin g constitutional privacy concerns. State Farm 
Br. at 12. 
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Conclusion 

The complex logal is::; ues p.re.sentod aoovc are reconcilable 
through a plaintiffs explicit waiver of a right to privacy. Such c1 

waiver will inform a pla intiff of the waiver's consequences. At the 
same time, the waiver will assure that property and casualty 
insurers may use what would otherwise be considered PHI as 
mandated by state la w. For the reasons prese nted above, it is 
ordered that: 

1. This order shall app]y to all cases liste d on Exhibit F; 
2. St ate Farm is granted leave to intervene in a ll other 

cases subject to Judge James Flannery's July 13, 2016 
sweep order in which Stute Farm is a defendant's 
ins urer; 

3. In each case in wl1ich Sta te Farm is granted leave to 
intetvcnc, the record will reflect tl1at StritP. F'.:irm r::i.i~wd 
the same objections that it raised in this lawsuit as if 
those obj ections had been filed in each lawsu.it; 

4• . State !•'arm 's motion Lu c.:ornpd the plaintiff Lo exccuLe 

HIP AA authorizations for the release of her medical 
information or for a court order requiring its release is 
denied; 

5 . This order shall app ly to all active cases in which a 
HIPAA QPO has been enLered and shall apply to aU 
futu re fil ed cases in which a Hf PAA QPO wiU be 
entered; 

6. This memorandum opirrion 1111d orrfor i i, entered nu.nc 
pro tune to July 25, 2017; and 
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7. A copy of this m emorandum opinion and order 
including all exhibiLs will h<~ provided ns oft.his date to 
P r es iding· ,Judge J am.es_F-'lannery fo.r.,_consider_atio11-as a 
repl aCf) rn enL to the HIPAA protective ordur A.uthorized 
in General .Or der 12-1. 
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Respectfully submitted 

By: /s/ Michael Resis 
Attorneys for Intervenor-Appellant 

gamundsen@salawus.com / mresis@salawus.com 

AFFIDAVIT OF SERVICE 

The undersigned, Jacqueline Y. Smith, a non-attorney, pursuant to the provisions 
of Section 1-109 of the Illinois Code of Civil Procedure, and Ill. S. Ct. R. 12, the 
undersigned certifies that the statements set forth in this instrument are true and correct, 
and that I caused the foregoing brief of intervenor-appellant, State Farm Mutual 
Automobile Insurance Company, and this notice of filing to be sent to the parties listed 
above on this 30th day of December, 2020, by electronic mail and electronically through 
the court's Odyssey electronic filing manager before the hour of 5:00 p.m. 

/s/ Jacqueline Y. Smith 




